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Editorial

Welcome to the second volume of Transactions on Aspect-Oriented Software
Development. The successful launch of the journal and publication of its first volume
in March 2006 has been followed by a steady stream of submissions as well as several
special issue proposals on topics ranging from Early Aspects and aspect interactions
through to aspect-oriented programming and middleware technologies. This volume
comprises two regular papers and six papers constituting a special section on AOP
Systems, Software and Middleware.

The first article “On Horizontal Specification Architectures and Their Aspect-
Oriented Implementations” by Aaltonen, Katara, Kurki-Suonio and Mikkonen proposes
the use of horizontal architectures to improve alignment between system requirements
and aspect-oriented implementations realizing those requirements. The authors’
approach builds on their earlier work on the DisCO method which utilizes the notion of
superpositions as a basis of aspect composition. The second article “A Framework
for Policy Driven Auto-Adaptive Systems Using Dynamic Framed Aspects” by
Greenwood and Blair synthesizes techniques such as event—condition—action rules and
parameterization with dynamic AOP to develop reusable aspects that can be woven at
run time. The goal of the authors” work is to support auto-adaptive behaviour using such
reusable aspects. They present performance measurements as well as metrics-based
evaluation of their approach in this context.

The remaining six papers focus on various topics in AOP systems, software and
middleware. The guest editors, Yvonne Coady, Hans-Arno Jacobsen and Mario
Stidholt, provide an introduction to these in their editorial.

We wish to thank the editorial board for their continued guidance, commitment
and input on the policies of the journal, the choice of special issues as well as
associate-editorship of submitted articles. We also thank the guest editors, Yvonne
Coady, Hans-Arno Jacobsen and Mario Stuidholt, for putting together the special
section on AOP systems, software and middleware. Thanks are also due to the
reviewers who volunteered time from their busy schedules to help realize this
volume. Most importantly, we wish to thank the authors who have submitted
papers to the journal so far, for their contributions maintain the high quality of
Transactions on AOSD.

The journal is committed to publishing work of the highest standard on all facets
of aspect-oriented software development techniques in the context of all phases of
the software life cycle, from requirements and design to implementation,
maintenance and evolution. The call for papers is open indefinitely and potential
authors can submit papers at any time to: taosd-submission@comp.lancs.ac.uk.
Detailed submission instructions are available at: http://www.springer.com/sgw/
cda/frontpage/0,,3-164-2-109318-0,00.html. Two more special issues on current
important topics, “Early Aspects” and “Aspects, Dependencies and Interactions”,
are in preparation. Calls for such special issues are publicized on relevant Internet
mailing lists, Web sites as well as conferences such as the Aspect-Oriented
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Software Development conference. We look forward to further high-quality
submissions from prospective authors and their publication in future volumes of
Transactions on AOSD.

Awais Rashid and Mehmet Aksit
Co-editors-in-chief
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On Horizontal Specification Architectures and
Their Aspect-Oriented Implementations

Timo Aaltonen, Mika Katara, Reino Kurki-Suonio, and Tommi Mikkonen

Institute of Software Systems
Tampere University of Technology
P.O. Box 553, 33101 Tampere, Finland
firstname.lastname@tut. fi

Abstract. In order to provide better alignment between conceptual re-
quirements and aspect-oriented implementations, specification methods
should enable the encapsulation of behavioral abstractions of systems. In
this paper we argue that horizontal architectures, consisting of such be-
havioral abstractions, can provide better separation of concerns than con-
ventional architectures, while supporting incremental development for
more common units of modularity such as classes. We base our arguments
on our experiences with the DisCo method, where behavioral abstrac-
tions are composed using the superposition principle, a technique closely
associated with aspect orientation. Moreover, we demonstrate how the
alignment between an abstract, horizontally architected specification (or
model) and its aspect-oriented implementation can be achieved. Map-
pings are discussed that implement symmetric DisCo specifications both
in Hyper/J, which enables symmetric separation of concerns, and in As-
pectJ that uses asymmetric structuring.

1 Introduction

Postobject programming (POP) mechanisms, like those developed in aspect-
oriented programming [I5, [30], provide means to modularize crosscutting
concerns, which are in some sense orthogonal to conventional modularity. The
background of this paper is in the observation that the same objective has been
pursued also at the level of formal specifications of reactive systems, and that the
results of this research are relevant for the theoretical understanding of POP-
related architectures and of the associated specification and design methods.

Unlike conventional software modules, units of modularity that are suited for
a structured description of the intended logical meaning of a system can be un-
derstood as aspects in the sense of aspect-oriented programming. We call such
units horizontal in contrast to conventional vertical units of modularity, such as
classes and processes. While the vertical dimension remains dominant because
of the available implementation techniques, the horizontal dimension can pro-
vide better separation of concerns than the vertical one improving, for example,
traceability of requirements and conceptual understanding of the features of the
system.

A. Rashid and M. Aksit (Eds.): Transactions on AOSD II, LNCS 4242, pp. 1-29] 2006.
© Springer-Verlag Berlin Heidelberg 2006



2 T. Aaltonen et al.

A somewhat similar dualism exists in aspect-oriented specification and pro-
gramming languages [I8]. Asymmetric approches, such as AspectJ [48], separate
between a conventionally structured base implementation and aspects that cut
across the units of the base implementation, such as classes. In contrast, no such
separation exists in symmetric approaches, such as Hyper/J [39], that consider
systems to be composed of aspects, or slices, that potentially cut across each
other.

Unfortunately, horizontal units of modularity in specification do not always
align with conventional implementation techniques that rely on vertical units of
architecture. However, a better alignment can be achieved with aspect-oriented
implementation techniques supporting crosscutting concerns. Based on earlier
work [Il, 26], this paper contributes in summarizing our experiences with the
D1sCo method regarding horizontal architecting and the alignment between
DisCo specifications and their implementations. Moreover, a mapping is dis-
cussed that implements DisCo specifications in Hyper/J and AspectJ achieving
alignment between a symmetric specification and its symmetric and asymmetric
implementations. Provided with the mapping, we believe that the higher-level
methodology could serve well in guiding the design of aspect-oriented programs.

The rest of the paper is structured as follows. First, in Sect.2l the idea of
structuring specifications using horizontal units that capture behavioral rather
than structural abstractions of the system is presented. Next, Sect.[] discusses
aligning the units of modularity at specification and implementation levels. In
Sect.d we introduce the D1sCo method, which utilizes such components as pri-
mary units of modularity. Section[l then goes on to discuss the implementation of
a D1sCo specification using aspect-oriented implementation techniques. As con-
crete vehicles of implementation, we use Hyper/J and AspectJ. Sections[f] and
[ provide an example on preserving DisSCO structures in aspect-oriented im-
plementations. Section[8 discusses related work, and finally, Sect.[d draws some
conclusions.

2 Two Dimensions of Software Architecture

Describing architecture means construction of an abstract model that exhibits
certain kinds of intended properties. In the following we consider operational
models, which formalize executions as state sequences, as illustrated in Fig.[I]
where all variables in the model have unique values in each state s;. In algorith-
mic models, these state sequences are finite, whereas in reactive models they are
nonterminating, in general.

2.1 Vertical Units

The algorithmic meaning of software, as formalized by Dijkstra in terms of pred-
icate transformers [I2], has the desirable property that it can be composed in a
natural manner from the meanings of the components in a conventional archi-
tecture. To see what this means in terms of executions in operational models,
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Fig. 1. Execution as a state sequence

P P, Qv Q
e

Fig. 2. A vertical slice V in an execution

consider state sequences that implement a required predicate transformation.
Independently of the design principles applied, a conventional architecture im-
poses a “vertical” slicing on these sequences, so that each unit is responsible for
certain subsequences of states. This is illustrated in Fig.2l where the satisfac-
tion of the precondition—postcondition pair (P, Q) for the whole sequence relies
on the assumption that a subsequence V', generated by an architectural unit,
satisfies its precondition—postcondition pair (Py, Qv ).

More generally, an architecture that consists of conventional units imposes a
nested structure of such vertical slices on each state sequence. In the generation
of these sequences, the two basic operations on architectural units can be charac-
terized as sequential composition and invocation. The former concatenates state
sequences generated by component units; the latter embeds in longer sequences
some state sequences that are generated by a component unit. In both cases,
the resulting state sequences have subsequences for which the components are
responsible.

In current software engineering approaches, this view has been adopted as
the basis for designing behaviors of object-oriented systems, leading the fo-
cus to interface operations that are to be invoked, and to the associated local
precondition—postcondition pairs. The architectural dimension represented by
this kind of modularity will be called vertical in the following.

2.2 Horizontal Units

In contrast to precondition—postcondition pairs, the meaning of a system can
also be defined by how the values of its variables behave in state sequences.
In order to have modularity that is natural for such a reactive meaning, each
component must generate state sequences, but the associated set of variables is
then a subset of all variables. For each variable, the generation of its values is thus
assigned to some component. An architecture of reactive units therefore imposes
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Fig. 3. A horizontal slice H in an execution

a “horizontal” slicing of state sequences, so that each unit H is responsible for
some subset X of variables in the state sequences generated by the system, as
illustrated in Fig.[3l

The two basic operations on horizontal units can now be characterized as
parallel composition and superposition. In terms of state sequences, the former
merges ones generated by the component units; the latter uses some state se-
quences that are generated by a component unit, embedding them in sequences
that involve a larger set of variables. In both cases, the resulting state se-
quences have projections (on subsets of variables) for which the components are
responsible.

In parallel composition of two units with variables X and Y, the units may
also have a common subcomponent with variables Z C X NY. In this case their
composition has the property that projecting the resulting state sequences on
Z yields state sequences generated by the common subunit. This is, of course,
essential for understanding such a subcomponent as a component within the
resulting horizontal architecture.

Since the variables that are associated with a horizontal unit may contain
variables for which different vertical modules would be responsible, the prop-
erties of a horizontal unit emphasize collaboration between vertical units and
relationships between their internal states. The two dimensions of architecture
are in some sense dual to each other. On the one hand, from the viewpoint
of vertical architecture, the behaviors generated by horizontal units represent
crosscutting concerns. From the horizontal viewpoint, on the other hand, ver-
tical units emerge incrementally when the horizontal units are constructed and
put together.

Superposition is typically used for refining specifications in a stepwise manner.
Even independent refinement steps are then taken in some order, which results
in irrelevant dependencies between the associated horizontal units. If such de-
pendencies are to be avoided, different branches of the specification should be
used whenever possible, i.e., superposing units on a common subcomponent.
Such branches typically address different concerns of the same system that are
composed using parallel composition at a later stage of the specification process.
It should be noted, however, that parallel composition is provided for purposes
of convenience, the same behavior could be specified by using only superposition.
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In that case, different branches of the specification are seen to define a partial
order in which superposition steps should be applied when composing the units
(see discussion in [25]).

2.3 Architecting Horizontal Abstractions

To illustrate the nature of horizontal units, consider a simple modeling example
of an idealized doctors’ office, where ill patients are healed by doctors[] The
natural vertical units in such a model would model patients, doctors, and re-
ceptionists. Horizontal units, on the other hand, would model their cooperation
as specific projections of the total system, and the whole specification could be
built incrementally from these.

The specification process can start with a trivial model of the simple aspect
that people get ill, and ill patients eventually get well. The “illness bits” of the
patients are the only variables that are needed in this horizontal unit. Next, this
unit can be embedded in a larger model where a patient gets well only when
healed by a doctor. This extended model has events where a doctor starts in-
specting a patient, and participation of a doctor is added to the events where
a patient gets well. Finally, a further superposition step can add the aspect
that also receptionists are needed in the model, to organize patients to meet
doctors, and to make sure that they pay their bills. This aspect is truly cross-
cutting in the sense that it affects all the vertical units, i.e., patients, doctors, and
receptionists.

Each unit in this kind of a horizontal architecture is an abstraction of the
meaning of the total system. The first horizontal unit in this example is an
abstraction where all other behavioral properties have been abstracted away
except those that concern the “illness bits” of patients. In terms of temporal
logic of actions (TLA) [35], (the meaning of) the total system always implies
(the meaning of) each horizontal unit in it. As for variables, each component in
the horizontal structure focuses on some variables that will become embedded
in the vertical components in an eventual implementation. This can be related
with the observation of Parnas, Clements, and Weiss in [41], where such embed-
ded “secrets” are considered more important than the interfaces associated with
them in early phases of design.

This gives a formal basis for specifying a reactive system—i.e., for expressing
its intended meaning—incrementally in terms of operational abstractions that
can be formally reasoned about. Since it is unrealistic to formulate any complex
specification in one piece, this is a major advantage for using horizontal architec-
tures in the specification process. A classical example of using horizontal slices
is the separation of correctness and termination detection in a distributed com-
putation, with nodes forming the associated vertical structure [I3]. This is also
the earliest known use of superposition in the literature—its close relationship
with aspect orientation was first reported in [2§].

! This is an outline of a simplified version of an example that was used to illustrate
the ideas of Di1sCo in [31].



6 T. Aaltonen et al.

For comparison, consider how stepwise refinement proceeds with vertical ar-
chitectural units. In terms of executions, each operational abstraction generates
state sequences that lead from an initial state to a final state, so that the required
precondition—postcondition pairs are satisfied. At the highest level of abstrac-
tion, there may be only one state change, and each refinement step replaces some
state changes by state sequences that are generated by more refined architec-
tural units. This leads to a design where the early focus is on interfaces and their
use, whereas the “secrets” inside the vertical components may become available
only toward the end of the design, when the level of implementable interface
operations is achieved.

Due to the above, the abstractions that a vertical architecture provides are
not abstractions of the meaning: the complete meaning is assumed available
already at the highest level as a precondition—postcondition pair, and it remains
the same throughout the design process. Instead, at each level of refinement, a
vertical architecture gives an abstraction of the structure of an implementable
operational model.

3 Aligning Architectural Units in Specification and
Implementation

Identification and specification of vertical architectural units have been the
primus motor for software architecture research (e.g. [34,40]). This has led to the
adoption of the vertical implementation architecture as the spine of software de-
velopment, visible in procedural languages, and object orientation in the form of
importance of interfaces. The preservation of vertical architectural units in spec-
ification and implementation automatically establishes the alignment between
the two.

Recent interest in incremental and iterative approaches has resulted in designs
where extendibility and flexibility are emphasized, requiring also the option to
introduce increments in a horizontal fashion in terms of features, for instance.
Building on top of conventional architecture-based practices, software bus archi-
tecture, for example, provides enough flexibility for adding features incremen-
tally [38]. However, in that context, the management of different configurations
remains a task of the designer, for which no support is provided at the imple-
mentation level, apart from methodological one. This methodological support
should then be offered by a specification method that guides the designer to
focus on features in a stepwise fashion. In a way, the intention is to guide the
designer to define coexisting vertical and horizontal architectures in the same
component architecture [23].

In contrast to architecture-based approaches, aspect-oriented implementation
techniques enable new approaches. In an asymmetric aspect language, for in-
stance, new functions can be added to object-oriented implementations via the
process of weaving additional operations to existing code. In symmetric lan-
guages this corresponds to composition of different “slices”. In both cases the
augmentation can be based on method call signatures, for instance, which allows
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the introduction of tangled functions in a centralized fashion. However, several
implementation methods have been proposed, and there is no universally ac-
cepted way to specify software for an aspect-oriented implementation. In fact, in
some cases it seems that aspects are a sophisticated way of solving certain types
of problems in an ad hoc fashion. To a certain extent, this can be blamed on our
inability to create the types of architectures needed by aspect orientation at an
abstract level.

By nature, aspects form horizontal structures, which have not been addressed
until recently. Next, some of the related approaches are briefly introduced.

One of the most prominent aspect-oriented design approaches is Theme [5 8],
based on subject-oriented design [9] combined with support for requirements
capturing, and management. On the one hand, Theme facilitates finding and
managing the design subjects (concerns) of the system. On the other hand,
composition patterns define rules for composing (possibly overlapping) design
subjects. Also, a mapping to AspectJ and Hyper/J has been investigated [10].
Compared to Theme, we take a more formal approach and promote horizontal
architectures as a general-purpose tool for architecting at the specification level.
In practice, this enables us to conduct formal proofs and to reason about the
relations between different “design subjects”.

Problem frames [20] are another representative of horizontal architectures.
There, the objective is to decompose problems into smaller subproblems using
the horizontal dimension of architecting, whereas we start with an abstract so-
lution and add more details to it during the design.

At design level, horizontal architectures are visible in design fragments [7],
which aim at separating individual design decisions at architectural level. This
enables revisiting old decisions in favor of newer ones, at least in principle, as
advocated in [6]. Approaches where such fragments are used have been based on
architectural description languages and informal representation. In our approach,
each design fragment would correspond to a horizontal unit (or a set of them),
depending on the complexity of the fragment.

Next, we will introduce the DISCo method, which codifies our approach to
horizontal architecting. Toward the end of the paper, we then show how horizon-
tal architectures composed at specification level can be aligned with an aspect-
oriented implementation.

4 The DisCo Method

The above views have been stimulated by the long-term experiences gained with
the D1SCo methodd [22, 49]. D1sCo is a formal specification method for reac-
tive system, whose semantics are in TLA [35]. TLA is a linear-time temporal
logic where the expressive power of full temporal logic has been reduced to en-
hance the refinement of specifications. A system meeting its specification and
a specification being an implementation of another can be expressed by logical

2 D1sCo is an acronym for Distributed Co-operation.
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implication. In the following, we will concentrate on the structural aspects of the
DisCo language.

4.1 Horizontal Architectures in DisCo

In D1sCo, the horizontal dimension, as discussed above, is used as the primary
dimension for modularity. The internal structure of horizontal units consists
of partial classes that reflect the vertical dimension. For instance, each of the
attributes of a class can be introduced in different horizontal units.

Behavioral modeling is Di1SC0’s bread and butter. The design usually ad-
vances so that first the high-level behaviors are included in the model. Based on
this abstract behavioral model it is then possible to include more details, even to
the level where direct mapping to available implementation techniques becomes
an option [33].

In more detail, horizontal components correspond to superposition steps re-
ferred to as layersE‘ Layers represent behavioral, rather than structural aspects
of the system. Thus, they serve in capturing concepts of the problem domain
that would otherwise be scattered throughout the vertical architecture. For-
mally, each layer is a mapping from a more abstract vertical architecture to a
more detailed one. As the design decisions are encapsulated inside the layers,
they become first-class design elements.

Ideally, each layer contains only those details that pertain to a particular
behavioral concept. Thus, better alignment between the requirements and design
can be achieved. In the cases where a layered structure is aligned with an aspect-
oriented implementation, this results in improved traceability concerning the
entire design flow.

Figure[d illustrates the specification architecture in the simple case of the ex-
ample outlined above. The ellipses are specifications that correspond to vertical
architectures and squares depict layers applied to them. The horizontal archi-
tecture consists of three layers. Each layer refines a vertical architecture to a
more detailed one by adding a new piece of “meaning” to the system. If different
superposition steps are applied to the same vertical architecture, this results in
different branches of the same specification. These branches can be composed
later in parallel, if needed.

Different concerns can be partially treated in common layers. A situation of
this kind arises when a common design decision is made to cater for two different
features, for instance. This means that, generally, concerns are treated in one or
more layers. Moreover, there can be overlap between the sets of layers treating
different concerns, which correspond to different branches having a common root
specification. Thus, capturing also nonorthogonal concerns is supported.

4.2 DisCo Primitives

D1sCo specifications are built up using layers that consist of classes and joint
actions operating on instance variables. Formally, classes are considered as sets

3 Terms layer and superposition step are used interchangeably in the following.
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Patients get ill and
get well

No healing without
seeing a doctor

Fig. 4. Horizontal architecture consisting of layers

and objects are their elements. Unlike traditional object-oriented methodolo-
gies, DISCO omits member functions of objects. Instead, the states of objects
are changed by executing multiobject joint actions, which are atomic units of
execution. Actions consist of

— a name,

— roles, in which objects can participate,

— guard, which must evaluate to true for the participating object combination
for the action to be executed, and

— a body that may refer only to the participating objects.

Actions model what several objects do together hiding the details of communi-
cation. An action is said to be enabled if such a combination of objects exists
that the action can be executed.

A simple D1sCo layer 1 shown below consists of class CE which has attribute
i of type integer and assertion pos stating that each object of class C has a
positive value in its attribute i. Assertions must be verified to make sure that
they are not violated. The specification includes a joint action swap, whose roles
are c1 and c2. Expression cl.i >= ¢2.7 is the action guard, and the action body

4 We use capital letters when referring to class names and lower-case letters when
referring to objects of those classes or speficications of the same name.



10 T. Aaltonen et al.

swaps the values of the participants. The double bar in the body means parallel
assignment:
layer 1 is
class C is
i: integer;
end;

assert pos is V c: C :: c.i > 0;

action swap(cl, c2: C) is
when cl.i > c2.i do
cl.i:= c2.1i || c2.i = cl.i;
end;
end;

4.3 Decomposition and Composition

Each layer is allowed to add new data and functionality to an existing specifi-
cation. Formally, layer 1 in the prior example augments an empty specification
denoted as e. The augmentations in DISCO are restricted in such a way that the
safety properties of the specification being extended cannot be violated. Infor-
mally, safety properties can be phrased as “nothing bad ever happens”. More
formally, safety properties are such properties whose violation can be detected
from a finite prefix of the system’s behavior expressed as an infinite sequence of
statesﬁ

The purpose of the restrictions is to guarantee that each layer is, in fact, a
strict horizontal component in the resulting system. In particular, a variable
is allowed to be assigned to only in the layer introducing it. By this we avoid
the problems that would be caused by contradictory assignments to the same
variables in different layers. When the specifier introduces a variable, this forces
him to think about how and when it can be updated, which promotes concern-
oriented thinking. Although this may seem to be too restrictive for the designer,
this has proved not to be the case in practice, since assignments can also be
introduced in a nondeterministic form that can be refined later.

The layer below extends the specification produced by the earlier layer 1. It
introduces a new class D similar to class 1.C and refines action swap, which is
renamed as sum. The body of the action is augmented with a new assignment

layer aug is
import 1;
class D is
i: integer;
end;

refined sum(cl, c2: C; d: D) of swap(cl, c2) is
when ... do

5 Possibilities to relax this restriction without compromising the main advantages of
the approach have been investigated in [32].

5 The ellipses in the guard and the body are part of DisCo syntax standing for the
original guard and body.
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d.i:= cl.i + c2.1;
end;
end;

Composition of different specification branches takes place as follows. If com-
ponent specifications have a common ancestor in their refinement history, the
common parts of the components appear only once. Classes and actions that
have a common ancestor are merged. If new subclasses are introduced in the
component specifications, merging becomes more complicated, but can still be
automatic [32].

The use of atomic actions liberates us from defining the order of executions,
thus contributing to the clarity of the composition and superposition. However,
this also hardens the alignment of specifications with their implementations when
using conventional implementation techniques.

5 From DisCo Specification to Aspect-Oriented
Implementation

In this section, we outline the process of mapping DISCo specifications to aspect-
oriented implementations. In addition to the generic process, we also introduce
some specific practicalities using Hyper/J and AspectJ.

5.1 Generic Approach

D1sCo allows specification of reactive behavior at a level of abstraction consider-
ably higher than in programming languages. Thus, whether the implementation
is aspect oriented or not, it involves many design decisions. These design de-
cisions are in many cases domain and platform dependent, which makes their
codification very hard. The generic parts of the mapping are described in the
following.

Computation of a system modeled by a DiSCo specification consists of exe-
cuting actions, each of which is preceded by two phases: Selecting an action to
be executed next and binding the participants to the roles. In a DisSCO spec-
ification, these choices are nondeterministic. However, when implementing the
specification the responsibility to initiate an action execution must be assigned
to some of the parties. These parties are called active units. A design decision of
selecting the objects that act as active units must be made at the latest when
the system is implemented disregarding the selected implementation technique.
In reality, this piece of information is often obvious to the specifier.

Due to the nondeterministic nature of the execution semantics, the imple-
mentation involves a scheduler that controls the execution of methods. However,
some of the actions interact with the environment of the system, for instance
the user. Their initiation should obviously remain nondeterministic. Hence, parti-
tioning between the internal and environment actions is necessary. An interested
reader is referred to [32] [33] for more details on the partitioning.
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The above design choices do not alter the structure, however. As already dis-
cussed, structurally DiSCo specifications consist of branches tackling different
concerns of the stakeholders, resulting in a symmetric structure in the sense
that all the branches introduce similar entities, and no dominant decomposition
is required before defining other parts of the system. To preserve the struc-
tural alignment, the layer hierarchy should be reflected in the implementation
as closely as possible.

The main phases of implementing Di1sSCO specifications are listed below:

1. Assigning the active units. This phase also involves determining the envi-
ronment actions, which reflect the effect of the environment of the system.
In many cases, the active units are participating in such actions.

2. Making the implementation deterministic. Since layers can still include some
nondeterministic behavior that does not involve the active units, such parts
need to be made deterministic. This means designing local schedulers for the
corresponding actions.

3. Creating the implementation level modules that correspond to the layer hi-
erarchy and defining the join points. This is somewhat different depending
on whether the implementation technique provides asymmetric or symmetric
facilities.

Next, we consider the practical issues when using symmetric and asymmetric
implementation languages. For this purpose, Hyper/J and AspectJ are used as
examples.

5.2 Symmetric Implementation with Hyper/J

The symmetric approach taken by DisSCo resembles Hyperspaces introduced
in [39 50], and in fact the D1sSCo method can be seen as a realization of Hy-
perspaces at a specification level, if we consider hyperslices to be formed from
superposition steps.

When taking the symmetry of concerns as the starting point for implement-
ing a D1sCo specification, one is tempted to use Hyper/J [39], a realization of
Hyperspaces in Java, as a concrete vehicle for implementations, as both DisCo
and Hyper/J rely on treating concerns in a symmetric fashion. In addition to
the issues discussed above, one must consider how the actions are executed once
they are composed. In the DisSCo model, this is handled by defining the execu-
tion of an action as atomic, which is not always true in an implementation-level
description. While default treatment in Hyper/J can be satisfactory for a ma-
jority of cases, an option to define the order manually must still be offered to
programmers.

When using Hyper/J, the layer hierarchy can be mapped almost directly to
the implementation. Since the composition rules in DiSCoO are defined inside
layers, and in Hyper/J in separate hypermodules, additional hypermodules are
obviously needed. In Hyper/J, the active units do not impose any constraints
on the modularity of the implementation. However, they are needed to define



On Horizontal Specification Architectures 13

the control flow. If the active units are not assigned as discussed above, one
could compose a declarative system, where all the functions are present, but the
control is missing.

5.3 Asymmetric Implementation with AspectJ

When an asymmetric implementation mechanism like AspectJ [48], for instance,
is used for implementing a Di1SCO specification, the structure of the implemen-
tation requires more thorough analysis, although the above issues of initiating
executions and the order of operations still remain relevant. The reason for more
thorough consideration is that such an implementation is composed by taking
an object-oriented implementation as a starting point, and then adding aspects
for features whose introduction as aspects is adequate. Obviously, the starting
point for composing such an implementation must then be the selection of the
right branch of the specification as the baseline object-oriented implementation.
In our experiments, we have observed that the branch that defines the active
units is often a good candidate for this. Then, all other layers are weaved to
this branch using aspects, resulting in the same hierarchy as in the original
specification. However, their implementation techniques vary; the concern that
introduces active units forms the dominant decomposition of [46], into which
additional functionality—even more abstract one—is woven using aspects. Orig-
inally, we proposed an approach where intermediate levels of layers were elim-
inated, if they were no longer relevant from the implementation perspective
[1], but currently we feel that also such “intermediate” layers play an impor-
tant role in documenting how aspects can be weaved to other branches of the
specification.

Another difference in the structure of the specification and its implementation
is that the design of a specification often begins with abstract concepts, whereas
when aiming at an implementation, one is tempted to create something that
bears implementation-level significance as such early in the development. This
leads us to judge that, while an alignment exists, the incremental methodology
used for deriving the specification cannot be easily applied at implementation
level. We believe that the value of the described approach lies in being able
to address separation of concerns at the specification and design level, and in
being able to coordinate where additional functionality may be inserted. This is
distinct from lower-level development aspects (tracing, logging, profiling, etc.)
that can be dealt with using language facilities at the programming language
level.

In more detail, the heuristics we have sketched for implementing D1SCO spec-
ifications in AspectJ are as follows. For simplicity, we assume that the specifi-
cation is created only with superposition, i.e. without parallel composition, and
the implementation only includes code derived from the specification. Moreover,
one of the leaf layers of the layer hierarchy must be identified as the one that
includes the active units. This will be referred to as the active layer.
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The active units are implemented in standard Java and the rest of the layers as
aspects in AspectJ. Joint actions described by the active layer are implemented
as Java methods in an object-oriented implementation.

The joint actions given in nonleaf layers of the layer hierarchy are refined by
superposition when the specification is created. These actions are transformed
to aspects, whose join points are tied to the methods in the implementation of
the active units. If, for example, action A from a nonleaf layer has been refined
to A’ in an active unit, then the aspect implementation of A is to be triggered
by a method execution in the implementation of A’.

The nonactive leaf layers are implemented as aspects so that their join points
are tied to the aspect implementations of the nonleaf layers. Referring to the
above example: If A has been refined to .A” in a nonactive leaf layer, then the join
point of the implementation of A" is tied to the execution of the implementation
of A. After this construction, the execution of A’ triggers the execution of A,
which, in turn, triggers the execution of A”. This scheme will be illustrated in
the sequel by an example.

6 DisCo Specification of a Mobile Switch

The purpose of the following example is to show the types of abstractions that
the DisCo approach encourages, together with the types of increments that
lead to the final specification. A Hyper/J and an AspectJ implementation of
the given specification will be introduced in the next section, together with a
discussion on the alignment of the structures of the specification and its imple-
mentations.

6.1 Overview

The roots of this example are in research in an industrial setting focusing on
specification architectures for a mobile telephone switch [I9]. The basic task of
such a system is to route “calls” from callers to callees. In addition, a more
complicated call model-—call forwarding—is included in the behavior. In call
forwarding, a call is first routed to some callee, but for some reason (maybe
she did not answer the phone) it is routed further to some other callee. The
switch comprises also a unit carrying out charging. The unit observes the be-
havior of the routing and stores information on which the charging can be
based.

This section introduces a specification of the switch. The discussion is struc-
tured in accordance with the horizontal specification architecture depicted in
Fig.Bl The starting point of every DisCo specification is an empty specification
€, depicted on the top of the figure. Applying superposition step legs results
in a specification with the same name. The same applies to steps charging
and routing. Specification simpleSwitch at the bottom is a composition of
specification branches charging and routing.
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6.2 Legs Aspect

Concept leg is selected as a fundamental behavioral abstraction of the switch.
Informally, a leg is a relation between two mobile terminals modeling that the
terminals are connected to each other. In the simplest case, the relation holds
between a caller and a callee, whereas more advanced call models like call for-
warding allow several legs between terminals. Figure[f] depicts a case where ter-
minal A has called B (AB-leg), but the call has been forwarded to terminal
C (BC-1leg).

Superposition step legs describes the behavior of the switch in terms of
classes Terminal and Leg. The former has no attributes at this level of ab-
straction. The latter consists of two attributes a and b that model the two
connected parties:

class Terminal is end;
class Leg is

a, b: reference Terminal;
end;

Specification legs is the common high-level specification for future spec-
ification branches. The specification comprises joint actions connect and
disconnect, given in superposition step legs, that coordinate the creation
and deletion of legs between terminals, respectively. Action connect synchro-
nizes two terminals (terminal a initiating the call and b modeling the terminal
the call is being routed to) and a newly created leg 1. Action disconnect
simply deletes the participating leg object:

action connect(a, b: Terminal; 1l: new Leg) is
when true do
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Fig. 6. Example: A has called B but the call has been forwarded to C

l.a:=a || 1.b := b;
end;

action disconnect(l: Leg) is
when true do

delete 1;
end;

At this level of abstraction the behavior of the system is nondeterministic due
to the guards of actions being identically true.

6.3 Routing Aspect

Superposition step routing defines how the actual connection between termi-
nals is achieved in the switch. In the step, the abstraction Leg is implemented
by processes In and Out controlling the connection to incoming and outgoing
directions, respectively. When routing, processes are started one after another,
and they form a linked list. Figure[dl depicts the result of superimposing the
processes on the specification in Fig.[f] and indicates how processes inl and
outl implement AB-leg, and in2 and out2 implement BC-leg.

Superposition step routing defines an abstract base class Process from
which actual processes are derived:

abstract class Process is
b: reference Terminal;
next, prev: reference Process;
implementedLeg: reference Leg;
end;

class In is new Process by
a: reference Terminal;

end;

class Out is new Process;
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Fig. 7. Refined version of A calling B, who forwards the call to C

Routing a call is modeled with actions startIn, inStartOut, and out-
StartForwarding. Of these, inStartOut is derived from legs.connect,
and therefore it is combined with refinements of legs.connect from other
branches of specification. The other two actions perform their obvious tasks,
and can only affect variables introduced in the above classes. Therefore, we will
only focus on action inStartOut. The enabling condition of the action consists
of the corresponding parts of the ancestor action plus two conjuncts, which bind
the participant in role a and ensure that i is not yet linked. The modifications
the action introduces to the state of the objects are the same as statements
of legs.connect augmented with assignments to newly introduced variables.
This is expressed as follows:

refined inStartOut(a: Terminal; i: In; o:new Out; 1l: new Leg)
of connect(a, i.b, 1) is

when ... a = i.a A i.next = null do
o.b := i.b || i.next := o ||
o.implementedLeg := 1;

end;

In addition to the above actions, superposition step routing contains five
joint actions (omitted here) to model tearing down a call.

6.4 Charging Aspect

Charging is based on 1egs. When a leg is created charging is started, and when
a leg is terminated, charging is stopped. Superposition step charging does
not specify any actual charging policy, but only shows how it could be added to
the specification.

Singleton class Charging is given to model the unit controlling the billing:

class Charging(l) is end;
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Actions startCharging and stopCharging are derived from actions
connect and disconnect given in superposition step legs, respectively. The
only thing the refinements do is the addition of a Charging object to synchro-
nize in the actions. For instance, action startCharging is given as follows:

refined startCharging(a, b: Terminal; 1: Leg; c: Charging)
of connect(a, b, 1) is

when true do
end;

An actual charging policy could be specified for instance by reserving a record
for each created leg. The record could be used for storing timestamps indicating
the execution moments of the above actions.

6.5 Composition of the Branches Charging and Routing

Specification simpleSwitch (the white ellipse in the bottom of Fig.[) com-
poses two branches by importing specifications charging and routing. The
composite specification is formed by merging extensions to the classes and merg-
ing actions that have a common ancestor in their refinement history. For example,
actions routing.inStartOut and charging.startCharging have both
refined action legs.connect; therefore, they must be merged. The signature
of the created composite action startO&C contains roles of all component ac-
tions. The new enabling condition is the conjunction of enabling conditions of
all component actions. Similarly, statements of the action are based on the as-
signments of the actions being composed. Thus, the unfolded composite action
startO&C of the example would be given as follows:

action startO&C(a: Terminal; i: In; o: nmew Out; 1l: new Leg; c: Charging) is
when true A
a = i.a A i.next = null A
true do
l.a:=a |l 1.b := b ||
o.b := i.b || i.next := o ||
o.implementedLeg = 1;
end;

7 Preserving Alignment in Implementation

In this section, we address implementation of the switch using Hyper/J and
AspectJ languages as outlined in Sect.[}l Toward the end of the section, we will
also discuss implementations at a general level.

7.1 Hyper/J Implementation

As discussed in Sect.[l, a Hyper/J implementation can be composed using the
same underlying structure as the specification. The contents of layers charging,
legs, and routing would then give rise to classes corresponding to those given
in the specification in a straightforward fashion (Fig.[§)). For example, the class
structure of the routing implementation corresponds to the class structure given
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Fig. 8. Implementing superposition steps legs, charging, and routing with
Hyper/J

in the specification. Hence, specification-derived classes Terminal, Process,
InProcess, and OutProcess are introduced.

In the telecommunications domain it is obvious that actions connect and
disconnect are initiated by the environment. When a call is initiated, a new
InProcess is started that manages signaling toward the caller. When routing
reaches terminal B, a new OutProcess is born, which implies an execution of
the joint action connect. If terminal B has set up call forwarding to a terminal
C, a new leg should be created as if terminal B had initiated a new call,
and the resulting InProcess is linked with the proceeding OutProcess (see
Fig.[D).

Then, a hypermodule is needed that equates the operations that are com-
mon in the different branches of the specification (Fig.[d). If necessary, it is
also possible to create a declarative combination of charging and legs.
For executions, however, branch routing that introduces the actual control
is a necessity. Moreover, it would be possible to implement charging-specific
functions, provided that the specification would be more detailed in this
respect.

In more detail, the given hypermodule should equate operations that have
been derived from the same ancestor action. Unfortunately, as object instanti-
ation, parameters, and other implementation details play a crucial role, some
parts of the specification do not lend themselves for Hyper/J implementation
due to the current tool implementations for practical reasons.

When considering the alignment between the specification and its implemen-
tation, the final composite DISCO specification, simpleSwitch, can be seen
as a counterpart of the hypermodule used in Hyper/J implementation that
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integrates all the concerns given in different branches using the rules defined
by Di1sCo for combinations as the guideline for equations.

7.2 AspectJ Implementation

Similar to the above, layer routing was selected as the active layer in AspectJ
implementation. The objects introduced in the layer initiate the executions of
the actions. Routing layer was mapped to Java objects and the other layers to
AspectJ aspects as depicted in Fig.[T0

The class structure for routing is similar to the one discussed above. Next,
we will address other branches of the specification. Aspect implementation of
the charging concern is straightforward. Only two advices are needed for
starting and stopping charging for a leg. Points where the advices are to be
woven into can now be traced from the object implementation to the speci-
fication. Actions connect and disconnect of the superposition step legs
are implemented with aspect Leg, whose pointcuts refer to methods in routing
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classes. Referring to them is justified by the fact that, in our switch, objects
of these classes are the only ones that trigger action executions. Leg aspect
works as an interface contract for the methods triggering the action execu-
tions and aspects interested in them. This enables creation of charging with-
out knowledge of how the legs are implemented in routing classes. Instead of
making join points in the Charging aspect dependent on the implementa-
tion of routing object structure, they can now be stated in terms of the Leg
aspect.

In more detail, methods connect (..) and disconnect (. .) in Leg, called
by the corresponding advices, are adviced in the Charging aspect for starting
and stopping charging, respectively. These methods contain no functionality, but
they are still invoked as indicated by the high-level design. As a result, all aspects
that advice them become independent of changes to the set of join points that
make up the pointcuts in Leg. This is visualized in Fig.[ITl

It should be noted that the selected approach ignores specification
simpleSwitch when implementing the specification. While a better alignment
is gained by mapping the individual layers to the implementation, the composite
specification serves in specifying the joint behavior of the total implementation
consisting of conventional object code as well as aspects. In this role, it can be
used for validation and verification purposes.

7.3 Discussion

The selected mapping approach maintains the independence of different speci-
fication branches in implementation in both symmetric and asymmetric cases.
Symmetric approach based on Hyper/J relies on a hypermodule that defines the
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relation between the different branches of the specification in a symmetric fash-
ion. In contrast, asymmetric aspect-based implementations can be linked with
object structures of which they need no detailed knowledge.

From the technical point of view, the fundamental task of a mobile switch
is routing. Other tasks—Ilike charging—are triggered by the routing module.
Therefore, routing gives the actual control flow for the whole system disregarding
whether its selection as the dominant decomposition is implicit or explicit. In
Hyper/J, when the branch that defines the control flow of the system is not
included, the role of the hypermodule becomes declarative, and in AspectJ, join
points serve a more declarative than definitive purpose in our approach in any
case.

When comparing this implementation to a straightforward one, where a base-
line implementation (branch routing) would be given first and then extended
with aspects needed for charging, the main difference lies in abstraction leg.
In the Hyper/J implementation, this abstraction can be used to provide a high-
level view to the system, as well as as a basis for attaching new features to it with
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new hypermodules. In contrast, in the AspectJ implementation, leg abstraction
provides a join point for hooking into abstract behaviors, whose concrete re-
alizations are only known by legs. Therefore, the value of the abstraction as a
specification-level join point collection is evident: Maintainability is improved, as
multiple pointcut declarations do not need to be updated to reflect such changes.

In general, the use of such abstractions that do not have a straightforward
counterpart in a conventional implementation has emerged as a pattern of reduc-
ing complexity in the DiSCO approach. In an aspect-oriented implementation,
this appears as equation of multiple operations, potentially including declara-
tive rather than executable definitions (Hyper/J) and as aspects woven to other
aspects (AspectJ), i.e., one aspect represents the abstraction and other aspects
add more features to it.

8 Related Work

Recent years have witnessed emergence of a number of new approaches to aspect-
oriented capturing of requirements, design, and architecting. These approaches,
some of which have already been discussed above, are too numerous to be ad-
dressed here. However, a relation between our work and the most important and
closely matching ones will be drawn below. An interested reader is also referred
to recently published extensive surveys in [4] [TT].

For distributed systems, a different kind of architectural duality results from
the idea of communication-closed layers [14]. By weakening sequential compo-
sition to layer composition (e), in which temporal precedence of the included
actions is weakened into logical precedence, the situation is achieved that paral-
lel composition (]|) of the form

(SO [ ] Sl) || (T[) [ ] Tl)
can also be viewed as layer composition of simpler parallel structures S; || T3,
(So || To) & (St || T1).

For a design method this duality means that a distributed system can be spec-
ified and designed in terms of the sequentially layered view with layers S; || T3,
although the implementation structure will follow the parallel view with more
complex processes [21]. Although specification modules (the layered view) then
cut across implementation processes (the parallel view), they do not exhibit
horizontal modularity in the sense discussed above. As for design methodology,
communication-closed layers are, in fact, specified similarly to vertical modules,
using pre- and postconditions (of the total system). In other words, the semantics
of communication-closed layers are expressed in terms of algorithmic, not reac-
tive meanings, with the objective of using traditional formally based methods
also in the presence of concurrency.

Katz et al. [27] 28] [44] have observed the close connection between superposi-
tion and crosscutting modularity. In [45] the authors use AspectJ for implement-
ing superposition-based specifications. A framework for combining superposition
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steps using two operations is proposed. Firstly, superposition steps can be com-
bined sequentially, like in our approach. Secondly, superposition steps can be
merged, which roughly corresponds to parallel composition of the different
branches of specification architecture in D1SC0. The biggest difference is that our
approach suggests a modeling language at a more abstract level, supported by
tools [2]. Furthermore, we also utilize a more restricted version of superposition
to guarantee the preservation of safety properties by construction, thus relying
less on the designer’s ability to conduct formal proofs.

Other specification methods supporting aspect orientation, such as Theme
[5, [§], are usually defined as extensions to UML [43]. In many respects, how-
ever, issues of horizontal architecture have been neglected at the specification
level. This is also true for QCCS (quality controlled component-based software
development) [47] where the focus is on nonfunctional properties, especially on
quality of service. Similar to Di1sSCo, the basic problem is how to implement
crosscutting designs, in this case including reusable components and contracts.

Another solution based on UML, suggested by Kandé [24], provides a concern-
oriented view of software architecture supporting encapsulation of concerns. For
this purpose, the approach defines a framework called perspectival concern-
spaces, which can be seen as an instantiation of the Hyperspace model in UML
with emphasis on architecture. Manual translation to AspectJ is supported as
well as mapping to an architectural description language.

One could also see similarities between the Rational Unified Process (RUP)
[52] and our approach. On the one hand, both are incremental and architecture
centric. In addition, the D1SCo layers could be seen to correspond to use cases
promoted by RUP. On the other hand, in RUP, the use cases and the architecture
are described by different artifacts, whereas in DISCo the vertical architecture
emerges incrementally in refinement.

Model-driven architecture (MDA) [I6, 6I] by Object Management Group
(OMG) also includes elements similar to the DISCo approach. In MDA, how-
ever, only three predefined levels are used, including computation-independent,
platform-independent, and platform-specific models. Furthermore, like in our ap-
proach, higher levels of abstraction can be considered as contracts or design
restrictions for lower-level implementations. By allowing the individual levels of
abstraction of MDA to consist of several DiSCO layers, one can create a de-
velopment approach that fits in the guidelines of MDA without compromising
rigorousness [42]. Similar results can also be achieved using tool support for
managing specialization of design patterns [37].

9 Conclusions

The background of this work is in earlier research related to the formal method
DisCo, which has led us to consider the different dimensions of software ar-
chitecting. This research, initiated by the ability to express design patterns as
syntactic and semantic units of systems exceeding the limits of individual ob-
jects [36], has resulted in encouraging results on how to structure a specification
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in a fashion where the specifier would be able to tackle one concern at a time.
Such an approach, based on a solid theory [32], reflects the architecture of dif-
ferent concerns rather than the conventional module structure. So far, it has
already allowed us to ease software evolution [3], use predefined design steps for
reusing architectural design decisions [29], and provided an option to animate
even partial system specification early in the development [2]. Some ideas have
also been embedded in pattern-oriented tool support for UML specifications,
where patterns form the horizontal architecture [I7].

In this paper, based on our earlier work, we have discussed vertical and hor-
izontal architectures and their use for constructing reactive systems. These di-
mensions are in some sense dual, and they are incompatible with each other
in the sense that it does not seem useful to combine them in a single system of
modules. Therefore, the horizontal dimension, which is currently visible in design
patterns and aspect-oriented programming, for instance, remains as a crosscut-
ting dimension with respect to the conventional vertical units of implementation.

However, the two dimensions can be related in different ways. As discussed,
the D1sCo approach uses the horizontal dimension as the primary dimension,
and provides an incremental specification method for composing specifications.
Vertical implementation architecture is anticipated in terms of a high-level view
of objects and their cooperation. In contrast, most aspect-oriented approaches, in
particular those influenced by AspectJ, have taken a more pragmatic and asym-
metric approach. There, the primary architectural dimension is based on conven-
tional vertical modularity, and crosscutting aspects are added to it by an auxiliary
mechanism for horizontal modularity. Still, as demonstrated in the example in
this paper, even when using an implementation mechanism that allows symmetric
representation of concerns, like Hyper/J, the special role of a subsystem provid-
ing control flow is evident at the level of programming, because otherwise only
declarative contribution can be given. For more abstract representation, other
mechanisms that offer improved modeling facilities are therefore needed.

Since horizontal structures provide abstractions of the total system, their
explicit use seems natural in a structured approach to specification and in incre-
mental design of systems. At the programming language level it is, however, diffi-
cult to develop general-purpose support for horizontal architectures. This means
that a well-designed horizontal structure may be lost in an implementation, or
entangled in a vertical architecture. To avoid this, we have discussed a mapping
that implements D1sCo specifications in Hyper/J and AspectJ achieving align-
ment between a symmetric specification and its aspect-oriented implementation
using both symmetric and asymmetric techniques.

Considering future work, a more rigorous mapping would enable automation,
needed in practical applications, but this has not been carried out yet. As dis-
cussed above, the mapping includes nonobvious design choices that are domain
and platform dependent. However, it seems quite obvious that we could provide,
at least in some limited domain, basic tool support for the mapping similar to
UML tools generating header files and stubs for the methods. For each such do-
main, we would need to address additional constraints. Moreover, considerations
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on the importance of declarative properties in pragmatic implementation work
should be tested in practice.
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Abstract. This paper describes and evaluates a framework that allows adaptive
behaviour to be applied to systems by using a combination of dynamic Aspect-
Oriented Programming (AOP), parameterisation and policies. Our approach al-
lows the operator to create policies to define adaptive behaviour based on
Event-Condition-Action rules. The combination of dynamic AOP with parame-
terisation aids reuse and allows aspects to be generated to suit the current
system conditions; these aspects can then be woven at run time to adapt the ap-
plication behaviour. This approach is evaluated in two ways; firstly perform-
ance measurements are presented to show that such behaviour does not add a
substantial overhead to the target system. Secondly, Aspect-Oriented software
metrics are applied to the adaptations applied to illustrate their reusability and
flexibility.

Keywords: dynamic AOP, frames, dynamic adaptation, auto-adaptive, parame-
terisation, policies, aspect interaction.

1 Introduction

Many modern applications are required to operate in environments that are suscepti-
ble to change. There are numerous properties that could vary during an application’s
run time, from the available hardware resources to the user requirements. For a sys-
tem to continue operating optimally, it is vital that the system adapts to suit the cur-
rent conditions. Aspect-Oriented Programming (AOP) [1] is now a common and rec-
ognised approach to implementing system adaptability.

A traditional approach to system adaptation is to stop the target system, apply the
changes, and then restart the target system [2]. Critically, any stopping of the system
is undesirable for domains that require high levels of availability. More recently,
focus has shifted to dynamically adaptable systems. These types of systems [3—7] do
not require the target system to be taken off-line for adaptations to be made, thus
maintaining high levels of availability.

These dynamically adaptable systems can be split into two categories. The first
category of such systems rely on human system operators to decide when and what
adaptations should take place; we shall call these manually-adaptive systems.

A. Rashid and M. Aksit (Eds.): Transactions on AOSD II, LNCS 4242, pp. 30 -63] 2006.
© Springer-Verlag Berlin Heidelberg 2006
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The second category of dynamically adaptable systems are able to apply adapta-
tions automatically, typically by monitoring the target system and selecting the most
appropriate adaptation when it is required. This category is what we shall call auto-
adaptive systems. There are a variety of systems that achieve this in different ways
[3-5,7].

Several benefits can be gained from implementing an auto-adaptive system:

— the system is able to react much quicker to changes in the environment;

— the chances of errors being introduced to the system are lowered due to reduced
human contact with the system;

— improved levels of availability.

The majority of previous research has focused on the use of component-based devel-
opment to implement adaptive systems [8]. The loosely coupled nature of components
eases their dynamic replacement and makes them a suitable choice for adaptive sys-
tems. However, one fundamental problem with component-based programming is that
crosscutting concerns cannot be easily encapsulated; this reduces maintainability and
causes large disruption when a concern spread over a number of components requires
adapting.

We propose that dynamic AOP (dAOP) [9] is an ideal technique to prevent these
problems and provides suitable mechanisms for developing adaptive systems. dAOP
has previously been used to adapt system behaviour at run time [3, 4, 7]; we aim to
exploit this technique further. Our motivation is to improve the reusability and flexi-
bility of the adaptations and apply them automatically without incurring a substantial
overhead to the target system. Improving the reusability will have a variety of benefits
associated with the development of adaptations, such as reducing the implementation
effort. Additionally, by increasing the flexibility of the adaptations it is possible to
customise them to the state of the target system at the time they are applied. This
allows the target system to be adapted in a more suitable and precise manner. We
hypothesize that by combining policies [5, 10], parameterisation techniques [11] and
reflection [12] with dAOP we can achieve these aims.

Our goals in this work are to develop a flexible framework capable of adding
auto-adaptive behaviour retrospectively to existing systems. More specifically this
framework should:

— require no change to the underlying target system;

— be able to extend/modify adaptations;

— create flexible and reusable adaptations;

— ensure correctness and compatibility between the aspects and the system;
— not add a substantial overhead to the target systems performance.

The evaluation presented will show that these aims have been met without incurring
a substantial overhead. Performance measurements are presented to illustrate the
overhead from performing a variety of operations to implement this auto-adaptive
behaviour. To illustrate that the adaptations implemented are both reusable and flexi-
ble, AO software metrics are applied to measure these properties.

The remaining structure of this paper is as follows. Section 2 gives an introduction
to auto-adaptive systems and the background of the main technologies being used in
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this work: policies, Framed Aspects, dAOP and reflection. Section 3 then details the
implementation used and Sect. 4 evaluates this work by giving a series of perform-
ance measurements and evaluates the reusability/flexibility of the adaptations used.
Our implementation is compared to a number of related systems in Sect. 5. Section 6
then describes potential future work. Finally, Sect. 7 concludes this paper by summa-
rising its key findings.

2 Background

This section will describe the background of the various technologies used in this
work, including a brief description of existing adaptive systems.

2.1 Adaptive Systems

There are several examples of adaptive systems implemented in different ways to
meet different goals, such as component based solutions [13, 14], middleware
implementations [15], or AOP based solutions [3, 7, 16]. One similarity they all
posses is the ability to alter their behaviour dynamically to suit the current context
of use.

Adaptive component-based middleware systems [17] are currently a very active
research area. A component is a module of code that is well defined with a set of
required and provided interfaces [18]. Typically this style of adaptive system ensures
that components are independent of each other, i.e., that components are loosely cou-
pled. This makes it easy to dynamically replace unsuitable components with compo-
nents which are more suitable.

However, these component-based solutions do posses certain inherent limitations.
Firstly, such solutions cannot capture crosscutting concerns. If a particular type of
behaviour needs altering and a number of components co-operate to implement this,
each component involved has to be modified and then replaced. This is obviously
inefficient, reduces the maintainability of the system and can possibly cause great
disturbance in the system. Another restriction is that component-based solutions only
allow coarse-grained changes, in that the finest granularity of change is the compo-
nent level. They do not allow changes to elements contained within the component
such as methods, attributes, etc. Again this could result in inefficient changes since
whole components must be replaced to make a small change.

Implementing the framework using an AOP based solution will remove these re-
strictions. A finer-granularity of change can be applied to each component of the
system. In addition to replacing a whole component, the behaviour of a single method
or an attribute can also be modified; allowing much more precise and efficient
changes.

Using AOP will allow the structure of the adaptations to be kept at run time and so
ease the process of applying and later removing adaptations. Additionally, the
joinpoint model of AOP techniques provides us with a natural mechanism to define
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adaptation points in the system. Several dynamically adaptable systems have already
been implemented using AOP; Sect. 5 will compare and contrast these approaches
with our framework.

AOP can be used to implement an auto-adaptive system in two contrasting ways.
Either the required changes can be encapsulated or the adaptation process can be
encapsulated. Examples of this latter method are described in [19] and [20]. These
implementations allow the programmer to create the application logic with little
thought required on how to make the system adaptable as long as good software de-
sign practices are followed. The adaptation logic is encapsulated inside an aspect and
woven to the base-system to make it adaptable. These aspects typically contain hooks
to allow adaptations to be added at run time. Auto-adaptive systems that employ this
approach are generally implemented using a static AOP implementation such as
Aspect] [21]. This limits their overall dynamicity as changes to the adaptation process
or the addition of new points of adaptation are not possible without stopping the sys-
tem. Our approach follows the former approach, where the required adaptations are
encapsulated inside dynamic aspects. This approach provides greater flexibility and
achieves high levels of adaptability, whilst still achieving good levels of separation of
concerns.

2.2 Policies

To achieve auto-adaptation, a method to define the conditions when changes should
take place is needed. Policy rules are widely used to implement this type of behav-
iour, a policy rule being defined as a rule governing the choices in behaviour of a
managed system [22]. Event-Condition-Action (ECA) rules are a commonly used
technique, often encountered in active-databases [23]. ECA rules are so named as
they are processed when a defined event occurs. When this event is triggered the con-
dition specified is evaluated. If the condition is true then the defined action is exe-
cuted. This format fits well with the structure of our framework and the ECA model
can be easily extended to be used with dAOP.

These policies can also be used to define relationships that may exist between the
adaptations. Defining these relationships within the policies keeps all information
regarding system behaviour in one location. If not specified, certain relationships
could cause undesirable interactions to occur between aspects. This is especially rele-
vant in auto-adaptive systems where the aspects are woven automatically. A set of
examples are given in Sect. 3.6 to illustrate such interactions and how our policy
specification can prevent them.

Formal analysis of aspect interaction is an area that has not been widely
addressed in the AOSD community [24]. One key exception is the work of Douence
et al. [25] which involves the formal identification of aspects that interact at
the same joinpoints and then the resolution of the interaction problems identified.
Our approach aims to address the occurrence of such interactions solely at an
implementation level.
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2.3 Framed Aspects

Framed Aspects are the amalgamation of Frame technology [11] with AOP. Frame
technology was originally conceived in the late 1970s to provide a mechanism for
creating reusable segments of code using a combination of metavariables, code tem-
plates, conditional compilation and parameterisation. A developer initially creates a
specification from which the “framed” code is automatically processed to generate
concrete customised code. Using a generative process in this way allows code to be
reused in many different systems and contexts making frames ideal for the creation of
code libraries or software product lines.

Frames alone cannot cleanly encapsulate crosscutting concerns. Any evolution of
the software may require changes to be made across a number of modules and could
cause architectural erosion [26]. Frames also require that the variation points are ex-
plicitly specified in the code; this can cause difficulties reading and understanding the
code. By combining Frames and AOP, system features which are crosscutting, can be
encapsulated within a single module.

Framed Aspects [27] is one such approach to amalgamate Frame technology with
AOP. The Framed Aspects implementation is a customised version of XML-based Vari-
ant Configuration Language (XVCL) [28] for use with AOP which allows features to
be composed together in a noninvasive manner. In Sect. 4, Framed Aspects and XVCL
are compared using a quantitative metric to illustrate the differences between the
techniques. Figure 1 shows the modules required to implement Framed Aspects.

Specification
Contains the customisation specification. Used to
set the values of the meta-variables and then select
the variation options in the Framed Aspects.

+ EEE— Concrete Aspect
Framed Aspects Code

Contains generalised code using the elements
imentioned earlier, such as conditional compilation,
lparameterisation, etc.

Fig. 1. Framed aspect composition and the required modules

For aspects to be successfully parameterised and generalised, variation points
within the aspect need to be identified using an appropriate Frame construct. [27]
explains the Framed Aspect process and methodology in more detail and contains an
example to show how a simple cache aspect can be generalised using frames, in order
to make it reusable. In Sect. 3.5 of this paper a variation of this cache example is used
to show how Framed Aspects can be used in an auto-adaptive environment.

Framed Aspects were chosen for their power and lack of constraints regarding
what elements can be parameterised. This is an extremely valuable and flexible prop-
erty when applying the Framed Aspect approach to adaptations. In our proposed
framework the Framed Aspect specification (see Fig. 1) is generated automatically at
run time based on the current state of the target system. This allows the generated
adaptations to be customised to the current needs of the target system.
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2.4 Dynamic AOP

Dynamic AOP is a branch of AOP that allows aspects to be woven dynamically to the
base-code of a system at load-time or run time. This eases tasks, such as testing,
patching systems and adapting system behaviour. To clearly illustrate the benefits of
dynamic AOP, a comparison with static AOP follows.

Static AOP typically weaves the aspects at compile time. This is less flexible than
dAOP in that the aspects and pointcuts need to be predetermined and defined before
the application is deployed. However, static AOP allows much more efficient weav-
ing and advice execution. For example, the overhead for executing Aspect] advice is
almost identical to a standard Java method-call [29]. In contrast, when a new aspect is
woven dynamically using AspectWerkz [30] a significant overhead is experienced
and advice execution time is higher due to the reliance on reflection [31]. This is
clearly a trade-off between flexibility and performance. Our focus on auto-adaptive
systems and the benefits of a flexible framework led us to pursue dAOP techniques.
The effects on performance will be discussed in Sect. 4.

The potential problem of undesirable interactions between aspects is more promi-
nent in dAOP when compared to static AOP. When using static AOP, it is more likely
that any issues can be identified earlier and problems can be prevented. Some AOP
techniques allow relationships and aspect priorities to be defined, such as the prece-
dence rules used in Aspect] [21]. However, we have found that the majority of the
rules are not ideal or explicit enough to prevent some of the interaction issues that can
occur in an auto-adaptive system. To resolve this we have implemented our own
relationship definition technique that will be described in Sect. 3.

A number of different dAOP techniques exist which could have formed the basis
for our framework, such as AspectWerkz [30], JAC [32], JBOSS AOP [33] or Prose
[9] (see [34] for a comprehensive comparison of these techniques). We selected
AspectWerkz due to a number of factors:

— AspectWerkz is a general purpose technique which places no restrictions on the
type of system it can be used with;

— it has an extensive joinpoint model, important when implementing an adaptive
system since this means fewer restrictions on the points in the system where adap-
tations can be applied;

— aspects in AspectWerkz are standard Java classes, which eases the creation of the
aspect code as programmers will not have to learn a new language;

— AspectWerkz not only allows new aspects to be introduced at run time but also
allows new pointcuts to be added to the target system—an important feature for
implementing unanticipated adaptations;

— it maintains aspect structure, which eases the removal and querying of woven
aspects.

As mentioned above, aspects used within AspectWerkz are implemented as standard
Java classes and advice is implemented as methods within these classes. AOP struc-
tures (such as pointcuts, weave model, etc.) can be specified in one of three ways: as
annotations within the aspect classes, in a separate AOP XML file, or (as used in our
approach) specified programmatically at run time.



36 P. Greenwood and L. Blair

2.5 Reflection

Reflection plays an important role in our framework and underpins various features
used in dAOP in general. Reflection allows the introspection of a system and the
gathering of information at run time [35]. By using reflection in our framework we
can determine structural information such as field types and method signatures
or more dynamic information such as the values of fields/parameters. This reflec-
tive information is used in our approach, in conjunction with the Framed Aspects,
to generate the concrete aspect code; this process is described in more detail in
Sect. 3.

2.6 Summary

To summarise, the framework for our implementation of auto-adaptive systems
combines a number of technologies:

ECA-based policies to define behaviour choices;

Framed Aspects to give flexibility and reuse;

dAOP to allow changes to be made dynamically at run time;
Reflection to gather run-time information.

Using Framed Aspects, dAOP and reflection together allows the operator to dynami-
cally weave code that is specifically generated for the target system’s current status.
By combining these technologies together with ECA rules, allows explicit control of
when and how the aspects should be generated and woven, a feature not available in
current dAOP techniques.

3 Framework Implementation and Behaviour

This section describes the implementation details of our framework. It will cover how
the various technologies are combined and describe the various elements which con-
tribute to implementing and managing an auto-adaptive system. Examples will also be
given that illustrate how auto-adaptive behaviour can be applied and how undesirable
aspect interactions can be prevented.

3.1 Policies

As mentioned earlier, policies are needed to ensure that the system will be adapted in
the desired way and at the appropriate times. The policies in our solution are defined
in an XML file (as it is relatively easy to be read by both humans and machines) and
follows the structure of ECA rules:

— the event is some joinpoint being reached;
— the condition is some test performed on the state of the target system;
— the action involves the weaving or removing of an aspect.
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Defining these ECA rules separately from the actual adaptations makes the frame-
work much more maintainable as the behaviour specification is not tangled with other
code. This also improves the reuse of the adaptations since defined policies tend to be
system specific, whereas the adaptations should be as generic as possible.

The policies are initially processed when the system starts and are constantly moni-
tored for changes so that any modification can have an immediate effect. From these
policies, a set of aspects are generated and woven dynamically (see Sect. 3.2). When
the specified conditions occur, these generated aspects initiate the execution of the
specified actions. Figure 2 is an example of a policy and the attributes that it must
contain.

<policy name="CachePolicy">
<weave-condition property="ExecutionTime" condition="more-than" value="2000"/>
<remove-condition property="PacketsReceived" condition="more-than" value="20000"/>
<points pointcut="execution(* autoadaptive.Test*.test*(..))"/>
<aspect-type type="Cache" frame="true" advice="cacheAdvice"/>

</policy>

Fig. 2. Example of the XML used to define a policy

A description of each of these fields and their function follows below. These fields
are used to define the required behaviour, i.e., when an adaptation should be
performed and what adaptation should take place. Note that a number of additional
fields will also be used to define the relationships between the adaptations to prevent
undesirable interactions; these are described in detail in Sect. 3.6.

Policy Name

This is a required field to give the policy a unique identifying name. The policy name
is used to refer to and identify the policy whenever actions need to be performed upon
it, such as it being removed or edited.

Weave Condition

This field requires three parameters to be specified that are combined to form
the condition that triggers the actions of the policy. The three parameters specify the
property to monitor, the operator for the condition, and the trigger value (e.g., the
policy in Fig. 2 checks whether the execution time is more than 2000 ms).

Hardware resources can be observed including memory properties, CPU usage,
hard disc usage, network properties and the execution time of a particular method.
These physical properties can be monitored in any target system. In addition to these
types of properties, run-time properties of the system can also be monitored, such as
field values, parameter values and return values of methods. Obviously, these run-
time properties are entirely dependent on the target system and the run-time properties
it implements.

Weave-conditions can be combined using a set of AND/OR logical operators.
These are implemented by listing the weave conditions sequentially and/or nesting
conditions within another. Listing the conditions sequentially is equivalent to provid-
ing a set of conditions where any of them can occur for the action to be executed.
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Whereas nesting the conditions allows the programmer to create a set of conditions
where each of the conditions must be true for the action to be executed.

Remove Condition

This is an optional field that allows the programmer to specify a condition that
triggers the removal of the adaptations associated with the policy. This field requires a
similar set of parameters as the ones used to define the weaving conditions. Any sys-
tem property can be used as part of this condition, i.e., different properties can be used
in the remove condition and the weave condition. Care has to be taken to prevent
inconsistent conditions from being defined. For example the weave and remove
conditions could intersect, and the aspect just woven would then be immediately re-
moved. To protect the operator from these conditions, the remove condition is evalu-
ated before the aspect is woven. If it holds true then the aspect is not woven to prevent
unnecessary operations. These conditions can also be listed sequentially or nested to
specify complex conditions.

Points

In order to correctly monitor the target system for the specified conditions, the pro-
grammer needs to identify the points that are of interest. The extensiveness of the
AspectWerkz joinpoint model allows the operator to naturally pick a wide variety of
points and so we have chosen to use this format directly. This model was also ex-
tended slightly to allow certain events occurring within the framework to be captured,
such as a particular aspect being woven or the actions of a policy being executed.
However, such pointcuts are merely syntactic and are actually converted to Aspect-
Werkz pointcut patterns at run time.

Aspect Type

The required aspect-type field allows the programmer to specify the aspect that has to
be woven when the weave conditions are met. The parameters of this field allow the
programmer to use two groups of aspects—Framed Aspects or concrete aspects (i.e.,
aspects which are already compiled and ready to be woven). If a concrete aspect is
specified (indicated by setting the frame attribute to false), when the conditions are
met the aspect can simply be woven. However, if a Framed Aspect is specified (indi-
cated by setting the frame attribute to true), a concrete aspect needs to be generated
using the current system state, as described in Sect. 3.2. An optional attribute included
with this field (the pointcut attribute) allows the programmer to specify where the
aspect should be woven. This enables the aspect to use a different pointcut from the
one which the aspect monitoring for the weave/remove conditions occurring is
attached. Finally, the advice attribute is used to specify which advice should be
executed within the associated aspect.

3.2 Framed Aspects

Due to the nature of adaptive systems and the unpredictable state of the system at the
time changes are required, it is often desirable to modify the adaptations to suit the
current state. As described in Sect. 2.3 Framed Aspects allow the creation of code
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templates via parameterisation; these templates can be reused in a variety of different
systems and scenarios. The same Framed Aspect can be used multiple times and in
different systems but have different behaviour depending on the specification pro-
vided. Our framework uses the system state to generate this specification; therefore as
the state evolves so does the specification.

In our implementation Framed Aspects are used for two purposes. The first is to
generalise and construct the aspects used to observe the system behaviour for the
weave conditions; these aspects are called monitoring aspects. The second purpose is
to generalise the aspects that alter the system’s behaviour, which we call effector
aspects.

3.2.1 Monitoring Aspects

All the information required to generate and then weave the monitoring aspects is
specified in the policies. The policies are processed to generate aspects that monitor
the system for the specified conditions. Once the monitoring aspects have been
woven, the conditions specified are evaluated each time the associated event
(joinpoint execution) occurs. If the condition is true, then the actions associated with
this policy are carried out.

If a policy is removed from the policy definition file at run time, the system is
updated to reflect this change by removing all aspects that implement this deleted
policy (i.e., both monitoring and effector aspects). Also, if significant changes (such
as a change to the conditions or actions) are made to a policy at run time then aspects
associated with this policy are removed, regenerated and rewoven. Additionally, if an
entirely new policy is added at run time, this is processed to create a new monitoring
aspect which is then woven dynamically to the target system.

3.2.2 Effector Aspects

The second purpose of the Framed Aspects is to enable concrete effector aspects to be
generated that alter the target system behaviour. These concrete aspects are specifi-
cally suited to the current target system state. All that is needed is a specification that
will bind a particular system attribute (or a function of a system attribute) to a particu-
lar parameter in the Framed Aspect. This will be illustrated through an example in
Sect. 3.5.

Whilst any type of Framed effector aspect can be created, the difficult part is effec-
tively parameterising the aspect code. The right balance has to be reached between
generalising the aspect enough so it can be effectively reused/customised and making
it too complex to use. Guidelines can be suggested to aid the programmer develop
Framed Aspects that are both flexible and usable. These issues are discussed in more
detail in [11].

The specification to assign the system run-time data to a Framed Aspect
metavariable is specified in a user-defined binding class that must implement the
IFramedAspect interface. A series of probes and help-classes are provided to ease the
collection of run-time data and the setting of these metavariables.
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3.3 System Management

In order to maintain and control the system, our framework includes an overall man-
agement system, responsible for:

— processing the defined policies at start-up and during run time;

— generating monitoring and effector aspects to implement these policies;

— ensuring aspect relationships are maintained to prevent undesirable interactions;

— weaving new aspects and also removing aspects when necessary;

— maintaining a list of aspects that have been woven to the base-system to determine
the state of the system and to ensure relationships are maintained;

— monitoring for changes in the policies and making the necessary dynamic changes.

The AspectWerkz API allows the basic retrieval of the currently woven aspects.
However, to allow more sophisticated queries to be made, this retrieval functionality
is extended in our framework. Information can also be retrieved regarding an aspect’s
origin, such as its parent policy and other related aspects (such as requires and incom-
patible-with). This extra information eases the process of maintaining system consis-
tency when weaving an effector aspect to the target system.

3.4 Dynamic Weaving

When using AspectWerkz, new aspects can be attached to existing pointcuts with
relatively little overhead. However, when a new pointcut needs to be added, extra
operations need to be performed that increases the overhead. AspectWerkz uses load-
time modification of classes to weave aspects; hooks are added to the bytecode as
classes are loaded. If a new pointcut is to be added to a class which has already been
loaded, the “HotSwap” mechanism [36] must be used to reload the affected classes.
Unfortunately, this method does have a relatively significant overhead as will be ex-
plained in Sect. 4. However, our belief is that the ability to weave new aspects and
add new pointcuts is vital. Adaptations unanticipated at development time may be
required, potentially needing to be woven at points where no pointcuts currently exist.
Aspects can also be detached from pointcuts with relatively little overhead; however
removing pointcuts results in a similar overhead to adding pointcuts.

When a pointcut is either added or removed, each class affected by the pointcut
needs to be HotSwapped. Although this operation is similar to the process of replac-
ing components as described earlier in Sect. 2.1, the disturbance is in fact much less.
HotSwapping of classes does not block or halt any invocations and the system is
not suspended. Therefore this process removes these disturbances experienced in
component solutions [8].

Note that one potential solution to prevent this overhead completely would be to
instrument every possible joinpoint. However, a problem with this solution is that this
to adds an overhead. Each time a potential joinpoint is reached a check is performed
to gauge whether an aspect should be executed. Although the overhead of each
individual check is not as large as the overhead of a single HotSwap operation, the
overhead will be significant over long periods of time since many checks will have to
be performed. This accumulative effect is undesirable for long-running systems.
Additionally, instrumenting every possible joinpoint will cause a significant rise in
the memory foot-print of the target system.
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3.5 Dynamic Cache Example

To illustrate how the framework operates and how it can be used to implement auto-
adaptive behaviour, the following example involves creating a dynamic cache to
demonstrate all the key features of our approach.

The GUIDE system [37] is an interactive tour guide which runs on a wireless hand-
held device. The purpose of this system is to create tours of Lancaster depending on
the tourist’s interests and to deliver information regarding tourist attractions around
Lancaster. Due to the mechanism used to deliver data to the device, a desirable fea-
ture would be to introduce a cache when delays are experienced on the wireless
network. However, due to the resource constrained nature of the device it is not al-
ways desirable to have the cache present due to the memory constraints this imposes.
Our approach allows a policy to be created dynamically that defines the conditions
that should trigger the addition/removal of the cache aspect.

3.5.1 Policy Definition

The following policy (Fig. 3) defines a set of conditions and actions that implement
the above dynamic cache behaviour. When this policy is processed, a monitoring
aspect is generated automatically by the auto-adaptive framework; this aspect’s role is
to observe the execution time of the specified method.

The policy is given the name CachePolicy, which has to be unique to prevent name
conflicts. The condition specified causes action to be taken when the average execution
time of the specified method exceeds 500 ms. This condition is applied to methods
matching the pattern * guide.Client.get(String). If the execution time exceeds 500 ms
then, as specified, a concrete caching aspect is generated from the Framed cache aspect.
Significantly, this policy also defines a remove-condition that identifies the conditions
when the caching aspect should be removed. In this example, when there is less then
50 Mb of free memory the cache will be removed and so make available more memory
to the rest of the GUIDE system. As a pointcut pattern has not been specified to define
where the cache aspect should be woven, the cache aspect will be woven to the same
pointcut as the monitoring aspect which implements this policy.

<policy name="CachePolicy">
<weave-condition property="ExecutionTime" condition="more-than" value="500"/>
<remove-condition property="FreeMemory" condition="less-than" value="50"/>
<points pointcut=" execution(* guide.Client.get(String))"/>
<aspect-type type="Cache" frame="true" advice="cacheAdvice"/>

</policy>

Fig. 3. Policy to monitor the execution time and to weave a Cache Framed Aspect

3.5.2 Framed Monitor Aspects
To aid the implementation of the policies, a library of monitoring aspects is provided
that can monitor various properties of the system state. Such properties have already
been listed in Sect. 3.1 when describing weave conditions. The monitoring aspects
have been parameterised so that concrete aspects can be generated to suit the policies.
The Framed code in Fig. 4 monitors the execution time of the specified method and
is enclosed by an ifdef Framed Aspect command. If the property to be monitored is the
execution time, then this section of code will be selected and included in the concrete
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monitoring aspect. All the monitoring aspects are built in this manner by using condi-
tional compilation to select and choose the appropriate segments of code.

<ifdef item-in="property” value="ExecutionTime”>
long ExecutionTime= ProcessInformation.getExecutionTime();
if(ExecutionTime<@ Operator>< @ TestValue>){
<adapt frame="ImplementChanges.frame"/>

}
</ifdef>

Fig. 4. Framed monitor aspect code

The if-statement in Fig. 4 has been parameterised (using the value of @ command)
to allow the operator and test value to be substituted so the framework can monitor for
the desired conditions. The adapt frame command allows code to be inserted that is
encapsulated in other frames. Figure 5 shows the contents of the ImplementChanges
frame, this code is responsible for implementing the required actions when the speci-
fied conditions occur.

<ifdef item-in="frame" value="true">
<@Type> aspect= new <@Type>();
aspectName<@Name>= AW .weaveEffector(<@Name>, this.getClass().getName(), <@Type>,
<@Expression>, <@Frame>, aspect);
</ifdef>

Fig. 5. Framed code to weave the effector aspect

A number of elements in Fig. 5 have been parameterised to customise the actions
taken. These parameters are used to define the type of effector aspect to weave, the
pointcuts where it should be woven and also information regarding its origins, i.e., the
policy and monitor aspect that requested it to be woven. It is important to emphasise
that the parameterisation of these aspects leads to highly customisable code.

3.5.3 Framed Effector Aspects

The Framed cache aspect is shown in Fig. 6. As can be observed, the basic structure
of the code contains a class that will act as a caching aspect, which itself contains a
subclass (CacheDS) which is the data structure for storing cached items.

Firstly, the parameterised value that specifies the classname allows multiple
instances of the same Framed Aspect to be generated. The Framed cache could be used
in other policy definitions; if the classname were not parameterised then this would
cause naming conflicts within the JVM. The next parameterised values specify the
cache size and percentage to delete allowing the programmer to bind a property of the
system state to these parameters. For example, the programmer could specify that
the cache size/percentage to delete should be based on the amount of free memory.

Finally, elements within the CacheDS class are also parameterised to allow differ-
ent types to be stored within the cache. The type to be cached can be retrieved via
reflection at run time and then bound to the TYPE parameter to create a cache to store
the specific type. Care has to be taken to ensure that the aspects are only applied to
methods that use the same types to prevent type incompatibilities from occurring.
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<frame name="Cache">
public class <@CLASSNAME/>{
private int CACHE_SIZE= <@CACHE_SIZE/>;
private int PERCENTAGE_TO_DEL= <@TO_DEL/>;
private HashTable cache= new HashTable(CACHE_SIZE);

public Object cacheAdvice(final JoinPoint jp) throws Throwable{
<@RES_TYPE/> key= (<@RES_TYPE/>) jp.getRiti().getParameterValue()[0];
CacheDS result= (CacheDS)cache.get(key);
if(result!=null)
return result;
else{
result= new CacheDS(jp.proceed());
cache.put(key,result);
}

return result.getData();

}
class CacheDS{
private <@TYPE/> data;
private long timestamp;
public CacheDS(<@TYPE/> d){
data= d; }
public <@TYPE/> getData(){
return data;
}} }</frame>

Fig. 6. Framed cache code

set= objFactory.createFrameTypeSetType();
set.setVar("CACHE_SIZE");

int size= (Memorylnformation.getFreeMemory()/100)*10;
set.setValue(size);

setList.add(set);

Fig. 7. Code to bind the amount of free memory to the CACHE_SIZE parameter

Figure 7 shows the binding of the amount of free memory to the CACHE_SIZE pa-
rameter to create the frame specification (TO_DEL parameter is set in a similar way).

With all these elements implemented, the original client system executes as before
but with the monitoring advice being executed around any methods matching the
pointcut pattern specified in the policy. When the average execution time of any of
these methods rises above 500 ms, an instance of cache aspect is generated and
woven.

Figure 8 shows the generated code of the concrete cache aspect that has been cus-
tomised for the current run-time conditions. As can be observed, all the parameterised
elements have been substituted for concrete values. The cache size and percentage to
delete have definite values which are based on the amount of free memory. The class-
name is created which is a combination of the policy name and the Framed Aspect it
is generated from. The types used in the CacheDS class have also been substituted for
the type to be cached. In this example, this is the return type of the method being
monitored (determined using reflection).

Note that some of the policies will be statically defined and loaded when the
system starts. However, a dAOP approach is still essential since if, later during the
execution of the system, policies are removed then the aspects that implement these
policies have to be dynamically removed. A further benefit of dAOP is that the
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Framed Aspects in our framework rely on run-time information to generate the
concrete aspects. dAOP is needed to weave these run-time generated aspects.

public class ResponseTime_Cache{
private int CACHE_SIZE= 200;
private int PERCENTAGE_TO_DEL= 2;
private HashTable cache= new HashTable(CACHE_SIZE);

public Object cache(final JoinPoint jp) throws Throwable{
//cache implementation

}
class CacheDS{
private Document data;
private long timestamp;
public CacheDS(Document d){
data= d;
}
public Document getData(){
return data;
}
1}

Fig. 8. Concrete cache aspect

Summary of Process
To summarise, the general order of events for creating/applying an adaptation in our
framework is as follows:

— the policies are parsed;

— Framed Aspects are used to generate a concrete monitoring aspect for each policy;

— these aspects monitor the specified system conditions and when necessary execute
the appropriate actions;

— the actions involve a combination of generating concrete aspects from the specified
Framed Aspects, weaving aspects or removing aspects;

— policies are continually monitored for changes and the system is dynamically
altered to reflect these modifications.

3.6 Interaction Issues

This section will examine some of the potential undesirable interactions that can
occur between aspects and will discuss how they can be prevented. The examples
presented extend the previous cache example.

3.6.1 Incorrect Execution Order

Suppose the policies of the target system are altered such that, in addition to the cache
aspect, an authentication aspect is now required. If this authentication aspect is woven
to the same joinpoint as the cache, an undesirable interaction could occur.

In situations where multiple aspects are woven to the same joinpoint, an advice
chain is generated that represents the order in which the advice will be executed. If
the proceed method is called from within some advice and the end of the advice chain
has not been reached, the next advice in the chain is executed. However, once the last
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advice in the chain is reached, calling the proceed method will result in the advised
joinpoint being executed. This advice chain may be broken at any point by an item of
advice not calling the proceed method. This results in any remaining advice, and the
advised joinpoint, not being executed.

getDoc() getDoc()
a
return value return value
Cache Aspecty Cache Aspect
if(notCached){ if(notCached){
procegd(); proceed();
else else
returngcached_valye; return cached_value;
N return value L
Authentication & Authentication
Aspect [ opermission) Aspect i rommission
) procegd(); proceed();
else else
throw[Exception; throw Exception;
Client Class  § return value Client Class
public Doc getDoc(String public Doc getDoc(String
re_source)( resource){
/fimpl /fimpl

} }

Fig. 9. Flow diagram that shows the sequence of events when an item is added to the cache
(left) and when an item is retrieved from the cache (right)

As can be observed in Fig. 9 (left), situations where the required resource has not
been cached the advice chain is executed normally, with both the authentication ad-
vice and advised method being executed. However, if the required resource is cached
(Fig. 9 right) then the advice execution chain is broken as the cache advice does not
call the proceed method. This causes the authentication aspect not to be executed and
users could be granted access to resources they are not authorised to.

This is obviously an undesirable situation and a solution is needed to prevent this
type of interaction from occurring. Our approach allows priorities to be assigned both
explicitly and implicitly using the rank element of the policies. Firstly, both aspects
can be assigned definite priorities (via their respective policies) so that the desired
execution order can be achieved, as shown in Fig. 10.

<policy name="AuthenticationPolicy>

;r.ank value="1"/>
</policy>
<policy name="CachePolicy>

;r.ank value="2"/>
</policy>

Fig. 10. Policy definitions with both aspects being given a definite rank

Both related policies in Fig. 10 have been given a definite rank, with the authenti-
cation policy having a priority of 1 and the cache policy having a priority of 2. This
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means that the aspects associated with the authentication policy will always be
executed before the aspects associated with the cache policy, regardless of the order
in which the aspects were woven.

However, this method for defining priorities is not very flexible or dynamic. For
example, when a new policy is added at run time, the priority of the other policies
may need to be modified to assign the new policy the desired priority. This could turn
into a time consuming (manual) activity if several policies need to be edited so that
the new policy can be assigned the correct priority. A more flexible solution that is
supported by our framework is to assign the new policy a priority that is relevant to
the other policies. As shown in Fig. 11, this will allow the new policy to be assigned
the correct priority without having to edit any other policies.

<policy name="AuthenticationPolicy>

<rank value="++CachePolicy”/>
</policy>
<policy name="CachePolicy>

;l:ank value="1"/>
</policy>

Fig. 11. The same policies as Fig. 10 but the authentication policy is given a rank relative to the
cache policy

The policy shown in Fig. 11 specifies that the aspects woven by the authentication
policy should be executed before the cache aspects. Conversely if the aspects needed
to be executed after a policy, the ++ should be replaced with --.

Although in Fig. 11 the authentication policy rank is only relative to one other pol-
icy, multiple relationships can be specified if necessary. This allows complex ordering
to be defined with a new aspect able to be inserted between a pair of existing aspects
or before/after a set of aspects.

3.6.2 Incompatible Aspects
A scenario could occur where a set of aspects are incompatible with another set of
aspects and, in order to operate correctly, one set needs to be absent/removed from the
target system. In such a case, the framework is responsible for ensuring that no
combination of incompatible aspects are woven simultaneously to the target system.
Suppose in our example that the policies are modified again so that an encryption
aspect must be woven at the same joinpoint as the cache and authentication aspect.
The purpose of this new aspect is to ensure the privacy of the users of the target
system by encrypting the objects retrieved by the user. However, this aspect is incom-
patible with the cache aspect for two reasons. Firstly, if the cache aspect is executed
before the encryption aspect, the objects would be cached with no encryption applied.
Secondly, even if encrypted objects were cached this would still be inappropriate as
there is no guarantee that the user accessing the cache has the correct key to decrypt
the object due to the possibility of keys expiring.'

! Cryptographic keys often have an associated expiry time, after which new keys have to be
generated.
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It is clear from this scenario that if the encryption aspect is required then the cache
aspect should be removed from the target system (assuming that the encryption aspect
has precedence over the cache aspect). This relationship can be specified using the
incompatible-with element of our policy structure shown in Fig. 12.

<policy name="EncryptionPolicy>

<rank value="++CachePolicy”/>
<incompatible-with aspectname="Cache" frame="true" remove-aspect="true"/>
</policy>

Fig. 12. Specifies that the cache aspect is incompatible with the encryption aspect

Figure 12 shows the encryption policy has been assigned a relatively higher prior-
ity than the cache policy. This ensures the encryption aspects will always have prece-
dence over the cache aspect. The incompatible-with element is used to specify that the
encryption policy and its aspects are incompatible with the cache framed aspect.

Before any aspects are actually woven, checks are carried out to ensure that the
current configuration of the target system allows the encryption aspect to be woven,
e.g., the framework checks for the presence of any incompatible aspects. If an incom-
patible aspect is detected, then the highest priority policy gets precedence. In this
example, the encryption policy has priority over the caching policy; hence the cache
aspect is removed to ensure the incompatible-with relationship is not violated.

3.6.3 Requires Aspect
Alternatively, an aspect may actually require the presence of another aspect for it to
operate correctly. Suppose that for accounting purposes, logged authentication
became necessary, i.e., both authentication and logging aspects needed to be woven.
Our approach allows a ‘requires’ relationship to be specified between the authentica-
tion aspect and the logging aspect. This can be used to ensure that both aspects are
woven at the same time and to the same pointcuts.

Our policy specification can be used to define this type of relationship as shown
in Fig. 13. The element displayed can be used multiple times to define all the
aspects/advice that are required for the policy to be successfully implemented.

<policy name="AuthenticationPolicy>

<requires-aspect aspectname="LoggingAspect" frame="false" advice="log"/>
</policy>

Fig. 13. Specifies a ‘requires’ relationship between the authentication and logging aspect

Adding this requires-aspect element will result in the logging aspect being woven
to the same pointcut and at the same time as the authentication aspect. The logging
aspect will have the same priority as the authentication aspect, but will be executed
after it due to it being specified later in the authentication policy.

If the required aspect is to be woven at a different joinpoint to the current policy,
the optional pointcut attribute can be included within the required aspect definition.
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3.6.4 Resolution Aspects

The final relationship between aspects to be examined here concerns resolution
aspects [38]. A resolution aspect is used to resolve conflicts between potentially
incompatible aspects and allows them both to operate together.

Continuing with our running example, this type of relationship exists between the
logging aspect (that was required by the authentication policy) and the encryption
aspect. The encryption aspect was introduced to provide some form of privacy to the
users of the target system. However, this requirement would be broken by the logging
aspect due to it storing the entries it makes in plain-text.

A resolution aspect can be woven to allow these two aspects to co-exist without
conflicting. To achieve this, an aspect is required that encrypts the contents of the log
file generated by the logging aspect. However, this log file encryption aspect is only
required when both the logging and encryption aspects are present. A set of condi-
tions can be defined that specifies when the resolution aspect is required. A special
weave condition property, AspectWoven, can be used to check whether the specified
aspects are woven. The policy definition to achieve this is shown in Fig. 14.

<policy name="ResolutionPolicy">

<weave-condition property="AspectWoven” condition="equals” value="LoggingAspect’>
<weave-condition property="AspectWoven” condition="equals” value="EncyptionAspect’/>
</weave-condition>
<points pointcut="actionexecute(AuthenticationPolicy)llactionexecute(EncryptionPolicy)"/>
<aspect-type name="LoggingResolution” joinpoint="execution(* *.RemoteObject.get*(..))” ad-
vice="encryptLog”/>

<rank value="--AuthenticationPolicy”/>

</policy>

Fig. 14. The resolution policy to fix the interaction between the logging and encryption aspect

As can be observed, two weave-conditions have been defined, one nested inside
the other to implement a logical AND operation between them. The first weave-
condition specifies that the logging aspect needs to be present; the second specifies
that the encryption aspect has to be present. Only when both of these conditions are
met is the operation to weave the logging resolution aspect triggered. The remaining
elements in Fig. 14 are used to specify the aspect to be woven (in this case the Log-
gingResolution aspect) and the priority that the aspect should take. It should be
noted that the points element in this example specifies a pointcut unique to our
framework (i.e., an extension to the AspectWerkz joinpoint model, as discussed in
Sect. 3.1). The pointcut specified in Fig. 14 attaches the monitoring aspect to events
occurring in other policies; in this case when the actions of AuthenticationPolicy or
EncryptionPolicy are executed. Other policy events supported include the removal of
adaptations associated with a particular policy and the execution of a particular
policy monitoring aspect.

As the target system executes, the conditions could alter so that either the logging
or the encryption aspect is removed. This will result in the resolution aspect no longer
being needed. The policy in Fig. 14 can be extended by specifying the conditions
under which the logging resolution aspect should be removed. This will allow the
system to adapt itself according to the current conditions. These extensions are shown
in Fig. 15.
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<policy name="ResolutionPolicy">

<remove-condition property="AspectWoven” condition="notequals” value="LoggingAspect’/>
<remove-condition property="AspectWoven” condition="notequals” value="EncyptionAspect”/>
</policy>

Fig. 15. Policy extensions to remove the logging resolution aspect when it is no longer required

The changes made to the resolution policy specify that the logging resolution as-
pect should be removed when either the logging aspect or the encryption aspect is not
present. This logical OR operator is implemented by listing the conditions serially.

3.6.5 Other Issues

Outside policy definitions, there are additional issues that need to be addressed by the
framework to ensure that policies are correctly and consistently applied. The first
issue involves the actions taken by the framework when a policy cannot be correctly
applied due to some incompatible aspects with higher priorities already woven. Under
these circumstances, to prevent aspects being deployed in a state which is incompati-
ble, none of the actions specified by the policy are performed. If the state alters and
the incompatible aspects are no longer present, the aspects will then be deployed
automatically. However, the incompatible relationship only comes into effect when
both sets of incompatible aspects should be woven to the target system at the same
time.

A more subtle issue that could arise is the problem of intra-policy inconsistencies.
We have already addressed how inter-policy consistency is addressed through the use
of priorities, but intra-policy inconsistency is more difficult to solve. For example, a
policy could specify that it requires a particular aspect, yet at the same time specify
that it is also incompatible with that same aspect. This would obviously cause issues
when the policy came to be applied. To prevent such issues arising, when the policies
are first loaded, checks are carried to ensure such relationships have not been speci-
fied. If any intra-policy inconsistencies are present, the affected policy is not loaded
and the user warned of the problems detected.

3.6.6 Interaction Summary

This subsection has, with examples, covered some of the undesirable interactions that
can occur between aspects that are applied dynamically and automatically at run time.
We have addressed how these can be prevented with the specification of the execution
order, incompatible aspects, requires aspects and resolution aspects. It is vital that
these interactions are prevented to allow the target system and the aspects to operate
correctly. Our policy specification allows users to specify a variety of types of rela-
tionships that could exist between aspects. These relationships are enforced at run
time by the auto-adaptive framework to ensure that the system operates as intended. It
is worth noting that these undesirable interactions are addressed on an aspect-by-
aspect basis. Although this may seem to be a limiting factor, it is necessary to deal
with conflicts at this level to ensure precise relationships can be defined. If necessary,
this approach could be extended to allow conflicts to be defined on a per-policy basis.
Furthermore, the use of aspect interaction catalogues [39] could aid the process of
both identifying and specifying such conflicts.
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3.7 Ensuring Weaving Consistency

When multiple aspects are required to implement a particular adaptation, it is impor-
tant that transient inconsistencies do not occur. To prevent this, aspects must be
woven atomically to ensure that all required aspects are woven simultaneously and
there is never a time during the adaptation process when a required aspect is absent.

In our framework, before an adaptation that involves weaving multiple aspects is
applied, all incompatible-with relationships are queried to ensure none of these will be
broken. If the adaptation passes these checks then the process of weaving the aspects
begins. This initially involves modifying the bytecode of the classes that the aspects
affect. After this process the affected classes still require HotSwapping to allow the
modified bytecode to come into affect. The affected classes are HotSwapped concur-
rently to ensure that the woven aspects become active simultaneously and so avoiding
the issue of transient inconsistencies.

4 Evaluation

To illustrate the extent to which we have met our objectives, a series of evaluation
techniques have been used. A number of performance measurements have been car-
ried out to show the overhead added from using our framework. In order to assess the
aims relating to reusability, flexibility, and maintainability of the adaptations, an AO
metric is applied to measure these properties. In addition, to demonstrate the effec-
tiveness of aspects and more specifically Framed Aspects on these properties, certain
elements used within the framework were re-implemented using OO and XVCL to act
as a comparison to our implementation. The target system used in this evaluation is
the GUIDE system described in Sect. 3. The cache aspect presented will also be used
throughout this section to measure appropriate operations. It should be noted that
the actual functionality of the aspect being applied does not affect the overhead
experienced.

4.1 Performance Discussion

As discussed earlier, there is an overhead added to systems that are implemented
using dAOP. The framework presented allows programmers to adapt system behav-
iour in various ways and also allows the adaptations themselves to be customised via
parameterisation. This extra flexibility inevitably adds an overhead since the data
used to create the concrete aspects must be gathered, the aspects need to be generated
and finally the generated aspects must be woven dynamically. Also, the execution of
the advice that implements the adaptations introduces their own delay. This section
will illustrate the extent of these overheads; all tests were run on Java 1.5, on a
Pentium M 1.4 Ghz processor, 512 Mb RAM machine.

4.1.1 Weaving a New Aspect to a New Pointcut

The readings shown in Table 1 present the length of time taken to weave an entirely
new aspect to a new pointcut. This action involves generating a concrete aspect (from a
Framed Aspect), modifying the bytecode of the classes to implement the pointcut and
then HotSwapping these classes in order for their new implementation to take effect.
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The time required to generate a concrete aspect from a Framed Aspect is dependent on
the number of Framed Aspect commands used; as the number of commands increases
so to will the required generation time. To keep this time consistent in each of the meas-
urements, the same Framed Aspect will be used. The framed cache aspect described
earlier in Sect. 3.5 will be used as we feel this represents a typical Framed Aspect with a
typical number of commands. To obtain a range of measurements, the pointcut is simply
altered to affect a wider range of classes.

Table 1. Times for weaving a new aspect to a new pointcut including aspect generation time

Affected 0 1 2 3 4 5 6 7 8 9 10 11 12
classes
Time 0.40 22 |30 | 43 |61 |72 |8 | 103 | 132 | 133 147 149 | 166
(ms)

The figures show how the time to weave a new aspect to a new pointcut increases
as the number of affected classes increases. This can be expected due to the number
of operations required to modify the bytecode of each of the affected classes. One
result to note is that when zero classes are affected, this does not necessarily mean
that no classes are affected by the pointcut, but could mean that no classes affected
by the pointcut have been loaded yet. The execution time for this value is
significantly lower than the rest of the values due to the fact that no class requires
bytecode modifications (and consequently no HotSwapping). Instead the bytecode of
any affected class will be modified as it is loaded, the overhead of this operation is
examined in Sect. 4.1.3.

4.1.2 Weaving a New Aspect to an Existing Pointcut

The results shown in Table 1 required bytecode modifications and HotSwap
operations to be executed. However, these operations do not have to be carried out
when a new aspect is woven to an existing pointcut, thus reducing the total weave
time. The times for executing this operation (which again includes the time to
generate a concrete aspect from a Framed Aspect) are shown in Table 2.

Table 2. Times for weaving a new aspect to an existing pointcut

Affected classes 1 2 3 4 5 6
Time (ms) 0.298 0.307 0.304 0.307 0.311 0.317
Affected classes 7 8 9 10 11 12
Time (ms) 0.320 0.322 0.327 0.330 0.331 0.330

As can be observed from these results the time required to weave a new aspect to
an existing pointcut is significantly lower than when weaving a new aspect to a new
pointcut. This reduction is because the hooks to implement the pointcut have already
been added. In these tests the aspect is simply generated and then attached to the
pointcut. A slight increase in the execution time can be observed as the number of
affected classes increases, this is due to checks having to be performed for each
affected class to ensure the pointcut is implemented.
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It is important to differentiate the results between these two operations as they will
be executed with differing frequencies. Under normal operating conditions, this
second operation (weaving a new aspect to an existing pointcut) will be executed
more frequently since, once a monitoring aspect has been woven, all subsequent
effector aspects woven to the same pointcut will reuse the existing pointcut. As can be
seen in the examples presented in Sect. 3, it is likely that effector aspects will be
woven to the same pointcut as its associtated monitoring aspect.

4.1.3 Class Loading

Mentioned earlier in Sect. 4.1.1 was the fact that a new pointcut could be added which
does not currently affect any loaded classes. It is expected that when a class affected
by a pointcut is loaded it would take longer to load than a new class not affected by
any pointcuts. To examine this a simple test was performed. This first involved
loading a class affected by a pointcut and then loading the same class when not
affected by any pointcut (both were loaded through the modified AspectWerkz class-
loader). The results are shown in Table 3.

Table 3. Results of loading classes affected by a pointcut compared with ones not affected

Class modifcations No modifications Pointcut added
Load time (ms) 1.6 23

As can be observed it takes a substantially longer length of time to load a class
which requires modifications than the time required to load a class which requires no
modification. This delay is introduced due to the modification of bytecode to
implement the required pointcut and the checks to determine whether this
modification is necessary. An interesting point to note is that the time to load and
modify a new class is almost identical to the time to modfiy and HotSwap a single
class (see Table 1), 23 ms compared with 22 ms.

4.1.4 Removing an Aspect

The next set of results present the average time required to remove an aspect. This
required two sets of readings to be taken. The first measured the time to remove an
aspect from the target system and the second when both an aspect and a pointcut are
removed.

Both of these operations are required for the following reason. When an aspect is
removed from the target system it may be inappropriate to remove the pointcut to
which it is attached as the pointcut may be still in use by other aspects. However,
when the pointcut is no longer in use then it is appropriate to remove the pointcut and
avoid any unnecessary future overhead. Tables 4 and 5 show the measured times to
execute these operations.

Table 4. Times for removing an aspect from a pointcut

Affected classes 1 2 3 4 5 6
Time (ms) 0.285 0.284 0.292 0.295 0.302 0.294
Affected classes 7 8 9 10 11 12
Time (ms) 0.303 0.306 0.308 0.314 0.315 0.307
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Table 5. Times for removing an aspect and a pointcut

Affected classes 1 2 3 4 5 6

Time (ms) 8 17 19 20 26 27
Affected classes 7 8 9 10 11 12
Time (ms) 33 35 37 40 48 45

The same pattern which occured in the add aspect measurements also occurs in the
above results. The times of both sets of results increase as the number of affected
classes also increase. Again this is due to operations having to be executed for each
affected class. As before, there is a significant difference between the times recorded
for removing just an aspect compared to when both an aspect and a pointcut need to
be removed. This difference is again due the operation involving bytecode
modifications and HotSwapping.

The measured times to remove just an aspect are comparable to the times to add just
an aspect, since both of these operations are similar in complexity. However, there is a
difference in execution times between removing an aspect and pointcut compared with
adding an aspect and pointcut. This can be explained due to the increased processing
required to generate and add the bytecode to implement a pointcut. Removing a
pointcut involves the simpler task of only removing the bytecode.

4.1.5 Advice Execution

The final set of measurements involve the execution time of a piece of advice within
the auto-adaptive framework. This will be the most frequently executed operation and
so it is vital that the overhead is at a minimum. The results displayed in Table 6 show
the average execution time of an an empty regular Java method, an empty advice
executing in AspectWerkz and an empty advice executing in our framework. These
results are provided to give a comparison of overhead from our framework.

Table 6. Measured execution times of advice/methods

Implementation Regular Java method AspectWerkz advice Auto-adaptive
framework advice
Time (ns) 5 610 920

As can be observed, the execution of AspectWerkz advice is substantially slower
than the execution of a regular method. This is due to the reflective information which
is gathered when the pointcuts are reached and the increased levels of indirection.
There is also a difference between the execution time of advice in our framework and
with the execution of advice in the regular version of AspectWerkz. This increase is
caused by extra context information being collected by our framework whenever
joinpoints are met. This information is then used by the framework to determine what
actions (if any) should be executed.

It is always desirable to improve system performance and our framework is no ex-
ception. AOP and in particular dAOP are still in their infancy. As the technology
gains in maturity, the efficiency of approaches used should improve, and should result
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in improved performance in our framework. This has already been shown in the major
performance improvements in a more recent version of AspectWerkz [40].

4.1.6 Summary
This section has provided performance figures for significant operations performed
within our framework. Although some of the figures are relatively high, namely those
that involve bytecode modification and HotSwap operations, these are operations that
will be performed the least frequently. Conversely, the operations that will be per-
formed the most frequently, such as advice execution or adding a new aspect to an
existing pointcut, have a much lower overhead and so should minimise the impact on
the overall overhead. Obviously there will be some overhead from using the frame-
work but this is a trade-off from gaining increased flexibility and adaptive behaviour.
The main factor that affects the scalability of the framework is the pointcut defini-
tions. If a very specific pointcut is specified (i.e., one with no wildcard tokens) then
the size of the target system will not affect the overhead experienced. However, if a
generalised pointcut (i.e., one with wildcard tokens) is specified then the number of
classes present in the target system will affect the overhead (as per the presented
results). Furthermore, the pointcut type can affect the performance. For example,
weaving an aspect to a call pointcut is more expensive then an execution pointcut. An
execution pointcut only requires the target side to be advised whereas a call pointcut
requires all classes where the identified method is called to be advised. As such, the
performance overhead is entirely customisable by the user. Users can be guided to
avoid unnecessary overhead by using the most appropriate pointcut type (e.g., using
execution pointcuts instead of call pointcuts) and providing more concise pointcut
patterns.

4.2 Software Properties Discussion

In order to be able to quantitatively assess the reusability, maintainability and flexibil-
ity of the adaptations being applied to the target system, a suitable metric had to be
chosen which can measure the desired properties. A number of metrics have previ-
ously been proposed for Object-Oriented methodologies [41, 42] to assess them
through empirical studies. However, applying these existing metrics to AOSD imple-
mentations is unsuitable due to the way AOSD alters the coupling and cohesion be-
tween components [43]. A metric is needed that takes these differences into account,
and allows AOSD implementations to be evaluated using empirical studies.

The majority of previous work in developing metrics for AOSD techniques has
focused upon qualitative assessment rather than quantitative [44]. To assess the soft-
ware properties objectively, the AO quantitative assessment framework developed at
PUC-Rio was selected [45, 46]. This framework relies on both a quality model and a
metric suite. The quality model maps the relationships between the attributes to be
evaluated and the various metrics in the metric suite. The metric suite defines various
metrics that capture information regarding software attributes such as separation of
concerns, coupling, cohesion and size in terms of physical properties of the code.
Existing metrics were extended and customised to suit AO software whilst allowing
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them to still to be applied to OO software. Furthermore, entirely new metrics were
also introduced which again can be applied to both AO and OO software to offer
comparisons between the two paradigms. These changes and new metrics are de-
tailed in [46]. The list of metrics and the attributes that they map on to are shown in
Fig. 16 and Table 7 which are taken from [47].

Qualities Factors

Understandability

Flexibility

Maintainability

Internal Attributes

Metrics

Reusability

Fig. 16. The quality model used to assess the reusability and maintainability

Table 7. Lists the metrics used and the attributes they map to

Attributes Metrics Definitions
Separation | Concern diffusion over | The number of classes/aspects that a given concern is
of components (CDC) spread over and the number of class/aspects that access
Concerns them
Concern  diffusion over | The number of methods/advices that a given concern is
operations (CDO) spread  over. Additionally, the number of
methods/advices that access them are counted as this
contributes to the implementation of the concern and so
contributes to the diffusion
Concern  diffusions over | The number of transition points for each concern; a
LOC (CDLOC) transition point is where there is a concern switch within
the code
Coupling Coupling between | The number of classes that are used in attribute
components (CBC) declarations, formal parameters, return types, throw
declarations, and local variables. Each class used is only
counted once
Depth inheritance tree (DIT) | How far down the inheritance tree an aspect/class is
Cohesion Lack of cohesion in | The number of method/advice pairs per class that do not
operations (LCOO) access the same instance variable
Size Lines of code (LOC) Number of lines of code in a class/aspect
Number of attributes (NOA) | Number of attributes in a class/aspect
Weighted operations per | A sum of the number of methods/advices in each of the
comonent (WOC) classes/aspects and the number of parameters

2 An important point to note is that it is difficult to directly compare AO and OO. For example,
the notion of a pointcut does not exist in OO. As such, only equivalent features can be directly
compared.
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4.2.1 Applying the Metrics

Initially, the metrics were applied to the concrete cache aspect (generated from the
Framed cache aspect) used earlier in Sect. 3.5. In order to offer a comparison to the
AO implementation the cache was re-implemented using OO. In addition to re-
implementing the cache using OO, it was also necessary to modify the base-code of
the target system to allow the OO cache to be executed correctly. The modifications
to the target system are taken into account in the metric readings.

As an extension to comparing the OO and AO implementations we also applied the
metrics to the Framed version of the cache aspect. The aim of this was to illustrate the
benefits of using Framed Aspects. To allow the metrics to be applicable to the Framed
Aspect code a number of the metrics had to be altered slightly. Below is a summary of
the assumptions/changes made:

— Concern Diffusion over Components (CDC): include the number of frames that
contribute to implement a given concern.

— Coupling Between Components (CBC): do not count parameterised types.

— Lines of Code (LOC): include all frame commands in the count.

— Weighted Operations per Component (WOC): include the number of Framed
Aspect commands.

Again, to provide a comparison to the Framed Aspect adaptations we also imple-
mented the adaptations using XVCL. The above assumptions to apply the AO metrics
to Framed Aspects are applicable to XVCL.

public URL getResource(String res){
URL value= cache.checkCache(res);
if(value==null){
value= server.getDoc(res);
cache.cacheObject(res,value);

return value;

}

public URL checkCache(String key){
if(cache.get(key)==null)
return null;
else
return ((CacheDS)cache.get(key)).getData();
}
public void cacheObject(String key,URL value){
CacheDS result= new CacheDS(value);
cache.put(key,result);

}

Fig. 17. a Changes made to the target system. b The methods required to implement caching
behaviour when OO is used.

The differences between the AO and OO implementation and the necessary
changes made to the target system base-code are highlighted in Fig. 17a. Once the
changes had been made to the adaptations and base-code, we applied the metrics to
both versions. The measurements recorded are shown in Tables 8 and 9.
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Table 8. Metric readings for the cache concern implemented using AO

Resource CDC | CDO | CDLOC | CBC | DOIH | LCOO LOC | NOA | WOC
Base_AO 2 0 0 10 1
Cache_AO 7 0 0 34 3
Cache AO total 1 4 1 9 0 0 44 4

Table 9. Metric readings for the cache concern implemented using OO

Resource CDC [ CDO | CDLOC | CBC | DOIH LCOO LOC | NOA [ wWOC
Base_OO 3 0 0 16 2 2
Cache_OO 3 0 0 37 3 5
Cache OO total 2 6 8 6 0 0 53 5 7

As can be seen there is an improvement in all but one of the metrics when using
AO to implement the caching feature. The only metric where AO fairs worse is the
CBC metric. This is due to the extra types required for the aspect to be successfully
implemented, such as the JoinPoint and MethodRtti types that allow access to the
parameters provided to the advised method. Coupling to these types does not affect
the aspect’s reusability. The two most significant improvements when using AO is
found under the Concern Diffusions over LOC (CDLOC) and WOC metrics. The
large increase of the CDLOC metric in the OO implementation is due to the changes
to the base-code that are necessary to call the cache concern at the appropriate places.
As a result, there are concern switches between the original concern and the cache
concern. There is also a significant 43% increase in the WOC metric when using OO,
since more operations are required to implement the cache when using OO compared
to AO, hence the complexity is increased.

To examine the impact of Frames, the metrics were also applied to the Framed
implementation of the cache aspect. The results from applying the metrics to this
module are shown in Table 10.

Table 10. Metric readings for the cache concern using Framed Aspects

Resource CDC | CDO | CDLOC | CBC | DOIH | LCOO | LOC | NOA | wWOC
Base_AO 2 0 0 10 1 2
Framed Aspect 5 0 0 36 3 8
Framed AOP
total 1 4 1 7 0 0 46 4 10

As can be observed, there is very little difference between the Framed Aspect im-
plementation (Table 10) and the normal AO implementation (Table 8). However, the
two metrics values that do alter are significant ones: WOC and CBC. The WOC in-
creases due to the frame commands used in the Framed Aspect increasing the com-
plexity. However, the CBC metric drops by 22%. This is significant since it proves that
reusability and flexibility is improved when using Framed Aspects due to a reduction
in coupling between the cache aspect and other components. An important point to
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make when comparing the separation of concerns metrics of the Framed Aspect im-
plementation to the normal Aspect-Oriented implementation is that there is no increase
in these values. This indicates that Framed Aspects maintain the same levels of separa-
tion of concerns and so do not detract from the advantages gained from using AOP.

As mentioned earlier, an alternative approach to parameterising/generalising code
is XVCL [28]. To illustrate the differences between XVCL and Framed Aspects, we
have implemented the cache concern using XVCL. We have applied XVCL to the OO
cache implementation, as XVCL has not been specifically designed for use with an
AOP approach and so it would be inappropriate to apply XVCL to the AO cache.
Table 11 shows the results from applying the metric to the XVCL code.

The most obvious change with the XVCL implementation is the increase in the
number of components: a 200% increase compared to the AOP implementations and a
50% increase compared to the standard OO implementation. This increase was due to
the introduction of a Cache_Hook module to separate the tests performed on the cache
to determine whether the requested resource has been cached from the base code. This
separation allowed the cache concern to be omitted when necessary, like the AO
version of the cache.

Table 11. Metrics results from an XVCL OO cache implementation

Resource CDC | CDO | CDLOC | CBC | DOIH | LCOO | LOC NOA WOC
Base_ XVCL 2 0 0 16 1 4
Cache_Hook 2 0 0 15 1 4
Cache_XVCL 1 0 0 39 3 13
XVCL total 3 6 12 5 0 0 70 5 21

As can be seen, the other separation of concerns metrics (CDO and CDLOC) are
much higher compared to any other implementation. Although the Cache_Hook com-
ponent was introduced to improve separation, this is only partially achieved since
XVCL requires commands to be added to components to identify where the concern
needs to be inserted. This is achieved in Framed Aspects with the use of pointcuts and
the weaving process, so there is a complete separation between the base-code and the
concern to be applied. As expected, the metrics show that XVCL does not separate
crosscutting concerns as well as Framed Aspects. However, comparing the CBC met-
ric with all the previous results, the XVCL implementation reduces the coupling the
most. However, the CBC metric found in the AOP and Framed Aspect metrics are
artificially high due to them requiring extra components to implement the aspects and
to retrieve the parameter values passed to the advised method. The coupling to these
components does not reduce the reusability or flexibility. As can be observed, the
XVCL implementation significantly increases both the lines of code (a 52% increase
compared to Framed Aspects) and weighted operations per component metrics (a
110% increase compared to Framed Aspects). This is due to the increased number of
XVCL commands required to integrate the cache concern to the appropriate points in
the base-code.

From these metric results we can conclude that Framed Aspects do contribute to
improving the reusability and flexibility. However, it is also clear that the maintain-
ability does suffer when using Framed Aspects. The effects of this can be limited by
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providing appropriate tool support to aid the user manage the Framed Aspects. Such
tool support is described in Sect. 6.

The results presented also show that Framed Aspects are a more suitable solution
for our needs than XVCL. Framed Aspects improve the separation of concerns, and
reduce the complexity and the lines of code required to implement a concern when
compared to XVCL.

Additionally, we can also conclude from the adaptations used in our case-studies
that AOP is a suitable programming paradigm to implement an auto-adaptive system.
In specific cases when AOP may not be the most optimum paradigm, standard
HotSwap can be used to allow the target system to be adapted whilst still using OO.

5 Related Work

This section will compare a number of related AOP based auto-adaptive systems with
our framework to illustrate the differences and benefits of our implementation. To
recall, our overall aim was to implement a framework that can make a system adapt-
able to suit its current state. This was then divided into a number of subaims, a set of
which are used as a guide for comparing our work with other related work:

easily add dynamic adaptive behaviour to existing systems;

be able to extend/modify adaptations;

create flexible and reusable adaptations;

ensure correctness and compatibility between the aspects and the system.

As mentioned in Sect. 2.1, a number of approaches have been implemented that use
AOP to encapsulate the adaptation process. One of these approaches [19] uses the
fractal component model to provide customization. However, since Aspect] is used to
identify adaptation points within the system, this prevents new adaptation points be-
ing added once the system has been started and limits the dynamic behaviour. Hence,
this approach cannot be accurately compared with our work.

A notable piece of related work is JAC which will be briefly described
below. However, we focus mainly on Quality Objects (QuO) and Prose based imple-
mentations, since these systems are the most closely related to our work and imple-
ment similar features.

51 JAC

JAC [32] is a dAOP approach that allows the parameterisation of aspects. JAC enables
parameters to be passed into the aspects using configuration files; this allows the aspect
to be customised for a particular scenario. Unlike our solution, JAC does not allow
complete parameterisation (i.e., Framed Aspects allow any element within the code base
to be parameterised) and so the aspects cannot be completely customised.

JAC also provides an interesting feature known as Wrapping Controllers, which
allow the programmer to create entities that deal with aspect relationships. This gives
the programmer control over when and which aspects get executed, useful to prevent
incompatible aspects from being executed together. The specification to implement
these relationships is done at a low-level which increases the complexity of this
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definition process. In comparison, the relationships in our approach are defined at a
higher-level and so can ease the definition of such constraints.

52 QuO

QuO [3] is a domain specific implementation focusing on adapting systems that are
implemented using middleware. The aim of this work is to improve Quality of Service
(QoS) provided by such systems by applying adaptations to the system. QuO perceives
QoS as an aspect and weaves the aspects that alter the QoS properties of the system into
the boundary between the middleware and the application. The aspects are defined in
QuO’s own Aspect Specification Language (ASL), which employs a joinpoint model
consistent with traditional AOP approaches. QuO also implements its own Contract
Definition Language (CDL) to assign conditions to ‘regions’ of code which are used to
specify when advice should be woven.

A limitation of this is that QuO requires the various definition files all to be com-
piled to generate the adapt-ready application before it is executed. In comparison, our
framework allows true dynamic adaptations. Any change made to the policies at run
time will result in aspects being removed and new aspects woven to reflect the
changes made. Changes can also be made to the Framed Aspects used; this will affect
any future aspects that are generated from the altered Framed Aspects.

QuO’s Contract Definition Language specification appears to be highly extensible
with few restrictions being placed on the programmer regarding what properties of the
system can be monitored. Similarly our approach allows the programmer to extend
the attributes monitored, with a number of hardware resources and system attributes
available to be monitored by default.

A feature in QuO currently lacking is the ability to customise the code via parame-
terisation. This would improve the reuse of the code and allow the code to be custom-
ised for a particular system/scenario. The use of Framed Aspects allows any part of
the aspects used in our framework to be generalised; this is an extremely powerful
feature that makes the aspects completely customisable.

QuO allows the order of advice execution to be specified via an aspect precedence
definition. However, there is no way of specifying any other more complex relation-
ships that may exist between the aspects used. In contrast, our approach allows
dependencies and relationships to be specified in four flexible ways. Incompatible
relationships, required relationships, priorities of policies/aspects (either explicitly
specified or assigned relative to another policy) and combinations of woven aspects to
trigger the weaving of a resolution aspect can all be provided.

5.3 Prose

A large amount of research has been performed using Prose [9] to implement adapt-
able systems. The majority of this work has involved the adaptation of net-
worked/mobile systems. MIDAS [7] is one example of a system implemented using
Prose. The aim of MIDAS is to allow the distribution of Prose aspects to mobile
nodes and alter the node behaviour to suit the current location. As Prose is a dAOP
technique the aspects can be woven at run time to achieve dynamic adaptation.
Another system that also relies on Prose is Java Adaptive components for Dynamic
Distributed Architectures (JADDA) [16]. Although this solution is component based
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and mainly achieves dynamic adaptation by altering the architecture by introducing
new XML Architecture Definition Language (xADL) [48] files, it still relies on Prose
for some functionality to fully configure the system. JADDA allows the basic parame-
terisation of Prose aspects by placing them into an aspect template and generating
concrete aspects when required. String values defined in the XADL file are used to
complete the aspect template to generate a concrete aspect.

Jadabs [49] is a dynamic lightweight container for small mobile devices which
again makes use of Prose to allow the behaviour of a component to be altered at run
time. However, when Jadabs is running on resource constrained device, the heavy-
weight nature of Prose makes it unsuitable; Nanning [50], a more light-weight but less
functional AOP technique, is used in these conditions.

As Prose allows dynamic behaviour, these related systems (MIDAS, JADDA, and
Jadabs) all permit new aspects and pointcuts to be introduced dynamically at run time
and have an immediate effect on the target system. This enables new aspects to be
created whilst the target system is executing and then woven dynamically.

Prose has been heavily used for adapting distributed system behaviour according to
context information based on the location of nodes. This is comparable to our ap-
proach in that when nodes change, location aspects are either woven or removed to
alter their behaviour. However, our approach is more flexible in that our framework
can be applied to any type of system not just distributed systems. Also, multiple at-
tributes can be monitored and combined to form complex requirement/behaviour
specifications. Our approach can also be easily extended to monitor other new system
attributes by adding to the framed monitoring aspects.

The parameterisation used with Prose/JADDA is very basic with only a small
number of elements parameterisable, such as the classname and method name. An
additional limitation in the JADDA approach is that conditional compilation is not
implemented. Framed Aspects allow any element within the code to be parameterised
allowing much more flexibility and customization.

Finally, with the exception of priorities to allow advice ordering, there is no
explicit support within Prose for the definition of relationships between aspects. We
believe that the ability to define complex relationships is a very important feature
to support when implementing an auto-adaptive system. This was highlighted in
Sect. 3.6, where relationships were used to handle some of the undesirable interaction
problems that can occur in auto-adaptive systems.

6 Future Work

The core implementation of the auto-adaptive framework is now complete with several
extensions currently in progress to improve the functionality of the framework, as
discussed below.

We believe the use of a GUI tool will help improve the creation/management of the
policy files and the Framed Aspects. Currently, the policies are relatively easy to
create although it is recognized that they may become difficult to manage when a
large number of them are present. Also, errors can be easily introduced when specify-
ing the policies. Tool-based support will aid the management of the policies by
presenting the policies in a more manageable format to the user. Additionally, the tool
will be able to restrict the values assigned to certain attributes within the policies and
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perform checks to ensure the policies specified are correct with respect to the target
system (i.e., the attributes to monitor exist) prior to run time.

One of the current problems of Framed Aspects is the readability of the code. As
the Framed code has XML frame commands interspersed amongst standard Java
code, the readability as a whole is affected. By implementing a GUI these commands
could be formatted to improve readability of this combination of Java code and XML.
This tool could also be used to check for any incompatibility problems that may occur
when the policy and Framed Aspects are applied to the system.

Currently no semantic and type checking is performed to ensure type-safe aspects are
generated from the Framed code. This problem is limited slightly in our approach as the
specifications (used to generate the concrete aspects) are created programmatically
based on information gathered by the framework. Whilst this reduces the potential for
errors, some checks are still desirable to eliminate other problems.

A limitation of the current implementation is that the framework can only control
the behaviour of a system local to the machine where the framework is executing. For
example, if the behaviour of a node gets adapted in a particular fashion, it may be
necessary to adapt other nodes with which it communicates in a similar way to ensure
they remain compatible. This type of behaviour would require a distributed policy to
be created/modified to ensure a set of nodes all followed certain behaviour and all
remained compatible when one of the nodes was adapted.

7 Conclusion

The overall goal of this work has been to develop a flexible framework capable of
adding auto-adaptive behaviour to existing systems. The solution we have proposed
involves policies, Framed Aspects, dynamic AOP and reflection. By adopting these
four technologies in combination, our framework provides good support for various
different properties of auto-adaptive systems, properties that are not currently sup-
ported in existing systems. The use of Frame technology, reflection and dynamic
AOP enables the dynamic weaving of code that has been specifically generated based
on the target system’s current status. Furthermore, the inclusion of ECA rules in our
framework allows the explicit control of when and how the generated aspects should
be woven, a feature not available in current dynamic AOP techniques.

We believe we have achieved our goal and that our framework represents an ad-
vance in this research area with respect to other systems. The combination and diverse
properties of the various technologies used has allowed a framework to be created that
provides highly dynamic and flexible behaviour. Our framework can be applied to
any existing system with no implementation changes necessary to the target system.
However, an understanding of the existing system is required so that the correct adap-
tations and behaviour can be implemented.

As shown in our evaluation results, the use of Framed Aspects gives high levels of
flexibility and reuse in the adaptations being applied to the system. The aspects gener-
ated can be customised to suit a particular scenario due to the generalised aspect code.

As our framework generates the concrete aspects dynamically while the system is
running, any changes made to the Framed Aspects will be reflected in the aspects
woven to the system. Also, our approach allows changes to be made to the policies at
run time that will also be reflected immediately in the system behaviour. These
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techniques allow true dynamic behaviour in that the adaptations themselves can be
altered and these changes will take immediate effect. By delaying the processing of
the Framed Aspects to run time and generating the concrete aspects using run time
information, we have illustrated a new novel use of Frame technology. This dynamic
behaviour adds an overhead to the execution of the target system but our results show
that this overhead is acceptable compared to the benefits gained from such features.

The problem of unanticipated aspect interaction has also been discussed and perhaps
is more critical in our work due to the fact that aspects will be woven automatically and
dynamically. To help to eliminate this problem, the elements in the policy file allow
relationships to be specified. Requires relationships, incompatible-with relationships and
priorities can all be defined to facilitate the correct operation of the system.
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Editorial: AOP Systems, Software and
Middleware

Aspect-oriented software development (AOSD) has grown into a well-established
field within the software engineering community. AOSD is mainly concerned
with developing and applying modularization techniques for the management of
crosscutting concerns in large-scale applications. Though AOSD and, in partic-
ular, techniques for aspect-oriented programming (AOP) have been regularly
introduced at the application level, their usefulness at the middleware and sys-
tems programming level is rapidly proving essential.

Middleware infrastructures and system-level software—including industrial
component platforms, operating systems, and networking abstractions—are rich
targets for applying aspect orientation (AO) for several reasons. First, as basic
infrastructures on which higher-level applications are built, they are typically
subject to many different crosscutting concerns. Second, as a main transparency
mechanism for shielding the applications from intricate hardware details over
various different underlying platforms, systems software tends to require a great
deal of customization. Often, this customization is particularly amenable to the
application of AO. Furthermore, the degree of customization achieved in this
manner can easily give rise to a software product line allowing the combina-
tion and selection of features almost a la carte. Third, modularization of cross-
cutting concerns in the context of systems software frequently requires code
bases of tens of thousands of lines of code to be handled, which, without ade-
quate methodological and programmatic support, would be a daunting endeav-
our. Finally, middleware and systems software are subject to the imperative of
optimal performance: this forbids the use of many modularization techniques
which are appropriate for applications geared towards end users. For these rea-
sons, results on AO for infrastructure software are now regularly published in
the realm of relevant international software engineering and systems confer-
ences and workshops, such as the AOSD and Middleware conferences, ACM
SIGOPS sponsored events, and the series of workshops on hot topics in OS
(HotOS).

Overview of articles and the evaluation process. In this special section, six ar-
ticles are presented which deepen and extend previous work of their respec-
tive authors. Three of these articles treat AOP techniques for middleware
infrastructures, while the three remaining ones apply AOP to crosscutting
concerns at the system level. In the following, we briefly present the main
issues of the various articles and position them in their respective research
contexts.

The first group of three articles explore AOP techniques for middleware in-
frastructures:

A. Rashid and M. Aksit (Eds.): Transactions on AOSD II, LNCS 4242, pp. 66-[68] 2006.
© Springer-Verlag Berlin Heidelberg 2006
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Aspect-Oriented Development of Crosscutting Features in Distributed,
Heterogeneous Systems by Eric Wohlstadter and Premkumar Devanbu

This paper presents the Dado approach to modularize crosscutting concerns in
heterogeneous component-based environments. It presents the notion of adaptlets
that provide means to apply aspects to CORBA objects based on flexible-typed
interactions modifying stubs and skeletons.

Shakeins: Non-Intrusive Aspects for Middleware Frameworks by Tal
Cohen and Joseph (Yossi) Gil

Tal and Gil’s article focuses on a different method to integrate AO support
with an existing middleware infrastructure (here the J2EE platform): shakeins
link aspects to classes uses an inheritance-based approach, similar to mixins.
The resulting system, AspectJ2EE, allows the application of aspects to existing
applications at deployment time.

Run-time and Atomic Weaving of Distributed Aspects by Eddy Truyen
and Wouter Joosen

The last article in this group focuses on the important problem of consistently
applying dynamic aspects to an executing distributed system. To this end, the
authors present how the Lasagne system ensures such a property by a two-phase
protocol: aspects are first deployed at runtime and then activated.

Three articles treat AOP techniques for system-level applications:

TOSKANA: A Toolkit for Operating System Kernel Aspects with
Nice Applications by Michael Engel and Bernd Freisleben

Engel and Freisleben explore the use of dynamic AO techniques to modularize
crosscutting concerns in operating systems. Their TOSKANA toolkit enables
runtime application of aspects to the NetBSD kernel.

Lean And Efficient System Software Product Lines: Where Aspects
Beat Objects by Daniel Lohmann, Olaf Spinczyk, Wolfgang Schréder-Preikschat

This article presents an application of AOP techniques to the important ap-
plication domain of software product lines. Specifically, the Aspect-C++ system
is used to improve resource efficiency in a product line of weather stations.

Providing Configurable QoS Management in Real-Time Systems with
QoS Aspect Packages by Aleksandra Tesanovié, Mehdi Amirijoo, and Jorgen
Hansson

The last paper in this special section presents how AOP techniques can be
used to modularize quality-of-service properties, which typically crosscut existing
applications, using aspects. Furthermore, the authors present an application of
a corresponding aspect-based infrastructure to the real-time database system
COMET.
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To conclude some remarks on the evaluation process. The six articles presented
here have been selected out of ten original submissions each by means of an
evaluation by at least three reviewers; all have been revised two or three times
over a period of 9 months.

July 2006 Yvonne Coady, University of Victoria, Victoria, Canada
Hans-Arno Jacobsen, University of Toronto, Toronto, Canada

Mario Siidholt, INRIA—Ecole des Mines de Nantes, Nantes, France
Associated editors
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Abstract. Some “non-" or “extra-functional” features, such as reliability, secu-
rity, and tracing, defy modularization mechanisms in programming languages.
This makes such features hard to design, implement, and maintain. Implementing
such features within a single platform, using a single language, is hard enough.
With distributed, heterogeneous systems, these features induce complex imple-
mentations which crosscut different languages, OSs, and hardware platforms,
while still needing to share data and events. Worse still, the precise requirements
for such features are often locality-dependent and discovered late (e.g., security
policies). This paper describes an interface description language, Dado, to help
program crosscutting features in CORBA based middleware software through an
aspect-oriented programming. A Dado specification comprises pairs of adaptlets
which are explicitly modeled in an extended version of CORBA IDL. Dado sup-
ports flexible and type-checked interactions (using generated stubs and skele-
tons) between adaptlets and between objects and adaptlets. Dado also supports
co-ordinated, run-time binding of adaptlet-based features to applications in a dis-
tributed setting.

1 Introduction

This paper addresses the problem of supporting the development of late-bound, cross-
cutting features in distributed heterogeneous systems.

Crosscutting features stubbornly resist confinement within the bounds of modules. It
is well known that features such as logging, transactions, security, and fault-tolerance
typically have implementations that straddle module boundaries even within the most
sensible decompositions of systems [, 2| |3, i4]; we present a sample security feature
in the next section which provides yet another example. The scattered implementation
of such features makes them difficult to develop, understand, and maintain. To worsen
matters, the requirements of such features are often late bound. As a specific exam-
ple, access-control (security) policies may vary with each installation site, even for the
same software. Some localities may require client identification for the provision of
certain types of services, others may not. These types of feature requirements are local-
ity dependent, discovered late, and change often. It is highly desirable to accommodate
these requirements without requiring programmers to undertake the difficult challenge
of making a scattered set of changes to a broad set of modules, often late in the game.

A. Rashid and M. Aksit (Eds.): Transactions on AOSD II, LNCS 4242, pp. 691001 2006.
(© Springer-Verlag Berlin Heidelberg 2006
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Distributed heterogeneous systems (abbreviated DH) are part of the IT infra-
structure in many organizations: many needed software functions are provided by
systems assembled from pieces running on different platforms and programmed in
different languages. Distribution arises from pressures such as globalization and mo-
bility. Heterogeneity arises from considerations such as performance, legacy systems,
weight, size, vendor specialization, and energy consumption. In this context, crosscut-
ting feature implementations are scattered across different languages, operating sys-
tems, and hardware platforms. Crosscutting feature implementation elements in one
platform need to correctly exchange information with existing application code, and
with such elements on other platforms. In a WAN context, the presence of different,
incompatible features (e.g., different security policies) may even cause the application
to fail. Some platforms may be too resource-limited or performance-constrained to sup-
port some types of software evolution techniques (e.g., reflection). In some cases, source
code may not be available for modification, so middleware-based wrapping might have
to be used. However, since feature implementations may crosscut platforms, all these
different techniques of software evolution should be allowed to co-exist, and inter-
operate. Traditional aspect-oriented approaches deal with crosscutting features by en-
capsulating a broad set of scattered and tangled implementation fragments into a single
aspectual module. However, they are less useful in this setting:

— The systems are distributed, and so are the changes required to implement the
features. However, these distributed feature-implementation elements need to ex-
change pertinent information. This exchange must not unduly impact performance,
due to additional, distributed message exchange between remote sites.

— The systems are heterogeneous, so scattered and tangled elements may need to
be incorporated into different languages, operating systems, etc., in a consistent
manner.

— Crosscutting features in this setting are late bound. This raises the important issue
of co-ordination. A feature introduced in one distributed application element must
be properly synchronized with a corresponding feature in a partner application.

In this paper, we describe Dado, an approach to developing features that require code
changes, in a DH setting, to both client- and server-side of a remote interaction. We are
specifically interested in these types of end-to-end aspects. We refer to the matched
client—server components that implement these types of aspects as adaptlets. Adaptlets
are given first class status in the middleware development process. The specification
of adaptlets is separated into a language independent interface definition; platform spe-
cific compilers can generate transformations through a variety of techniques. Adaptlets
support distributed information exchange between adaptlet elements; they also support
co-ordinated late-binding between clients and servers. Adaptlets are thus a reformula-
tion of the aspect-oriented programming paradigm to deal with special problems that
arise in the heterogeneous, distributed setting.

We expand upon an approach previously published in a related conference paper [3]].
New case studies are presented in Sects. 6 and 7 using new extensions (such as generic
type parameters) to our previous approach; additional performance measurements and
technical details are included. A new adaptlet inheritance mechanism, inspired by
mixin-layers [[6] is also presented.
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The paper begins with a motivating example in Sect.2. We then survey the broad
technical area in Sect.3. Section4 presents our research goals in more detail. Sec-
tion 5 describes the current status of our Dado implementation (including the run-time,
code-generation, and deployment tools), which is based on the OMG CORBA stan-
dard. Section 6 lays out the details of the motivating example in a concrete case study.
Section 7 provides an additional example with some extensions to Dado. Section 7 de-
scribes closely related projects. Finally we conclude with an overall view of the work,
the current limitations, and our future plans.

2 Security Example

We begin our example with the description of an application, The Remote Collab-
oration Tool (RCT) [7], where a new security concern must be addressed. RCT is
a distributed multi-user interactive environment that supports collaborative activities
in teaching and research settings. The architecture is based on client—server remote
procedure-call (RPC) through the CORBA object-oriented middleware. Users on the
RCT can self-organize into different groups to engage in private chat-room sessions or
file-sharing. Groups can be used to support classroom settings where each student is a
member of a group for each registered class. Multimedia functionality such as interac-
tive voice and collaborative workspaces is supported.

Some components of the RCT are prone to denial-of-service (DoS) attacks because
of the amount of computation required by the components. A DoS attack occurs when
a malicious client (or set of malicious clients) overloads a service with computationally
expensive requests, hindering timely response to legitimate clients. When deploying
RCT in an environment where some clients may not always be trusted, it is desirable to
provide protection from such attacks. Also consider that in certain classroom settings
it is not difficult for malicious users to gain unauthorized access. The client puzzle
protocol (CPP) [8] is one approach that can be used to reduce the risk of this security
problem. CPP protects a component by intercepting client requests and refusing service
until the client software provides a solution to a small mathematical problem.

Adding this feature requires changes to many different server components in the RCT
implementation and also to the client. In a case study (Sect.[6), we identified 76 out of
82 operations in RCT where this feature would apply. The changes are crosscutting and
programs running on different platforms and in different languages might need chang-
ing; the RCT client is written in Java and the server is written in C++ using ORBs from
two different CORBA vendors (resp. JacORB and TAO). Since some platforms may
have performance or battery limitations (e.g., PDAs or laptops) or be remotely located,
different evolution strategies should be allowed and allowed to inter-operate. Changes
to different elements must be made consistently to ensure correct interaction. Changes
must be properly deployed in the different elements, otherwise versioning errors may
result. Since the functions for CPP may apply to other applications, it would be desir-
able to reuse the same implementation, should the platforms be compatible. This paper
presents the details of Dado which is our IDL-centric approach to manage these kinds
of crosscutting changes in a disciplined fashion.
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adaptlets CPP {
client {
around void catchPuzzle() ;
}:

server {
around void CPP() ;
context puzzleSolution (PuzzleResponse solution);

}:

~ e~ o~~~ o~~~ —~
O oo Jo Ul WP

}:

Fig. 1. CPP adaptlets

Dado uses an enhanced IDL model to describe these changes, as in Fig.[Il These
descriptions include two interfaces, one for an adaptlet component to be deployed on
a client and one for an adaptlet component deployed on a server. Adaptlets consist of
three types of operations: advice (as in Aspect]), request operations (not shown in this
example), and context operations.

In the example, the client side has one advice (line 3) used to bracket the execu-
tion of an application invocation. Clients receive puzzle challenges through excep-
tions that can be caught by this code. The server side includes an advice operation
CPP (line 6) that should be bound to application operations protected by the CPP,
the bindings (not shown) can be specified in a separate step. The context opera-
tion puzzleSolution (line 7) allows clients who have been presented with a puzzle
challenge to return their solution through a type-checked interface. We return to a more
thorough discussion of this example in Sect.[f] after more details of the approach have
been presented.

3 Background

There are a variety of approaches to dealing with crosscutting features. Our survey here
is limited by space to be representative rather than exhaustive; no judgment of omitted
or included work is implied.

Several programming languages support novel ways of encapsulating crosscutting
features. Classical syntactic program transforms [9] were perhaps among the earliest to
provide the capability of broad changes to programs. Reflection [10] provided means
of introducing code changes at run-time in languages such as Smalltalk. Composition
Filters [11]] enable programmers to cleanly separate functional object behavior from
code dealing with object interactions. Compile-time [[12} [13] reflection is used in Open
C++/Java and had been extended to load-time in Java using bytecode editing [[14]. Mixin-
layers [[15] provide a way of adding features to methods in several different classes simul-
taneously; our work uses a similar approach to extend matched client—server middleware
features. Implicit Context [[L6] is a method for separating extraneous embedded knowl-
edge (EEK) (or crosscutting knowledge) from the design of a program, and re-weaving
it back in later. Monads and monad transformers [[17] have been used in lazy, pure func-
tional languages to capture crosscutting features such as states and side-effects. They
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work by encapsulating the basic notion of a computation, and then allowing fundamen-
tal evaluation mechanisms such as value propagation to be overridden.

Languages such as Hyper] [l], Aspect] [2]] provide different approaches to imple-
menting crosscutting features in Java. A detailed comparison of these differing ap-
proaches is beyond the scope of this paper; suffice to say we are interested in a DH
setting, thus transcending language boundaries. Our approach uses the joinpoint model
of Aspect] including pointcuts and advice. We assume the reader is familiar with this
paradigm; more details can be found in [2].

Middleware-based approaches are certainly relevant. Interceptors [18,|19] provide a
way of inserting extra functionality into every invocation that originates or arrives at a
request broker; middleware-specific APIs provide means for interceptor code to reflect
upon the details of the intercepted invocations. Some works use specially constructed
reflective ORBs [20, 21]. While these reflective methods are suitable for implementing
crosscutting features, (and for some highly dynamic features may be the only way to do
it) the use of the low-level reflection APIs, along with the need for frequent use of type-
casting makes programming difficult and error-prone; thus it would be preferable to use
more statically checkable methods when possible. Proxies and wrappers [22} 23] are
another approach. However, they are typically tailored for a specific application object
interface; so thus, it would not be possible to reuse a wrapper to implement the same
security policy on entirely different components.

Container models [24] address this problem through code generation. They provide
a fixed set of features (depending on the container vendor) to apply to application com-
ponents. Via configuration files and code-generation, features selected from a given set
can be added to any component. Newer containers such as JBoss [25]], Aspect]2EE [26],
AspectWerkz [27], Spring [28], and JAC [29]] provide aspect-oriented development and
deployment of container features. Just-in-Time Middleware [30] provides an automated
customization approach to middleware, in the context of traditional CORBA middle-
ware. In contrast to our work, these approaches do not focus on support for matched
client—server features by modeling aspects in the IDL.

Section[8] surveys several other closely related works, that are easier to relate to ours
after more details have been presented.

4 Research Problems and Approach Overview

As illustrated in Sect.[2] late-bound, crosscutting features such as security require new
programming models beyond the ones provided by aspect-oriented programming and
middleware such as CORBA. In Dado, we provide these using extra functional elements
called adaptlets which are co-located with (potentially distributed) application software
components. Adaptlets are inspired by the pointcut and advice style design in AOP lan-
guages such as Aspect]. However, the split client-server and heterogeneous language
context of adaptlets differentiates the approach from standard Aspect] aspects. Before
going into the full technical details of Dado we begin with a motivating discussion of
the main goals of our project. Each sub-section begins with a description of a problem
we sought to address, followed by a brief outline of our approach with a reference to
the text (in Sect. 5) that describes the approach in detail.
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4.1 Heterogeneity

The precise means of incorporating adaptlets into the application execution (such as
source/binary transformation or runtime wrapping) may depend on the platform; even
s0, heterogeneous adaptlets should co-exist and inter-operate correctly. In CORBA, this
heterogeneity is managed through IDL-based tools to generate communication code, as
well as a run-time ORB platform; we take a similar approach for adaptlets by extending
the IDL.

Dado employs an enhanced IDL and code-generation to support the following:

— Explicit interface-level modeling of adaptlets and their interaction with application
components.

— Ability to implement adaptlets in different languages, while supporting:

— safer interaction (via static type-checking) between adaptlets, with automated gen-
eration of marshaling and instrumentation code. An extension to support parametric
types is presented in Sect.[Z}

More details can be found in Sect.[3.2]

4.2 Customized Deployment

Features such as security, fault-tolerance, billing etc. are highly location-dependent.
We therefore must be able to support late binding and flexible deployment of Dado
adaptlets. Consider that container standards such as J2EE allow independent container
developers to develop features that are customized for specific applications at deploy-
ment time. Likewise, we would like to allow vendors to build crosscutting features
(based on adaptlets) independently of application builders, and then allow deployment
experts to combine them with applications to suit their needs. Here we also seek an
abstract, platform-independent way of specifying binding and deployment.

Dado allows separation of the adaptlet interface definition from a deployment de-
scription, which specifies the precise deployment context of adaptlets (using a pointcut
language and inheritance mechanism similar to Aspect]). This allows a deployment
expert to tune the connection between adaptlets and different application components.
Details can be found in Sect.3.3

4.3 Adaptlet Communication

The distributed pair of adaptlets comprising a crosscutting feature implementation (in a
client—server setting) may need to communicate with each other. For example, the client
side may send credentials to a server side (for a security feature). The server side may
send the client the cost accrued for providing a particular service, or send the client side
information on the remaining balance of pre-paid credit. As another example, the server
side may require the client side to cache a response, and send back a time-to-live (TTL)
value. However, application IDL interfaces may have already been fixed, so adaptlets
would need to resort to communicating through dynamically typed data if additional
IDL support were not provided.
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Dado allows adaptlets on the client and server side to communicate via messages.
However, rather than inducing additional middleware invocations, multiple messages
are piggy-backed within the single pre-existing application invocation. Unlike tra-
ditional interceptor-based approaches, these interactions statically-typed in our IDL.
More details can be found in Sect.[5.4]

4.4 Dynamic Feature Recognition

Because of run-time conditions, applications may desire to use several different fea-
tures. For example, in response to increasing load, a server may want to instruct clients
to redirect certain requests to other servers for a given period of time. As another exam-
ple, a server may respond to security conditions (e.g., a DoS attack) by engaging pro-
tection mechanisms. In these settings, clients may find that servers have (at run-time)
incorporated new features, and must respond by deploying matching feature imple-
mentations. In a dynamic, widely distributed context spanning multiple administrative
domains, clients may become aware only at run-time of the adaptlets associated with a
server object. Thus adaptlets may need to be deployed at runtime.

Dado clients transparently (without additional programming) discover the adaptlets
associated with a server, and deploy additional client-side adaptlets as needed. More
details can be found in Sect.[5.3

5 Dado

Currently, the process of building DH systems using middleware such as CORBA be-
gins by specifying the high-level interfaces using IDL. IDL specifications are then im-
plemented by developers on different platforms and perhaps in different languages.
When implementation is complete, the users of the distributed system can run ORBs
on a network as suited to the application and organizational needs, and deploy the con-
stituent application objects.

Dado brings three new roles into this process (see Fig.2): the adaptlet architect,
adaptlet programmer, and adaptlet deployment expert.

An adaptlet architect begins the process by describing an adaptlet (which imple-
ments a feature that crosscuts a client and server) in an enhanced IDL, the Dado
Description Language (DDL). The interface describes a matched pair of client/server
interfaces, which consist of several operations, just like an IDL interface. These inter-
faces are then compiled using DDL compilers for a target implementation language
(e.g., Java or C++), producing marshaling routines and typing environments. Adaptlet
programmers then provide an implementation, consistent with the generated typing
environments.

The deployment expert binds an implemented adaptlet to a given application by
specifying bindings using a pointcut language. The deployment expert will need to
understand both the application and the adaptlet, and select the bindings based on the
specific installation. Currently, applications are instrumented in two different ways:
through generated Aspect] code (for Java) or generation of middleware wrappers (for
C++). A specialized CORBA IDL compiler (the Dado IDL compiler) is provided for
this purpose.
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Fig. 2. Dado Development Process. The left hand side (within the dotted lines) indicates the con-
ventional CORBA process. On the right, the adaptlets development begins (/) with modeling
the interface of Dado adaptlets using DDL; from this the DDL compiler generates (2) marshal-
ing code, and typing environments for adaptlet implementations. The programmer writes (3) the
adaptlet implementations and links to get (4) the adaptlets. Now, the deployment expert extends
adaptlets using (5) pointcuts, and these are used to generate (6) a FACTORY for obtaining DEC-
ORATOR implementations at run-time (7). Applications are instrumented independently by the
Dado IDL compiler. An Aspect] aspect or TAO PROXY is generated (8) and used to modify the
existing application (9).

Throughout this section we present the details of Dado using the running example
of an invocation timing feature. The current Dado implementation includes the DDL
language for adaptlets, a DDL compiler for C++ and Java, and the Dado IDL com-
piler to modify applications for two different open-source ORBs (JacORB [31]] and the
TAO [32]] ORB).

5.1 Timing Example

In this section we use the running example of a remote invocation timing monitor. This
simple example is used to ground the discussion of newly introduced concepts; we
return to the security example in Sect.[6l Here we discuss the high-level requirements
for the timing implementation.

One could write code (e.g., using interceptors [[19, [33] or aspects) to attach to the
client that will record the time each invocation leaves and each response arrives. How-
ever, the client may also want the invocation arrival-time at the server, and the reply
sending-time in order to compute the actual processing time. This scenario demands
more coordination between interacting client and server components.

This section, through the example, demonstrates how Dado provides four critical
elements. First, clients must be able to ask the server for timing statistics. Only some
clients will request this feature; others may not. Timing measurements will only
be taken and returned when requested. Second, servers may return data through a
type-checked interface. Third, clients need some way to modify existing software to add
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logic for requesting timing statistics; different means should be allowed. Finally, client
and server adaptations should be coordinated; clients will not request timing statistics
from servers unable to provide them.

5.2 Dado Description Language

Dado adopts the philosophy that IDL-level models provide an excellent software engi-
neering methodology for distributed systems. In addition to promoting better conceptu-
alization of the design, one can construct tools to generate useful marshaling code and
typing environments for static type-checking.

A client and server adaptlet can be described together in a shared scope by declaring
both inside the adapt lets element. This scope can be viewed as a role-based collabo-
ration [6] of client and server adaptlets. The client and server adaptlets described in this
way share a common name, used to coordinate run-time deployment. The scope also
provides a way to coordinate client and server adaptlets at the interface level. This may
be needed at deployment time, through pointcuts and advice, and at run-time, through
request and context messages.

Adaptlet Inheritance. Adaptlet interfaces can be extended through object-oriented
multiple interface inheritance. Client adaptlets in a sub-adaptletsl scope implicitly
inherit from the client adaptlet in the super-adaptlets scope; a server adaptlet is similarly
extended. This is analogous to the inheritance provided by mixin layers where classes
in one layer simultaneously extend from classes in another layer, but specialized for the
case of client/server interface definitions.

Inheritance provides for the description of generic adaptlets that are subsequently
tailored for specific applications. The architect will write interfaces for client and server
adaptlets, which are then implemented by programmers. A deployment expert can then
add an adaptlet to an application by extending either the adaptlet interfaces (through
DDL multiple inheritance), adaptlet implementations (through Java single inheritance
or C++ multiple inheritance), or both. The inheritance model expands the notion of
Aspect]’s aspect inheritance to client/server adaptlet collaborations.

Adaptlet Operations. Each adaptlet may support several operations, which may be
of three different kinds. First, before or after advice operations are specified as
standard CORBA operations (with an implicit void return type) or optionally tagged as
around (including a specific return type). Advice operations (Sect.3.3) provide only
the signature of an advice; the body is implemented in a programming language bind-
ing. Advice operations may be bound via pointcut patterns to application interfaces.
They basically provide additional code that is run every time certain operations defined
in an IDL interface are invoked. Code in the distinguished around advice have full
access to modify intercepted application information, whereas other advice do not (as
in Aspect]). Second, adaptlets can also include request operations. These are asyn-
chronous events that may be generated by any adaptlet advice causing an operation to be

! We use the terms sub-, super-, and base-adaptlets/adaptlet in analogy to sub, super, and base
classes.
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invoked on a matched adaptlet partner (Sect.[3.3). Third, context operations provide
similar functionality but must be polled for by an adaptlet partner, rather than triggering
operation invocation (Sect.[5.4).

DDL for Timing Example. In Fig.[8l we see the base client and server Timing
adaptlets. Each adaptlet includes one request operation.

The operation timeRequest (line 8) is a request message that can be gener-
ated by the client side of the adaptlet. This message is added to the application invo-
cation and dispatched to the server-side adaptlet. The server adaptlet can respond to a
timeRequest by taking two timing measurements to determine the actual execution
time for that application method invocation. It can then report the results back to the
client, using the client request timeResult (line 3).

In order to trigger this exchange of request messages some advice (line 4) must
be added to the client side. Later Sect.[5.3] shows how a deployment expert can extend
the client adaptlet to include the advice.

DDL Language Mapping. The DDL compiler generates typing environments, as well
as stub and skeleton functions. The generated typing environments (C++ header files or
Java interfaces) ensure that matched client/server adaptlet implementations can safely
inter-operate. Adaptlets can currently be implemented in either C++ or Java but must
be written in the same language as the application. This is primarily for performance
reasons; if adaptlets are in a different language, it would be necessary to endure an
expensive traversal through the layers of the middleware stack to get from an application
object to an adaptlet.

adaptlets Timing {
client {
request timeResult (TimeBase::IntervalT interval) ;
timedOperation() ;

}:

server {
request timeRequest () ;

Fig. 3. Timing client and server adaptlets. Written by Service Architect as in item 1, Fig.2l
Deployment specified in Fig. 5.

Each adaptlet interface is used to generate the appropriate programming language
interfaces and the specialized communication code for request and context op-
erations. These are then used by programmers to build the adaptlet implementations.
FigureH] shows the Java implementation code for the client base-adaptlet.

From the adaptlets in Fig.3l the DDL compiler can generate the interface
Timing Client@ which is referenced in Fig.dl line 1. The declaration of the

% The suffix Client is appended for a client adaptlet and Server for a server adaptlet.
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(1) class Timing Client Impl implements Timing Client {
(2)

(3) Timing Server Stub that;

(4) void initialize(Timing Server Stub that) {

(5) that = that;

(6) }

(7) void timedOperation() {

(8) that.timingRequest () ;

(9) }

(10) void timeResult (TimeBase.IntervalT tim) {

(11) System.out.println(time.lower bound +

(12) " " + time.upper bound) ;
(13) }

(14)}

Fig. 4. Timing implementation. Written by Service Programmer as in item 3, Fig.Dl

interface (not shown, however implied by the implementation) includes three
methods.

The first, initialize, allows the implementation to obtain a reference to the
server side stub of the matched partner. It is important to note that this is not a standard
remote object stub but a custom stub generated for request and context operation
semantics. The reference can be used to communicate through operations declared on
the server side, such as timeRequest (Fig.[3l line 8).

A second operation, timedOperation has been added to trigger the timing
requests for particular client operations. This is achieved on line 8 by invoking the
timeRequest operation on the provided server adaptlet stub. However, the actual
pointcut is left for a deployment expert to fill in later.

The third method defined in the interface is timeResult (lines 10-12). This
method will be invoked whenever the server-side adaptlet adds a timeResult
request by using a client adaptlet stub. Here, the implementation simply prints
out the results. So far, in this section we provided an introduction to the adaptlet in-
terface language called DDL. We saw how the DDL is used to generate interfaces im-
plemented by adaptlet programmers. The implementation could make use of stubs that
refer to the matched client or server adaptlet. The details presented were moti-
vated by three concepts: that adaptlet implementation should be provided a statically
typed-environment for communication, that communication details would be automat-
ically generated, and that generic and application specific components could be sepa-
rated through inheritance.

5.3 Application Instrumentation for Feature Deployment

In order to trigger adaptlet behavior at runtime, application code must somehow be
modified, or execution intercepted to capture the right events. A wide range of bi-
nary and source-code, static and dynamic instrumentation mechanisms have been
reported [2, [14, 34]. Middleware, also, can support highly dynamic reflective mecha-
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nisms [35}36]. We have explored heterogeneity in the implementation of the triggering
mechanism; thus, while the pointcut specifies the high-level design of the binding, dif-
ferent implementation strategies are possible. Applications are prepared statically, for
adaptation by adaptlets at run-time. This is done in a generic fashion. The preparation
steps do not depend on the adaptlets that will be added. Instrumentation takes place on
the client and server CORBA stubs and skeletons. During the instantiation of stubs or
skeletons, a FACTORY [37]] is consulted to obtain a reference to a list of DECORATORS
which wrap the stub or skeleton. Each decorator also acts as an ADAPTER from the inter-
face of an application to a particular adaptlet. The generated decorators are hard-coded
to know what advice should execute and how to map parameters from the application
to the adaptlet operations. Adaptlets can be added and removed at run-time through
management of decorators, however in this paper we only focus on the case where
clients must add adaptlets to match those of a particular server. Service programmers
need not concern themselves with details of how decorators are generated or deployed,
they simply implement methods of the generated interface. Likewise, a deployment
expert can use interface level pointcuts to provide the binding to an application. Op-
tionally, deployment experts can specialize an adaptlet using standard OO inheritance
mechanisms.

For C++, we make use of two mechanisms available in the TAO ORB: the TAO
smart proxies [18]] and the Object Reference Factory [33]]. Similar mechanisms do not
currently exist in JacORB, so Aspect] was a natural alternative.

Both the smart proxy and the Object Reference Factory essentially provide the
same functionality for our purpose; details vary in the implementation. The smart
proxy acts on the client and the Object Reference Factory acts on the server. Both
allow stubs or skeletons to be wrapped by decorators. Equivalent code that was imple-
mented in the C++ decorators is implemented as generated AspectJ advice for the Java
implementation.

Naturally, client- and server-side adaptlets, even if using different languages or dif-
ferent instrumentation mechanisms, are fully inter-operable. The adaptlet programmer
remains agnostic with respect to the actual instrumentation mechanism that is used to
trigger the adaptlet.

Binding Advice Operations. Recall that Dado introduces several new crosscutting
feature-related roles into the software process: an adaptlet architect, adaptlet program-
mer, and an adaptlet deployment expert. When an architect decides that some additional
behavior on the client or server of a distributed application is desirable, she can add an
advice operation to the interface of an adaptlet. The programmer has the obligation to

(1) adaptlets TimeStockServer : Timing {

(2) client {

(3) before() : call(float StockServer::getQuote(in string))
(4) -> timedOperation() ;

(5) }:

(6)};

Fig. 5. Timing deploy. Written by Deployment Expert as in item 5, Fig.2l
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implement each advice. The deployment expert can then add the behavior specified by
the advice interface to a specific application object by writing an appropriate point-
cut. Additionally, the deployment expert can specialize the advice implementation by
overriding any advice using a sub-adaptlet.

In the example, to deploy Timing adaptlets for a given application object, the
server-side would make the feature available by registering a server Timing adaptlet.
When clients become aware of those server objects, the Dado run-time will automati-
cally deploy client adaptlets based on the client’s pointcuts (Fig.[3). Thus, for matched
client/server adaptlets each client-side pointcut is implicitly conditional on the deploy-
ment of the particular server-side adaptlet for each server object. Depending on which
server object an invocation is destined for helps determine whether the pointcut applies.
Server adaptlets are only made aware of the existence of a matched client-side adaptlet
when a request or context message is found. This asymmetric setup follows the
CORBA distributed object philosophy [33]] where client processes do not export any
referenceable identity.

In this deployment (Fig.5) the client would like invocations to the getQuote
operation of a StockServer interface to be intercepted by the advice
timedOperation. Here, a client deployment expert extends the Timing adaptlet
interface independently from the server. The server side is unaware of the pointcut
binding on lines 3, 4. The server-side does not need to specify any additional point-
cut instructions, as the request operation timeRequest is invoked dynamically
by the client-side adaptlet.

Adaptlet Request Operations. Some adaptlets can be implemented simply by execut-
ing advice on the client- or server-side. However, in some cases, additional information
may need to be sent along from the client to the server-side adaptlet (or vice versa).

In our running example we presented a feature where a client-side adaptlet can
request that a matching server adaptlet calculate server processing time for specific
invocations, and then communicate this information back to the client adaptlet. This
additional information conveyed between client and server adaptlets is contextual. It
must be associated with some original CORBA invocation; in other words, it would not
make sense to communicate this information “out-of-band” by introducing new opera-
tions into the application IDL. So, the timing behavior by the server adaptlet must occur
before and after the processing of the invocation for which the client adaptlet requested
measurements.

The architect can include operations tagged with the request modifier keyword
to provide an extra communication path between client and server adaptlets that
is associated with the current CORBA invocation. The body of client and server
advice can be programmed to add request messages by using a reference which
exposes the interface of request operations available to a client adaptlet by the server
adaptlet and vice versa. A client-side request acts as a conditional a f ter advice that
is triggered by a server-side adaptlet, which provides the actual arguments. Likewise, a
server-side request acts as a conditional around advice, triggered by the client-side.

Adaptlet requests give developers more ways of programming interactions between
client-side and server-side adaptlets. Consider that a client adaptlet may require differ-
ent types of actions to be taken at the server side. As a very simple example, a per-use
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payment adaptlet attached to a server object might accept e-cash payments, or a credit
card. Another example is authentication. It could be based on Kerberos-style tokens, or
on a simple password. We could include both options as possible parameters, in a single
operation signature, along with an extra flag to indicate the active choice; this leads to
poorly modularized operations with many arguments. Rather, we take the “distributed
object” philosophy of supporting different requests at a single server object; we allow
adaptlets on either side to support several different requests.

Adaptlet requests are implemented as one-way, asynchronous “piggy-backed” mes-
sages that are sent along with an invocation (from client to server) or a response (vice
versa). Since multiple features can be present simultaneously, the requests are queued
on each client and packaged with the original invocation. This is implemented using an
extensibility element in the CORBA protocol called the Service Context.

Advice and request play different roles in adapting the execution of a distributed
application. Advice operations are used to add code at points in the program determined
by pointcut based deployment. Pointcuts create a connection between client programs
and client adaptlets or server objects and server adaptlets only. The connection between
client adaptlets and server adaptlets is made through request messages and is completely
dynamic. The request messages serve both to convey additional information and invoke
behavior to process the information. In essence, request messages provide a form of
dynamic per-invocation adaptation [38]] while supporting type-checked interactions and
modular design through IDL declaration.

5.4 Adaptlet Context Operations

In some circumstances a feature may require extra data to be shared by the client and
server adaptlets. Previously, we described how this could be achieved using a request
message. When a request message arrived at a matched adaptlet, some operation
was invoked that matched the signature of the message. This provided the semantics we
required for conditionally executing timing requests.

In other situations, adaptlet advice will be required that should not be executed con-
ditionally, but still needs to share data with it’s partner. For example, consider an access
control advice which will check client credentials and throw an exception when en-
countering an invalid password. In this case (as opposed to the timing example case) it
would not make sense for the access control advice to be conditionally executed; clients
do not ask for access control, they simply provide some data (e.g., a password) to be
used by a server-side advice.

For these situations we provide the context operation which provides for the flow
of context directly between advice. The technical differences between request and
context operations are motivated by differing usages. Whereas a request allows
an advice to dynamically trigger additional pre- or post-processing code to be executed
with a particular RPC, a context operation simply allows an advice on one host to
share data with an advice on another host.

Instead of being dispatched to a method site, context messages are stored as thread
local variables and unmarshaled on-demand. The provided actual arguments of the con-
text operation can be polled for by an advice through a local operation. This operation
returns either true or false, indicating whether the message is available. So, in the case
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of an access control advice on a server, the advice would throw an exception if a pass-
word message is not available or is not valid, and allow a procedure call to proceed
otherwise. We further show how context is useful in the implementation of the CPP
server adaptlet (Sect. 6).

5.5 Transparent Late Service Binding

In a WAN environment such as the Internet, where servers are discovered at run-time,
clients cannot predict the set of features provided by (or required by) a particular server
until it is located. Static approaches that install new features based only on type infor-
mation cannot easily provide this kind of late binding.

When server objects are associated with an adaptlet (this happens at deployment time
via a configuration file), they are assigned an external object reference that is used by
the client side run-time to detect the applicable features.

Essentially, the reference encodes information about the adaptlets associated with
this object. Our implementation uses the Tagged 1(0):5] Components which is an ex-
tensibility element of the CORBA IOR format. This information is used by the Dado
interception logic on the client-side to dynamically engage the corresponding client-
side adaptlets during stub creation.

The process is graphically illustrated in Fig.[6l When an application object registers
itself with a naming service, the reference encodes all active adaptlets (Arrow 1). Sub-
sequently, a retrieved reference (2) is intercepted by the Dado runtime, which decodes
the applicable adaptlet identifiers from the reference. For each operation in the inter-
face, it injects the appropriate advice into the execution path of invocations originating
from the client.

A special case occurs when a client adaptlet or server adaptlet independently ex-
tend from a pair of matched adaptlets; perhaps a deployment expert needed to per-
form some customization of one side. These sub-types may not match exactly by
simply comparing the names of the types. In this case, the adaptlets are coordinated
through their “least” common base-type. This can be seen in in Fig.[3l The client
adaptlet type TimeStockServer will match any server adaptlet of type Timing,
so that the client adaptlet’s reference to the server adaptlet will properly expose the
expected operations.

The late-binding process ensures that client adaptlets are deployed to match adaptlets
on the server and removes the responsibility of detecting and deploying applicable
adaptlets for each object from the programmer.

5.6 Measurements

High-level programming abstractions, such as those offered by Dado, can often come
with some additional run-time overhead. Benefits to program development and main-
tainance must be carefully evaluated with a clear understanding of this overhead. Here
we measure the incremental effect of the actual marshaling work induced by the new
communication code (generated by the DDL compiler), as well as for dispatching adapt-
let advice and request. For this reason, we use null advice and request methods that do
no computation, so that we can focus primarily on the actual overhead of the runtime.

3 Interoperable Object Reference: used by the CORBA ORB to locate server objects.
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BILL b1:BILL
Client Server
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Adaptletes
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Fig. 6. Late-binding adaptations (I) Server object, with Security and Transaction adaptlets,
named “bl” of type “Bill” is registered with a Naming service. The identifiers “Transaction”
and “Security” are tagged to the external object reference. When client looks up object named
“b1”, the returned object reference (2) is intercepted by Dado component. Dado attempts (3)
to find client-side adaptlets for “Transaction” and “‘Security” from client-side factory. Factory
creates and binds transactions (7)) and security (S) adaptlets to client application object.

The measurements were taken for a single client—server pair over a local area net-
work. The client machine was a 1.80 GHz Intel Pentium with 1 GB main memory run-
ning Linux 7.1. The client middleware was JacORB 1.4 on JDK 1.4. The server machine
was an 800 MHz Intel Pentium Laptop with 512 MB main memory running Microsoft
Windows 2000. Server software used TAO 1.2 compiled in C++ Visual Studio. The
DDL interface to the adaptlet used for performance measurement is shown in Fig.[Z}

As can be seen, there is one client-side advice and one server side request. The client-
side advice is bound to a method-call (with a single argument of type string) by a
pointcut. In our implementation (not shown), the client-side advice simply captures the
string argument from the invocation and calls the server side request, passing along the
string argument. So the overhead we are measuring (beyond the normal CORBA in-
vocation overhead) includes the additional cost of: intercepting the invocation on the

adaptlets Test{

client {
grabArg (string arg) ;
before(in string arg) : call(* StockServer::getQuote(arg))
-> grabArg(arg) ;
}i

server {
request putArg(string arg);

i

Fig. 7. Test adaptlets
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client-side, dispatching the client-side advice, executing the client-side request stub,
marshaling the additional data, transmitting the additional data over the wire, unmar-
shaling the data on the server side, and dispatching and executing the request imple-
mentation on the server side. All measurements given here are for round-trip delays for
a simple invocation that sends a “hello world” string. The data is averaged over 1,000
invocations, and is given in milliseconds.

Experiment 100 Base-T RPC (ms)
1. Plain CORBA 0.65

2. with 1 advice execution, 1 request 1

3. with 10 advice executions, No request 0.68

4. with 10 advice executions, 10 request 1.52

5. Plain CORBA with equivalent raw

data Payload for 10 requests 1.38

Fig. 8. Micro-benchmarks

The first row is the plain unloaded CORBA call (Fig. 8), as a baseline for compar-
ison. The second row is a CORBA call with one adaptlet advice, and one additional
request. In the third row, we show the effect of applying the advice ten times. The fourth
row shows the effect of executing the advice shown on the second row ten times, and
attaching a request for each advice. The critical fifth row shows an interesting compar-
ison: it measures the plain CORBA call, with additional “piggy-backed” data, exactly
equivalent to 10 request messages, without any adaptlet code whatsoever. This row
corresponds to the precise straw-man comparison for sending data without Dado, and
corresponds to the way interceptor-based features (such as Transactions and Real-Time,
as per [33l], page 30 of Chap. 13) are currently programmed.

As can be seen, the advice itself, which does not send any data, does not induce very
large overheads (comparing rows 1 and 3, it is about 5% in both cases for ten advice
invocations). We believe the overhead for sending requests is largely due to the base
cost of marshaling and adding our “piggybacked” messages using the Portable Inter-
ceptor API. Another source of overhead may be the use of thread local variables. This
is required because the Portable Interceptor API does not provide a way for intercep-
tors to pass data up to higher middleware layers on a language runtime stack. Finally,
request messages require an additional hashtable lookup to map operation identifiers to
function pointers.

In the future we plan to construct more tests to further isolate sources of overhead
in the individual Java and C++ code, to enable optimization of our implementation.
We also plan to perform tests using a more realistic client workload, as opposed to the
single client—server setup.

6 Client Puzzle-Protocol

As Sect.[2 discussed, CPP defends against cpu-bound DoS attacks. The protocol inter-
cepts client requests and allows only those accompanied by a puzzle solution. The time
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it takes to solve the problems is predictable; fresh problem instances are created for each
request. The need to solve puzzles throttles back the client, preventing it from overload-
ing the server. Typically the puzzle involves finding a collision in a hash function, e.g.,
finding an input string that hashes to a given n bit value modulo 2™, for n > m. Such
puzzles are very easy to generate and require about 2" times as much effort to solve, as
to generate. Here, m is called the difficulty, size, or length of the puzzle. The advantage
of CPP over traditional authentication techniques is that CPP defends against DoS even
in the face of forged or stolen credentials; additionally, CPP can work in an environ-
ment where clients are anonymous. This example is made more concrete through Fig.[]
which describes the data types used in the example first presented in Sect.2l

(1) struct PuzzleChallenge {
(2) long puzzlelD;

(3) short puzzleLength;

(4) Octet64 puzzlePreImage;
(5) Octetl6 puzzleHash;

(6) };

(7) exception PuzzleException {
8) PuzzleChallenge challenge;
(9) };

(10) struct PuzzleResponse {
(11) long puzzlelD;

(12) Octet64 puzzleSolution;
(13) };

Fig. 9. Client-puzzle protocol messages

A server can generate a PuzzleChallenge, as in line 1. The
PuzzleChallenge is delivered to a client through the PuzzleException
(line 7) which encapsulates the challenge. The server will not honor the client’s
invocation until it has solved the puzzle. It can provide a solution through the structure
on line 10. Now, we discuss the rationale for this protocol.

By providing a solution to the puzzle a client has proven to the server that it has
performed a certain computational task. In other words, the client has expended some
amount of CPU resources. Pragmatically, no client can ever obtain an infinite amount of
CPU resources. The CPP is designed so that legitimate clients expend a minor amount
of resources. However, since a server can increase the difficulty of puzzles as it becomes
overloaded, launching a DoS attack would require more resources than is practical.

6.1 CPP Implementations

The implementation of the CPP is completely application agnostic (recall the DDL
given in Fig.[Tl Sect.[2). The only interaction with the application is through modifica-
tion of the client/server control flow. Server responses are preceded by the issuing of
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a PuzzleException and subsequent verification of the PuzzleResponse. First,
we present the client implementation where PuzzleExceptions are caught and used
to construct the PuzzleResponse.

(1) CPP ClientImpl implements CPP Client {

(2) void catchPuzzle (catchPuzzle Proceed proceed) {
(3) try {

(4) proceed.proceed() ;

(5) }

(6) catch(PuzzleException pc) {

(7) try {

(8) PuzzleSolution ps;

(9) ps.puzzlelID = pc.challenge.puzzlelD;
(10) recursiveSolver (pc.challenge.length,
(11) pc.challenge.puzzlePrelImage) ;
(12) ps.puzzleSolution=pc.challenge.puzzlePrelmage;
(13) that.puzzleSolution (ps) ;

(14) proceed.proceed() ;

(15) }

(16) catch(PuzzleException pc2) {

(17) throw new NO PERMISSION ("CPP Error");
(18) }

(19) }

(20) }

(21)}

Fig. 10. CPP ClientImpl: Declaration of that and initialize not shown

The client implementation, Fig.[I0 consists of one operation catchPuzzle. This
code is placed around invocations that may potentially raise a PuzzleException. In
Dado, a special argument (shown on line 2) is provided to every around advice. It pro-
vides the same functionality as the proceed keyword in the Aspect] language, which
invokes execution of the original application code. However, in Dado, no special lan-
guage is used for the implementation of adaptlets. The proceed object encapsulates
a reference to the next adaptlet decorator on the list. When the function proceed is
invoked, it indirectly causes any other adaptlet advice to be invoked. Currently, excep-
tions are not statically checked, in the future we plan to implement a more sophisticated
exception handling mechanism. In lines 3-5 an attempt is made to contact the server by
proceeding with the invocation. In case an exception is raised, it is handled in lines
7-15.

First, the ID of the puzzle is copied (line 9) so that the server may correlate challenges
and responses. We note that it is not feasible for a client to guess a solution by forging
an ID. Second, a “helper” method, recursiveSolver (not shown), is called to solve
the puzzle (line 10). Once the puzzle is solved it is added to the invocation through the
puzzleSolution context message (line 13). Once again the invocation is attempted
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on line 14. If failure occurs for the second time, the client adaptlet gives up and throws
an exception to the application (line 17).

(1) CPP ServerImpl implements CPP Server {

(2) void CPP(CPP Proceed proceed){

(3) PuzzleResponseHolder resp;

(4) if ( that.puzzleSolution(resp) && checkResponse (resp))
(5) proceed.proceed() ;

(6) else {

(7) PuzzleChallenge challenge = createChallenge(16);
(8) throw new PuzzleException(challenge) ;

(9) }

(10) }

(11)}

Fig. 11. CPP ServerImpl: Declaration of that and initialize not shown

Now we turn to the CPP Server implementation in Fig.[ITl Here also, only one op-
eration is required to be implemented since the context operation is only a vehicle for
communicating PuzzleResponses to the existing advice. The advice is declared on
line 2. It must first check for an incoming response (line 4). If one is available, it must
also verify its validity (also line 4) by a call to the helper method checkResponse
(not shown). At this point the invocation is allowed to proceed. Otherwise, a new
challenge will be created (line 7) by calling createChallenge (also not shown).
The challenge is delivered to the client through an exception. If client and server de-
ployment have been properly coordinated, the advice on the client side will catch the
exception. Otherwise, the exception will propagate to the application. One of our mo-
tivations for explicitly describing matched client and server adaptlets is to help ensure
this proper coordination.

6.2 RCT Implementation

To test the compatibility of our implemented Dado software, we set out to deploy an
example on a realistic CORBA application. This was done to see if we had made some
unrealistic assumptions in our design choices. Although a single case study cannot serve
to completely validate our implementation, it has proven useful in understanding some
CORBA use-cases that were not previously anticipated. Here we present our example
deployment using the CPP adaptlets and the RCT application.

As was discussed in Sect. 2.2, the RCT is a client/server application running over
the CORBA middleware. Since this software was developed by an outside third-party
we felt it made a good candidate for our case-study. An initial problem involved the
server-side software implemented in C++. This software utilized the Omni ORB, while
our software was written for the TAO ORB. Omni ORB does not support the mecha-
nisms we required for transparent wrapping of client and server side objects (through
the Object Reference Factory). After an initial review of the RCT implementation we
judged that it would be straightforward to “port” the software to the TAO ORB. At this
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time we became familiar with the implementation details of the RCT server software.
On the client side we had very little difficulty. Our Aspect] implementation depends
only on the details of the generated CORBA stubs and skeletons. For Java, the inter-
face of this code is standardized by the CORBA Portable Stubs/Server specification.

Previously, we had implemented the generic CPP Java and C++ adaptlets. We hy-
pothesized that some applications would require protection on some but not all of the
operations made available to clients. In these cases pointcuts could be used by a deploy-
ment expert to seamlessly apply the CPP protocol across those operations.

After reviewing the server software we noticed that a subset of the operations across
the RCT interfaces had code that interacted with the server-local relational database.
We identified this as a crosscutting concern. These operations were seen to be highly
CPU intensive. Each query to the database involves communication across processes
and execution of the relational query engine. The other operations (those not part of the
database concern) simply return some values stored in the CORBA objects.

This database concern that we identified serves as the basis for the example deploy-
ment of the CPP adaptlets.

(1) adaptlets CPP RCT : CPP {

(2) pointcut databaseConcern() :!(call(x Server::x(..)) ||
(3) call (* PingServer::*(..)));
(4) client {

(5) around() : databaseConcern() -> catchPuzzle();

(6) }:

(7) server {

(8) around() : databaseConcern() -> CPP();

(9) }:

(10) };

Fig. 12. CPP RCT

CPP Deployment. As shown in Fig.[I2] the pointcut databaseConcern is declared
inside the adaptlets scope and shared by both the client and server adaptlets. This
allows coordination of advice that throws puzzle exceptions and advice that catches
puzzle exceptions. In this case, our late-binding mechanism will enforce that the client
CPP RCT adaptlet will only be deployed with matching server CPP RCT adaptlets;
any other sub-type of the CPP adaptlet will not be allowed in its place. This ensures
deployment across the client and server is coordinated by the pointcut. The pointcut
matches 76 operations in the interfaces of the RCT application except those declared in
either the Server or PingServer interface.

It is often claimed that a pointcut, such as the one shown here, is more concisely
able to capture the intention of the developer modifying an application. Here, the
databaseConcern is captured and ameliorated by applying the CPP protocol.
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6.3 CPP Measurements

To measure the end-to-end overhead of our generated code, we compare our adaptlet
tool modified RCT application with a hand-modified RCT application. As we described
earlier, our current implementation has not been optimized for performance and these
results can help to highlight pitfalls in implementation and to focus further implemen-
tation efforts. We measure the round-trip latency for a synchronous RPC for eight dif-
ferent application configurations. Measurements were performed in two different en-
vironments. The first environment was a single 1.6 GHz Pentium M laptop computer
with 1 GB of main memory running both client and server processes in Windows XP
Professional. The second environment placed the client process on a 2 GHz Pentium
IV computer running Linux at UCDavis and the server process on the aforementioned
laptop computer at the University of British Columbia. First we present the details and
measurements for the traditional application configurations where no tool support is
used. Then we compare these results with the configuration and measurements of the
adaptlet modified application.

The baseline “App” configuration measures the round-trip latency for a call
to a function called get id from user alias on the RCT server. This was
chosen as a representative application function for convenience because its ex-
ecution presumes no particular application state. We hand-modified the origi-
nal Java RCT 1.0 client application to take timing measurements using the
java.lang.System.currentTimeMillis () function before and after 10,000
calls in the local environment and 100 calls in the Internet environment. The values
presented are the average over the 10,000 (100) calls in milliseconds. We performed ten
trials of the 10,000 (100) calls and took the average of each measurement. The standard
deviation for the local measurements was quite small; for example, 0.0014 in measure-
ment 1. In the case of the Internet measurements, the deviation was more significant;
for example, 4.19 in measurement 3. These measurements were performed with and
without the original server function body present. The server code is the RCT 1.0 appli-
cation running on the TAO CORBA ORB compiled under Microsoft Visual Studio for
C++. Measurements where the function body was removed are labeled as “App(null)”
and are presented to see just the overhead of communication through the middleware.

In the “App with CPP” configurations we implemented the CPP protocol over
the original application by adding a new application function, get challenge,
and modifying the signature of the get id from user alias function. A call
to get challenge is made before each call to the original functions to obtain a
PuzzleChallenge. The signature of the application function was widened to in-
clude a parameter for the PuzzleResponse. This is the way one might implement
the CPP protocol as part of the core application code. We include measurements where
the PuzzleChallenge generation and PuzzleResponse solving code are re-
moved in order to show just the communication costs. These measurements are labeled
as “CPP(null)”. These configuration serve as a baseline for including the CPP feature
but not using any support from Dado.

By comparing measurements 1 and 2 in Fig.[I3] we see that the overhead for CPP
communication is about 93% (local) and 92% (Internet). Recall that the “App with
CPP” configurations include an additional function call (to retrieve a puzzle challenge)
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Experiment RPC latency (ms) RCP latency (ms)
local Internet

1. App(null) 1274 77.40

2. App(null) with CPP(null) 2467 148.6

3. App with CPP(null) 1.207 151.6

4. App with CPP 132.3 3494

Fig. 13. Traditional application measurements

so two RPC calls are required instead of one. Comparison of local measurements 2
and 3 shows the cost for the actual get id from user alias function, 0.9603 ms.
Measurement 4 includes the cost for the application and CPP protocol functions. The
CPP generation and solving functions add two orders of magnitude to the local end-to-
end latency (131.3 ms) and more than doubles the latency over the Internet. Although
we tested our CPP implementation for accuracy, we made no attempt to optimize the
code which makes use of an MDY hashing library.

Four more measurements were made in order to see the overhead from our tool
generated code. The first measurement shows the cost of 10,000 (100) RPC calls hand-
modified to use the PortableInterceptor API [[19] to piggyback a PuzzleResponse
to the client request and a PuzzleChallenge to the server response. Our gener-
ated code uses these PortableInterceptor API calls to package adaptlet request and
context messages. This measurement was performed to see what percentage of over-
head is due to the use of this API. This measurement is labeled as “App(null) with
Interceptors”.

The final three measurements apply the CPP adaptlets previously presented in this
section automatically to the RCT application using our tool support. We include mea-
surements where the adaptlets simply pass dummy challenges and responses, “CPP
Adaptlets(null)”, in order to highlight the cost of the generated code.

A comparison of local measurements 1 from Fig.[[3]and 5 from Fig.[[4 reveals the
overhead due to the use of the PortableInterceptor API. As was detailed in Chapter
this cost can be high in a local (single host) setting, accounting for a 166% overhead or
0.2124 ms. By factoring this cost from measurement 6 we are left with 0.3295 ms which
compared to measurement 2 gives us a 33% overhead for our remaining generated code
in the local setting. Factoring the PortableInterceptor API out of measurements 7 and 8
gives us an overhead of 18 and 0.004% respectively when compared to measurements
3 and 4.

In the Internet setting a comparison of measurements 1 through 4 to measurements 5
through 8 shows a smaller overhead. For example, comparing measurement 3 to 7 gives
a 2% total overhead. This variation falls within the range of the standard deviation for
measurement 3 (4.19 ms) and so is fairly insignificant.

Our dependence on the Portablelnterceptor API has an obvious drawback in terms
of performance. We made the decision to use this approach because it does not require
tightly integrating our tools with a particular CORBA middleware. Tighter integration
could probably improve performance at the cost of portability. Even still, there is a

4 MD5: A common hashing function which is conjectured to be one-way (irreversible).
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Experiment RPC latency (ms) RPC latency (ms)
local Internet
5. App(null) with Interceptors .3398 77.64
6. App(null) with
CPP Adaptlets(null) .5419 150.9
7. App with
CPP Adaptlets(null) 1.641 154.5
8. App with CPP Adaptlets 133.2 349.6

Fig. 14. CPP adaptlet measurements

significant performance overhead for local measurements 6 and 7. Thus we conclude
that our current unoptimized implementation may not be suitable for many high perfor-
mance embedded applications where communication and application latency is low.

7 Client-Side Cache

This next example illustrates an extension to DDL to provide for the use of parametric
polymorphism and type adapter operations. A client adaptlet is used to request some key
indexed values (e.g., stock quotes) from a server adaptlet. The key values are assumed
to periodically change, as the server receives updates. In the example, type parameters
are shown in italic font.

Using this client adaptlet, if a request can be answered from the cache, the server
is never contacted. To complicate matters slightly, we also assume that the client-side
adaptlet can receive from the server-side a TTL value. The server-side adaptlet main-
tains TTL values for various keys by intercepting updates and observing update fre-
quency for various keys (i.e., some values may be updated more frequently than others).
Type parameters in DADO IDL can be used in three places: on the adaptlets scope, the
client interface, or the server interface. The first of these is rather different than the latter
two and we discuss it first.

Type parameters can be attached to the definition of an adaptlets scope using
the syntax for Java 1.5 generics. This ensures that some data of the advice and requests
of both the client and server are type compatible. Type parameters on the adaptlets
scope must be instantiated at the DDL level before adaptlets can be deployed.

Our current implementation uses named type equivalence so client and server pro-
grammers cannot independently instantiate type parameters. Types must be agreed upon
at the interface-level. Even so, programmers can implement abstract generic adaptlets
before concrete types have been determined. Additional code generated when the
interface-level type parameters are determined is used to instantiate the programming
language-level type parameters of the generic implementation. In the future, stuctural
type equivalence could be used to provide additional flexibility and will require exten-
sions to our late-binding mechanism to match type structures at run-time. Parameteriza-
tion may also occur for the client or server interfaces. This is useful for the specification
of generic adaptlets where type instantiation is a purely local phenomenon. Our tools
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generate a pure virtual base class (i.e., interface) in C++. This class can be implemented
using generic types and later extended when the concrete types can be determined by a
particular deployment scenario.

adaptlets Cache<KeyT> {
client<ValueT> {
context set TTL(long ttl);
around ValueT get (KeyT key) ;
}i
server{
request ask for TTL (KeyT key) ;
update TTL (sequence<KeyT> values) ;
}:
)}

O — — — — — — — — —

Fig. 15. Generic cache adaptlets

We start with an abstract interface to the client-side and server-side adaptlets (Fig.[13)
necessary to carry out the caching feature. The client-side includes a context operation
(line 3) to receive TTL values that are “piggybacked” on server responses. Additionally,
an advice (line 4) is specified to short circuit client requests for which cached data is
available. The cache is keyed through application data of type KeyT.

The server-side has one request and one advice operation. The request
ask for TTL (line 7) allows the client-side adaptlet to signal the server-side
that it is planning to cache the data in the current invocation response. The advice
update TTL (line 8) should be triggered whenever application events occur on
the server-side that invalidate cache data. This allows the server-side to heuristically
adjust its forecasted TTL values. The type parameter KeyT ensures that the cache
key used to index the client-side is type compatible with the key type used by the
server-side for tracking TTL values. Both the client-side and server-side adaptlets
can have a polymorphic implementation given a suitable target language mapping
(currently there is support for C++ templates). Figure[I3] can be used to generate the
appropriate boilerplate for implementing either a generic client or server adaptlet.
In order to highlight the salient properties of our approach we do not present an
actual implementation of these cache adaptlets here; the interested reader can find
full implementation details in a related thesis [39].

Before deployment can proceed, the adaptlets scope type parameter must be instan-
tiated as shown in Fig.[T6l This ensure compatibility between certain operations in the
client and server adaptlets as shown in Fig.[I3l Now, deployment can proceed separately
on the client-side and server-side.

adaptlets StringCache : Cache<string> {

}:

Fig. 16. Instantiating the adaptlets scope type parameter at the interface-level
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7.1 Client-Side Deployment

Figure[T7] shows the instantiation of the Cache for the StockServer client. To cache
the result of the getQuote operation the client-side cache type parameter ValueT is
instantiated as float (line 2). The pointcut matches the invocation to getQuote and
captures the argument to key the cache. Finally this pointcut is bound to the advice,
get, that we want to intercept these invocations.

(1) adaptlets ClientStockCache : StringCache {

(2) client : client<float> {

(3) around (string x) : call(float StockServer::getQuote(x))
(4) -> get(x);

(5) +i

(6) };

Fig. 17. Deploying the cache for the StockServer client

7.2 Server-Side Deployment

The server-side deployment, Fig.[T8] consists of dispatching the advice update TTL
for operations where TTL calculation can be updated. The pointcut matches the op-
eration StockServer: :setQuotes and is applied so update TTL will be dis-
patched before those invocations. Here, the application data-structure QuoteList
does not match the expected structure of the instantiated sequence of string. Recall
that because strings have been agreed upon as the cache key, our advice imple-
mentation expected to capture a sequence of strings for updating the cache; however,
the only relevant operation in the application exposes an argument of type QuoteList.
Using inheritance, a deployment expert can insert a customized type adapter function,
hashCodes, to map the QuoteList, g1, captured by the pointcut into the correct for-
mat. In our extended DDL language, these adapter functions can be used to wrap advice
execution as in line 5. This further demonstrates how it is often straightforward to de-
ploy reusable generic adaptlets even when there are subtle syntactic mismatches with
the intended application.

) adaptlets ServerStockCache : StringCache {

) server{

) StringSeq hashCodes (in QuotelList quotes) ;
) before(in QuoteList gl)

) call (» StockServer::setQuotes(qgl)) ->

) update TTL (hashCodes (gl)) ;

)
)

Fig. 18. Deploying the cache for the Stock server
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7.3 Cache Example Conclusion

In this section we demonstrated the usefulness of matched client—server adaptlet
through the presentation of caching with TTL values. This was done to highlight an
additional contribution of our Dado methodology and as a study into the usefulness of
aspect-oriented middleware software development.

Also in this section we identified the crosscutting concern of TTL caching. This not
only spanned the client and server but also crosscut the structure of the server interface.
Modifications were required at both the “get” and “set” operations in order to provide
and update the TTL. This was intended to demonstrate how Dado expands the notion
of aspect-oriented development into the specific domain of client/server applications.
Generic types and type adapter operations provided for the reuse of off-the-shelf adapt-
let implementations.

8 Closely Related Work

Dassault Systemes CVM. The Dassault Systemes Component Virtual Machine (DS
CVM) [36] is targeted at container-based systems, and allows the implementation of
custom container services. The DSCVM comprises an efficient, flexible CVM that
essentially supports a meta-object protocol which can be used for instrumentation of
middleware-mediated events. This allows the CVM to support the triggering of advice
when the CVM executes specific events such as component method invocations. Point-
cut “trigger” specifications are implemented using the DSCVM events. Advice can be
bound to patterns of these events, and thus be used to implement services.

Dado is complementary to DS CVM in that Dado allows elements of crosscutting
services to be placed on the client site in a coordinated manner, for reasons argued
earlier. Dado also operates outside of a component/container model in “bare-bones”
CORBA; thus it must (and does) allow heterogeneity in the implementation of trig-
gering mechanisms such as source transformations, wrapper, etc. The heterogeneity
assumption also influences our design of type-checked information exchange between
client and server adaptlets, using generated stubs and skeletons.

PROSE. PROSE [40] provides an infrastructure for AOP where aspects can be added
or removed dynamically. This is especially useful in mobile computing contexts when
required features are dependent on the changing environment where devices are located.
PROSE has been used for the construction of spontaneous container services which
are dynamic, coordinated, J2EE services such as transactions, object persistence, and
security. In contrast to our work, no attention is given to the details of AOP in the
interface definition language.

QuO. The Quality of Objects (QuO) [41] 42] project aims to provide consistent avail-
ability and performance guarantees for distributed objects in the face of limited or un-
reliable computation and network resources. QuO introduces the notion of a “system
condition”, which is a user-definable measure of the system, such as load, network delay
etc. System conditions can transition between “operating regions” which are monitored
by the run-time environment. An important contribution of QuO is that adaptations can
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be conditionally run to respond not only to normal middleware events, but also to region
transitions.

QuO’s version of adaptlets, Qoskets, are confined to a single system. Unlike Dado,
Quo provides no special support for communicating information from a client-side Qos-
kets to a server-side Qoskets.

AspectIX. The AspectIX [43]] middleware for Java is motivated by similar goals as
the QuO project. The use of object fragments allows the placement of adaptive code
transparently at the client, server, or at an intermediate location. Policies are used by the
client at run-time to determine the composition of fragments, allowing client specific
QoS. Unlike Dado, AspectIX does not utilize an interface level model for declarative
service/object bindings. Also, generic services or heterogeneity in instrumentation are
not considered.

Lasagne. Lasagne [38] is a framework for dynamic and selective combination of ex-
tensions in component based applications. Each component can be wrapped with a set
of decorators to refine the interaction behavior with other components. Every decorator
layer is tagged with an extension identifier. Clients can dynamically request servers to
use different sets of decorators at run-time. An innovative aspect of Lasagne is the usage
of extension identifiers to consistently turn on and off adaptive behavior. However, the
reliance on interceptors constrains all extensions to have the same interface. Any addi-
tional extension-specific information must be communicated using a “context” object,
without the benefits of typechecking or automated marshaling.

Cactus. The Cactus [44,45] framework provides customizations in distributed systems
and has been applied in the area of distributed object computing. Software implement-
ing customizations is known as an adaptive component (AC). ACs are injected into
a system using the proxy technique. These ACs encapsulate alternative implementa-
tions of a specific service ala the Strategy pattern. When important state changes in
the system occur ACs can respond by swapping in and out different strategies. ACs
may communicate in order to reach consensus on strategy changes however no one
particular consensus approach is dictated by their model. Cactus does not utilize static
IDL level information for detecting application level events. Also, information shared
between ACs is not described in an interface as are adaptlet request messages. Thus
Cactus follows the reflective, dynamically typed approach to adaptation.

Remote Pointcut. DJCutter is an extension to the Aspect] language that provides sup-
port for remote pointcuts [46]. This enables advice to be executed on a local host when a
pointcut is matched on a remote host. DJCutter also extends the scope of cflow pointcuts
to execution threads that span more than one host. As noted by the authors, this work
is complementary to ours because Dado does not address the above mentioned features
but DJCutter does not provide any support for heterogeneous interface descriptions.

Software Architecture. In software architecture, connectors [47, 148, 149] have proven
to be a powerful and useful modeling device. Connectors reify the concern of interac-
tion between components, and are a natural foci for some crosscutting concerns. Imple-
mentations of architectural connectors have also been proposed [50} 51} 152, 153]. Some
of these provide specific services [S1, 152} 53] over DH middleware, such as security.
Our work can be viewed as providing a convenient implementation vehicle for different
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connector-like services in a heterogeneous environment. The DDL language and com-
piler allow service builders to write client and server adaptlets that provide many kinds
of “connector-style” functionality, while the DDL “plumbing” handles the communi-
cation details. Furthermore, the pointcut language allows a flexible way of binding this
functionality to components, using pattern matching to bind events to adaptlets.

9 Conclusion

We conclude here with several observations about Dado, it’s limitations, and our plans
for future work.

Design Choices. The design space of a convenient framework to implement DH cross-
cutting features is quite large, comprising many dimensions such as synchronization
mechanisms, scope of data, and the handling of exceptions. The current implemen-
tation of DDL has made some reasonable choices, but other choices will need to be
explored as other application demands are confronted. Some examples: “cflow-scoped”
state, i.e., state that is implicitly shared between adaptlets across a distributed thread
of invocations; distributed features whose scope transcends a matched stub-skeleton
adaptlets; other ( e.g., synchronous) interactions between adaptlets. We would like to
implement an adaptlet-per-object and adaptlet-per-session instance policy as well. Cur-
rently, only run-time exceptions are supported for adaptlets—in the Java mapping, bet-
ter static checking would be desirable.

Implementation Limitations. Currently our implementation has some limits. As outlined
earlier, the marshaling and dispatch functions need further optimization. Additionally,
further tests are necessary using a more realistic client work-load.

Interactions. Feature interactions are a difficult issue that Dado adaptlets must deal with.
We note here that it is currently possible to program interactions between two Dado
services: one can write a third service that pointcuts adaptlets in each, and responds to
the triggering of both by preventing one from running, changing argument values, return
values etc. Recently, we have designed a feature mediation protocol for crosscutting
distributed features [54]]. Feature policies from both client and server are interpreted by
middleware to dynamically choose applicable features.

In conclusion, Dado is an IDL-driven approach to programming crosscutting con-
cerns in DH systems based on placing “adaptlets” at the points where the application
interacts with the middleware. It supports heterogeneous implementation and triggering
of adaptlets, allows client- and server-adaptlets to communicate in a type-checked en-
vironment using automated marshaling, provides flexibility in communication between
adaptlets, allows flexible binding, and late deployment of adaptlets on to application
objects.
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Shaken, not stirred.

— Bond, James Bond (Goldfinger, 1964).

Abstract. Shakeins are a novel programming construct which, like mixins and
generic classes, generates new classes from existing ones in a universal, uniform,
and automatic manner: From a given class, a shakein generates a new class which
has the same type as the original, but with different data and code implementation.
We argue that shakeins are restricted, yet less chaotic, aspects. We further claim
that shakeins are well suited for the introduction of aspect-oriented programming
(AOP) into existing middleware applications. We introduce the ASPECTJ2EE
language which, with the help of shakeins and a new deploy-time weaving mech-
anism, brings the blessings of AOP to the J2EE framework. A unique advantage
of ASPECTJ2EE, which is less general (and hence less complicated) than AS-
PECT]J, is that it can be smoothly integrated into J2EE implementations without
breaking their architecture.

1 Introduction

1.1 Enterprise Applications

Enterprise applications are large-scale software programs used to operate and man-
age large organizations. These make the world’s largest, and arguably most important,
software systems, including the programs that run government organizations, banks, in-
surance companies, financial institutes, hospitals, etc. Enterprise applications make the
world go around!

It is often the case that enterprise applications run on heterogeneous platforms con-
necting various independent systems (called fiers) into a coherent whole. The various
tiers of an enterprise application can include, e.g., legacy mainframe servers, dedicated
database servers, personal computers, departmental servers, and more.

The core functionality served by enterprise applications is often quite simple. It does
not involve overly elaborate computation or pose complex algorithmic demands. How-
ever, developing enterprise applications is considered a daunting task, due to orthogo-
nal requirements presented by most of these applications: uncompromising reliability
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demands, unyielding security requirements, and complete trustworthiness that the ap-
plications must exhibit.

The staggering demand for rapid development of enterprise applications initiated
a series of component-based middleware architectures, such as CORBA and DCOM.
A prime example of these, and emphasizing client/server and multitier structures, is
Java 2, Enterprise Edition (J2EE)' which uses Enterprise JavaBeans (EJB)? as its elab-
orate component model.

The immense complexity of middleware frameworks and enterprise applications
makes these an appealing target for mass application of aspect-oriented programming
(AOP) [3]. AOP is a methodology which can be used for encapsulating the code relevant
to any distinct nonfunctional concern in aspect modules. (We assume basic familiarity
with standard AOP terminology, including joinpoint—a well-defined point in the pro-
gram’s execution, pointcut—a specification of a set of joinpoints, advice—code that is
added at specified joinpoints, weaving—the process of applying advices to joinpoints,
and aspect—a language construct containing advices.)

AOP can also be thought of as answering the same demand [4, 5]. Indeed, the func-
tionality of J2EE application servers can be conceptually decomposed into distinct as-
pects such as persistence, transaction management, security, and load balancing. The
effectiveness of this decomposition is evident from Kim and Clarke’s case study [6],
which indicates that the EJB framework drastically reduces the need for generic AOP
language extensions and tools.

Yet, as we shall see below, the EJB support for functional decomposition is limited
and inflexible. In cases where the canned EJB solution is insufficient, applications resort
again to a tangled and highly scattered implementation of crosscutting concerns. Part
of the reason is that current J2EE servers do not employ AOP in their implementation,
and do not enable developers to decompose new nonfunctional concerns that show up
during the development process.

1.2 J2EE Services as Managers of Nonfunctional Concerns

A natural quest is for a harmonious integration of middleware architectures and AOP.
Indeed, there were several works on an AOP-based implementation of J2EE servers and
services (see e.g., the work of Choi [7]).

Ideally, with the J2EE framework (and to a lesser extent in other such frameworks),
the developer only has to implement the domain-specific business logic. This “busi-
ness logic” is none other than what the AOP community calls functional concerns. The
framework takes charge of issues such as security, persistence, transaction manage-
ment, and load balancing which are handled by services provided by the EJB container.
Again, these issues are none other than nonfunctional concerns in AOP jargon.

Suppose, for example, that the programmer needs data objects whose state is mir-
rored in persistent storage. This storage must then be constantly updated as the object
is changed during its lifetime, and vice versa. Automatic updates can be carried out by
the Container-Managed Persistence (CMP) service of the EJB container. To make this

! http://java.sun.com/j2ee
2 http://java.sun.com/products/ejb/
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happen, the objects should be defined as entity beans. Entity bean types are mapped
to tables in a relational database with an appropriate XML configuration file. This de-
ployment descriptor file also maps each bean attribute (persistent instance variable) to
a field of the corresponding table.

Another standard J2EE service is security, using an approach known as role-based
security. Consider, for example, a financial software system with two types of users:
clients and tellers. A client can perform operations on his own account; a teller can per-
form operations on any account, and create new accounts. By setting the relevant values
in the program’s deployment descriptor, we can limit the account-creation method so
that only users that were authenticated as tellers will be able to invoke it.

Other services provided by the EJB container handle issues such as transaction man-
agement and load balancing. The developer specifies which services are applied to
which EJB. Deployment descriptors are used for setup and customization of these ser-
vices. Thus, J2EE reduces the implementation of many nonfunctional concerns into
mere configuration decisions; in many ways, they turn into nonconcerns.

The prime example in this work is EJBs. But, the J2EE design guideline, according
to which the developer configures various services via deployment descriptors, is not
limited to EJBs; it is also used in other parts of the J2EE platform. For example, servlets
(server-side programs for Web servers) also receive services such as security from their
container, and access to specific servlets can be limited using role-based security. This is
also true for Java Server Pages (JSPs), another key part of the J2EE architecture. Hence,
in our financial software example, certain privileged Web pages can be configured so
that they will be only accessible to tellers and not to clients.

The various issues handled by EJB container services were always a favored target
for being implemented as aspects in AOP-based systems [8, pp. 13—14]. For example,
Soares et al. [4] implement distribution, persistence, and transaction aspects for soft-
ware components using ASPECTJ [9]. Security was implemented as an aspect by Hao
et al. [5]. The use of aspects reduces the risk of scattered or tangled code when any of
these nonfunctional concerns is added to a software project.

Conversely, we find that J2EE developers, having the benefit of container services,
do not require as much AOP! Kim and Clarke’s case study [6] comprised of an e-
voting system which included five nonfunctional concerns: (1) persistent storage of
votes, (2) transactional vote updates, (3) secure database access, (4) user authentication,
and (5) secure communications using a public key infrastructure [6, Table 1]. Of these
five nonfunctional concerns, not one remained crosscutting or introduced tangled code.
The first three were handled by standard J2EE services, configured by setting the proper
values in the deployment descriptors. The last two were properly modularized into a
small number of classes (two classes in each case) with no code replication and no
tangled code.

This is hardly surprising. The J2EE platform designers have provided what, in their
experience, an enterprise application developer needs for his nonfunctional concerns.
This was done without relying on aspect-oriented research concepts; it was done in
order to scratch an itch. J2EE provides a robust solution to real-world problems en-
countered by real-world programmers when developing real-world multitier enterprise
applications.
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1.3 Shakeins and Middleware

In summary, despite the complexity of middleware systems, and despite the similarity
between AOP and the services that frameworks such as J2EE provide, it is expected that
integrating this modern programming technique into the frameworks that need it, will
face reluctance. Some J2EE application server vendors, most noticeably JBoss, have
recently integrated support for aspects into their products. However, the forthcoming
version of the EJB standard (EJB 3.0%) chose not to adopt a complete AOP solution,
but rather a rudimentary mechanism that can only be used to apply advice of a limited
kind to a limited set of methods in an inflexible manner. The basic services are not
implemented using such advise, but rather remain on a different plane, unreachable and
nonmodifiable by the developer.

Plain aspects should make it easier to add services to J2EE, if re-engineered to use
AOP. They should also make it simpler to replace existing services with alternative im-
plementations. This paper makes the case that much more can be offered to the client
community by shakeins, a novel programming construct, combining features of aspects
with selected properties of generics and mixins [10]. Shakeins should make it possi-
ble not only to add services, but also address two issues that current J2EE users face:
configuration of existing services and greater flexibility in their application. Shakeins
should also enjoy a smoother entrance into the domain because they reuse the existing
J2EE architecture, and because they simplify some of the daunting tasks (e.g., life-cycle
methods, see Sect. 6) incurred in the process of developing EJBs.

In a nutshell, a shakein receives a class parameter and optional configuration param-
eters, and generates a new class which has the same type as the original, but with differ-
ent data and code implementation. In a sense, shakeins are restricted, yet less chaotic,
aspects. Like aspects, they can be used to modularize nonfunctional concerns with-
out tangled and scattered code. Unlike traditional aspects, shakeins preserve the object
model, present better management of aspect scope, and exhibit a more understandable
and maintainable semantic model.

Shakeins are more restricted than aspects in that there are limits to the change they
can apply to code. However, unlike aspects, shakeins take configuration parameters,
which make it possible to tailor the change to the modified class.

We argue that the explicit, intentional, configurable, and parameterized application of
shakeins to classes makes them very suitable to middleware frameworks and enterprise
applications, based on the following reasons:

e The architecture of existing middleware frameworks is such that in generating en-
terprise application from them, the system architect may selectively use any of the
services that the framework provides. We have that a chief functionality of middle-
ware frameworks is in the precise management of nonfunctional concerns, and that
this objective is well served by the shakeins construct.

e The services that a middleware framework offers are applicable only to certain and
very distinguishable components of the application, e.g., EJBs in J2EE. The need
to isolate the application of aspects is aggravated by the fact enterprise applications
tend to use other software libraries, which should not be subjected to the framework

3 http://www.jcp.org/en/jsr/detail 2id=220
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modifications. For example, a business mathematics library that an application uses
for amortizing loan payments, should not be affected by the underlying framework
security management. Shakeins are suited to this domain because of its fundamental
property by which crosscutting concerns should not be allowed to cut through an
entire system.

e Further, for modularity’s sake, it is important that these parts of the enterprise ap-
plication, which are external to the middleware, are not allowed to interact with the
services offered by the middleware. The fact shakeins are forbidden from creating
new types helps in isolation of the crosscutting concerns.

o To an extent, shakeins generalize existing J2EE technology, presenting it in a more
systematic, programming language-theoretical fashion. While doing so, shakeins
make it possible to enhance J2EE services in directions that plain aspects fail to
penetrate: The configurability of shakeins makes it possible to generalize existing
J2EE services. Explicit order of application of shakeins to components adds another
dimension of expressive power to the framework. And by using factories (a new
language construct, detailed in Appendix 1), such enhancements can be applied
with a minimal disturbance of existing code.

1.4 ASPECTJ2EE

Shakeins draw from the lessons of J2EE and its implementation. To demonstrate their
applicability to this domain, we introduce the ASPECTJ2EE [1] language, which shows
how shakeins can be used to bring the blessings of AOP to the J2EE framework.
ASPECTJ2EE is geared towards the generalized implementation of J2EE application
servers and applications within this framework.

As the name suggests, ASPECTJ2EE borrows much of the syntax of ASPECTJ. The
semantics of ASPECTJ2EE is adopted from shakeins, while adapting these to ASPECTJ.
The main syntactical differences are due to the fact that “aspects” in ASPECTJ2EE
can be parameterized, as will be revealed by the forthcoming exposition. In the initial
implementation we have of ASPECTJ2EE, parameter passing and the application of
shakeins are not strictly part of the language. They are governed mostly by external
XML configuration files, a-la J2EE deployment descriptors.

A distinguishing advantage of this new language is that it can be smoothly integrated
into J2EE implementations without breaking their architecture. This is achieved by gen-
eralizing the existing process of binding services to user applications in the J2EE ap-
plication server into a novel deploy-time mechanism of weaving aspects. Deploy-time
weaving is superior to traditional weaving mechanisms in that it preserves the object
model, has a better management of aspect scope, and presents a more understandable
and maintainable semantic model. Also, deploy-time weaving stays away from special-
ized JVMs and bytecode manipulation for aspect weaving.

Standing on the shoulders of the J2EE experience, we can argue that shakeins in gen-
eral, and ASPECTJ2EE in particular, are suited to systematic development of enterprise
applications. Unlike existing attempts to add AOP functionality to J2EE application
servers, the ASPECTJ2EE approach is methodical. Rather than add aspects as an ad-
ditional layer, unrelated to the existing services, our approach is that even the standard
services should be implemented on top of the AOP groundwork. Using ASPECTJ2EE,
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the fixed set of standard J2EE services is replaced by a library of core aspects. These
services can be augmented with new ones, such as logging and performance monitoring.

It should be noted that ASPECTJ2EE has its limitations compared to more traditional
implementations of aspects; in particular, it is not at all suited to low-level debugging
or nit-picking logging. (For example, access to nonprivate fields by classes other than
the defining class is not a valid joinpoint.) However, it is not for these tasks that AS-
PECTJ2EE was designed, and it is highly suited for dealing with large systems and
global AOP. (The field access restriction example does not mature into a major hurdle
in the kind systems we are interested in; field management can always be decomposed
into getter and setter methods, and in fact must be decomposed this way in J2EE appli-
cations, where fields are realized as attributes with proper joinpoints at their retrieval
and setting.)

Moreover, the ASPECTJ2EE language has specific support for the composition of as-
pects that are scattered across program tiers (tier-cutting concerns), such as encryption,
data compression, and memoization. We stress that unlike previous implementations of
aspects within the standard object model, ASPECTJ2EE does not merely support “be-
fore” and “after” advices and “method execution” joinpoints. ASPECTJ2EE supports
“around” advices, and a rich set of joinpoints, including control-flow based, conditional,
exception handling, and object- and class-initialization.

Historically, the developers of enterprise applications are slow to adopt new tech-
nologies; a technology has to prove itself again and again, over a long period of time,
before the maintainers of such large-scale applications will even consider adopting it
for their needs. It is not a coincidence that many large organizations still use and main-
tain software developed using some technologies, such as COBOL, that other sectors of
the software industry view as thoroughly outdated. The huge investment in legacy code
slows the adoption of new technology.

We believe that the fact that shakeins preserve the standard object model, and rely
on existing J2EE technologies, should contribute to widespread adoption of this new
technology in the middleware software domain.

Outline. Section?2 explains in greater detail the shakeins programming construct while
comparing it to other such constructs. Section 3 makes the case for representing J2EE
services as aspects in general, and as shakeins in particular. In Sect.4 we compare
the shakeins mechanism with two important products introducing aspects into J2EE.
Deploy-time weaving is discussed in Sect. 5, which also explains why this mechanism
is suited to shakeins. We then show in Sect. 6 how shakeins can be married with mid-
dleware frameworks, by means of the ASPECTJ2EE language. Section 7 lists several
possible innovative uses for ASPECTJ2EE, some of which can lead to substantial per-
formance benefits. Section 8 concludes.

2 The Case for Shakeins

As explained above, a shakein S takes an existing class ¢ as input, along with optional
configuration parameters, and generates from it a new class S (c), such that the rype
of S{c) is the same as that of c. The realization of this type in S (c) may, and usually
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will, be different than in c. Further, the process of generating S (c) from c is automatic,
universal, and uniform.

This section makes the case for shakeins, and explains this process in greater detail:
Section 2.1 explains what we mean by making the distinction between the type defined
by a class and its realization by the class definition. With this distinction, we explain
in Sect. why the mechanisms of aspects* and inheritance serve similar purposes
but from different, foreign and hard-to-reconcile perspectives. Section 2.3 presents the
shakeins mechanism to resolve this schism.

Section 2.4 explains that shakeins, just like mixins, have an explicit parameter-based
application semantics, and discusses some of the benefits of this semantics. The theoret-
ical discussion of this new language mechanism is concluded in Sect. which shows
how they simplify some of the subtle points of aspects.

2.1 The Five Facets of a Class

As early as 1971, Parnas [11] made the classical distinction between the interface and
the materialization perspectives of a software component. It is only natural to apply this
distinction to class definitions in JAVA and other mainstream object oriented languages.
In this section we do so, while taking into notice that, unlike the software components
of the 1970s, classes are instantiable.

Accordingly, the interface of a class presents two facets: the forge of the class, be-
ing the set of non-private constructor signatures; and its type, the set of externally
accessible fields and methods as well as available cast operations. The materialization
of a class has three facets: the implementation, i.e., the method bodies; the mill, being
the implementation of the forge; and the mold, which is the memory layout used for
creating objects.

Figure 1 shows a sample class’ (a) alongside its forge (b), type (c), and mold (d).

2.2 The Aspects—Inheritance Schism

A key feature of OOP is the ability to define new classes based on existing ones. The
five facets described above can be used for explaining inheritance in JAVA and similar
languages: Inheritance extends the type, mold, and implementation of a class. By means
of overriding, inheritance also makes it possible to replace or refine parts or all of the
implementation. The mold, however, cannot be refined.

Interestingly, inheritance in mainstream programming languages recreates the forge
from scratch, since constructor signatures are not inherited. Therefore, inheritance is
allowed to make arbitrary and incompatible changes to the forge facet of a class. The
mill, however, can only be refined, since constructors must invoke inherited versions.

Examining the notion of aspects from the perspective of modifications to the five
facets, we see that they offer a similar repertoire of modifications. Aspects are advertised
as means for breaking the implementation into its orthogonal concerns; accordingly, an

* We refer here to ASPECTJ-style aspects. Most other aspect-oriented languages are variants of
this same style.

5 A similarly structured class served as the running example in Kiczales and Mezini’s [12] work
on modularity and aspects.
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class Point implements Shape {

int x, vy; . . . )
public Point (int x, int y){ public Point(int x, int y);
this.x = x; public Point();
this.y = vy; public Point (Point other) ;
) (b) The forge.
public Point () { .
this(0,0); int x, v;
Y public int getX(); public int getY();

}

public Point (Point other) {
this.x = other.x;
this.y = other.y;

}

public int getX() {

public void setX(int);

public void setY(int);

// From Shape:

public void moveBy (int, int);
// From java.lang.Object:

public boolean equals (Object) ;

) return x; public int hashCode() ;
blic int YO o /... etc.
pu 1:: in <_?1e // Upcast operations:
} return y; public (Shape) (); public (Object) ();
public void setX(int x) { (c) The resulting type.
this.x = x; i i
} int x 32 bits
public void setY(int y) { inty 32 bits
, this.y = y; Fields inherited from Object
public void moveBy (int dx, int dy) { Hidden fields added by the JVM
x += dx; y += dy; (d) The class’s mold.

}

(a) The class definition.

Fig. 1. The Point class definition and the ensuing forge, type, and mold

aspect may replace or refine the implementation. In many languages, aspects can also
extend the type and the mold by introducing new members into a class. (This is known as
member introduction in ASPECTJ. Conceptually, fields in an aspect that has per-object
instantiation may also be viewed as fields added to the base object’s mold.)

Still, unlike inheritance, the application of an aspect does not define a new type, nor
does it introduce a new mold or a new implementation; it changes the mold and the
implementation of existing classes in situ. And, while member introduction makes it
possible to modify the type of classes, it does not introduce a new type—because classes
touched by aspects cease to exist in their original form; only the modified form exists.
In particular, there cannot be instances of the original class in memory.

The similarity of aspects and inheritance raises intriguing questions pertaining to the
interaction between the two mechanisms: Does the aspectualized class inherit from its
base version? May aspects delete fields from the mold, or modify it by changing the
type of fields? Likewise, can methods be removed from the type? Can their signature
be changed? How does the application of an aspect to a class affect its subclasses?

The interaction of joinpoints with inheritance raises still more questions.” Suppose
that class B inherits from 2, with, or without overriding method m (). Then, does the
pointcut call (A.m()) apply to an invocation of method m() on an object whose

® Also, aspects can only extend the forge (using member introduction) but not replace it.

" In ASPECTJ, two different joinpoint types can be used to apply an advice to method execution:
The execution joinpoint places an advice at the method itself, whereas call places the
advice in at the method’s client, i.e., at the point of invocation rather than at its target.
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dynamic type is B? Conversely, does the pointcut call (B.m()) ever apply if class
B does not define a method m (), but inherits it from A?

The reason that all these questions pop up is that aspects were not designed with
inheritance in mind. The original description of aspects [3] did not dedicate this new
construct to OOP languages. Similarly, the founding fathers of OOP did not foresee the
advent of AOP, and in many occasions inheritance was used for some of the purposes
AOP tries to serve. We witness what may be called The Aspects—Inheritance Schism.

Gradecki and Lesiecki [13, p. 220] speculate that “mainstream aspect-oriented lan-
guages ...will possess simpler hierarchies with more type-based behavior defined in
terms of shallow, crosscutting interfaces.” In other words, these two authors expect that
this schism is resolved by programmers abandoning much of the benefits of inheritance.
Our suggestion is that the resolution will be a re-definition of aspects cognizant of the
class facets and of inheritance.

2.3 Shakeins as Class Re-implementors

The shakeins construct is a proposal to resolve the aspect—inheritance schism by making
aspects which are a restricted form of inheritance. Like inheritance, shakeins generate
a new class from an existing one. Yet unlike inheritance, they cannot extend the class
type. In fact, they cannot change the base class type at all.

Thus, we can say that shakeins make a re-implementation of a class.

Shakeins allow only specific changes to the class facets. Programming constructs
which restrict one or more facets are not strange to the community: an abstract class is
a type, a partial (possibly empty) implementation, and an incomplete mold. Interfaces
are pure types, with no implementation, forge, mill, or mold. Also, fraits [14] have a
fragment of a type and its implementation, but no forge, mill, or mold.

Another familiar notion on which shakein rely is that of multiple implementations of
the same (abstract) type, as manifested, e.g., in the distinction between signatures and
structures in ML. The major difference is, however, that a shakein assumes an existing
implementation of a class, which is then modified by the shakein.

For concreteness, Fig. 2a shows a shakein DisplayUpdating that can be used to
modify class Point, so that the display is refreshed after each coordinate change.
The shakein works on any class that defines methods setX (int), setX (int), and/or
moveBy (int, int). The desired effect is obtained by applying this shakein to Point.

Figure 2b shows the Confined shakein. This shakein confines the range of valid
values for x and y to positive integers only. It is applicable to class Point, or any class
with int fields x and v.2

In the process of re-implementing a class, a shakein may introduce methods and
fields to the class. Such members must be private, accessible to the shakein but not to
the external world (including inheriting classes, and classes in the same package). The
reason is that such accessibility would have implied a change to the class type, which
is not allowed to shakeins. Shakeins are allowed to introduce concealed members,
which are accessible to further re-implementations of this re-implementation.

8 While the update presented by this shakein can cause methods that update x and y to throw an
exception, it is an unchecked exception, and therefore it does not alter the methods’ signature.
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shakein DisplayUpdating { shakein Confined {
pointcut change() : pointcut update(int v)
execution (setX(int)) || (set (int x) || set(int y))
execution(setY(int)) || && args (int v);

execution (moveBy (int, int)) ;
before (int v): update(v) {
after () returning: change() { if (v < 0)
Display.update() ; throw new IllegalArgumentException();
} }
} }

(a) A shakein adding display refresh op- (b) A shakein for limiting the valid range of
erations. Point’s coordinates.

Fig. 2. Two shakeins that can be applied to the Point class

We will write Confined<Point> to denote the application of shakein Confined to
Point, and DisplayUpdating<Confined<Point>> for the application of shakein
DisplayUpdating to the result, etc.

The re-implementation property implies that although a class .S (¢) can (and usually
will) be instantiated, it is not possible to define variables of this class. Instances of .S (c)
can be freely stored in variables of type c, as in the following JAVA like pseudo-code:

c var = new S {c)();
In the Point example, we may then write
Point p = new DisplayUpdating<Point> () ;

The type preservation property of shakeins sets a clear semantics for the interaction
of these with inheritance. As it turns out, the application of shakeins does not modify or
break the inheritance structure. More formally, let ¢; and ¢ be two classes, and suppose
that ¢, inherits from c;. Then, we can write co < c¢; to denote the fact that the type of ca
is a subtype of ¢;. Let .S be a shakein. Then, we can also write ¢; ~ S {c1) to denote
the fact that the type of S (c;) is the same as ¢;. Similarly, co >~ S (c2). By substitution,
we can obtain S (c2) < S {c1), ca < S {c1), and S (cz2) < ¢1. In fact, we have

Proposition 1. For all classes c1 and co such that co < c1, and arbitrary shakeins S
and S', S’ {ca) < S (c1).

In our running example, shakein DisplayUpdating can be applied to any subclass
of point. If class ColorPoint extends Point, then the type of DisplayUpdating
<ColorPoint > is a subtype of Point.

Figure 3 makes a graphical illustration of Proposition 1. It depicts a simple base class
hierarchy consisting of classes cj, c2, c3, and ¢4, where ¢4 < c3 < c¢1, and ¢3 < c;.
There are also three shakeins, S,, Sy, and S., where shakeins S, and S, are imple-
mented using S, and each of the shakeins is applied to each of the classes.

We see in the figure that for all ¢ = 1, ..., 4, the type of class ¢; is the same as its
three re-implementations S, (¢;), Sp (¢;), and S, (¢;). This common type is denoted by
a round-cornered box labeled “Type c;”. As shown in the figure, the subtyping relation-
ship is not changed by re-implementations; e.g., the type of class S, {c4) is a subtype
of Sy {c2)’s type.
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The figure should also make it clear how the type system of shakeins can be embed-
ded in a standard JVM. Each shakein application results in generation of a JAVA class,
which compiles into a dis-
tinct .class file. Both verti-
cal dashed arrows, representing
type inheritance, and horizontal
arrows, representing shakein ap-
plication, are translated to class
inheritance, i.e., an extends re-
lationship between classes.

To see why Proposition 1
holds in this embedding, re-
call that the program does not
have any variables (including
parameters and fields) of the
shakein classes: All instances of
class S {c) are stored in vari-
ables of type c. In the figure, instances of type S, (c4) are stored in variables of type c4,
which is upcastable to type co.

Fig. 3. A class hierarchy subjected to shakeins

2.4 Parameterized Class Modification

Aspects are distinguished from inheritance in that they can be automatically applied to
multiple classes. In contrast, a subclass is defined with respect to a specific superclass;
the nature of the extension (both of the interface and the materialization) is specific to
every such instance. To apply the same kind of change to multiple base classes, the de-
tails of the change must be explicitly spelled out each time. Thus, although inheritance
is a kind of what is known in the literature as universal polymorphism [15], it is not a
uniform mechanism; each inheriting class modifies the base class in an ad hoc manner.

It is therefore instructive to compare aspects to the parameterized version of inheri-
tance, i.e., mixins [10]. A mixin, just like an aspect, makes it possible to apply the same
kind of change (expressed in terms of inheritance) to multiple base classes.

Mixins were invented with the observation that there is a recurring need to extend
several different classes in the exact same manner. They allow programmers to carry
out such a change without rewriting it in each inheriting class. In languages such as
MODULA-T [16] the repeating change to the base class can be captured in a mixin M,
which, given a class ¢, generates a class M (c¢) such that M (c) inherits from c. In
languages with first-class genericity, mixins can be emulated by writing, e.g.,

template<typename c> class M: public c { ... }
in C++, or class M<c> extends c in NEXTGEN [17].

Generic structures are also a kind of a universal polymorphism, but their application
is uniform. The above emulation of mixins by generics makes it clear that mixins are
both universal and uniform kind of polymorphism.

Here, we enrich and simplify the aspects approach with ideas drawn from the work
on mixins. We argue that the seemingly pedestrian notation of mixins, M (c), hides
much expressive power. The reason is that parameter passing, a familiar mechanism
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of programming languages, exhibits several useful features which are missing in the
current implicit and declarative mechanism of aspect application. These features are:

(1) Selective Application. After a mixin was defined, it can be applied to selected
classes without affecting others.

(2) Nondestructive Application. The application of a mixin M to a class ¢ does not
destroy ¢, and both classes M (c) and ¢ can be used. Instances of both may reside
in memory simultaneously and even interact with each other.

(3) Explicit and Flexible Ordering. Mixins M; and M5 can be applied in any order, to
generate either My (Ma (c)), My (M7 (c)), or both. Further, it is possible to apply
the same mixins in different orders to different class.

(4) Composition. Mixins can be conveniently thought of as functions, and as such it
makes sense to compose them. In some languages supporting mixins one can define a
new mixin by writing, e.g., M := M; o M,, with the obvious and natural semantics.

(5) Configuration Parameters. It is straightforward to generalize mixins so that
they take additional parameters which control and configure the way they ex-
tend the base class. In the templates notation, one can write, for example:

template<typename c, char *log_file_name>
class Log: public c {
// Log into file log file name

}

(6) Repeated Application. One can write M (M (c)), but it is not possible to apply the

same aspect twice to a class. This works well with parameterized mixins; e.g.,
Log[ "post.log"]<Security<Log|[ "pre.log"]<c>>>

will generate two log files, one before and one after any security checks imposed
by the Security mixin.

(7) Parameter Checking. It is useful to declare constraints to the parameters of mixins,
and apply (meta-) type checking in passing actuals to these. Languages such as
JAM [18] offer this feature in mixins.

None of these features is available in ASPECTJ-style aspects, where aspect appli-
cation is global and destructive, its order globally set and not customizable per target
class, aspects cannot be composed and take no class-specific configuration parameters,
repeated application is impossible, and there is no parameter checking mechanism (e.g.,
it is not possible to ensure that aspects are applied only to specific kinds of classes, ex-
cept in a very narrow sense).

Evidently, these differences are not a coincidence. AOP languages were designed
with the belief that the composition of a system from its aspects is an implicit process,
carried out by some clever engine which should address the nitty-gritty details. One of
the chief claims of this paper is that this presumption does not carry to middleware ap-
plications, especially when we wish to preserve the investment in existing architecture.
Complex systems are composed of many different components in many different ways.
An automatic composition engine tends to make arbitrary decisions, whose combined
effect is more likely to break larger systems. Our support for this claim is by the detailed
description of the aspect-oriented re-structuring of J2EE.

Shakeins are similar to mixins in that they take parameters. As such they are a univer-
sal and uniform polymorphic programming construct. Shakeins are similar to generic
structures in that they may take multiple parameters. However, whereas both mixins and
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generics suffer from their oblivious and inflexible mode of operation, i.e., they are un-
able to inspect the details of the definition of the base-, or argument-class, and generate
specific code accordingly. As a result, mixins fail in tasks such as re-generating con-
structors with the same signature as the base, or applying the same change to multiple
methods in the base class. Similar restrictions apply to generics. In contrast, shakeins
use the same pointcut mechanism as aspects, and are therefore highly adaptable.’

The component-system Jiazzi [19] uses a mixin-like mechanism to implement open
classes, which in turn can be used for implementing crosscutting concerns [20]. Ji-
azzi components are also parameterized, taking packages (sets of classes) as arguments.
However, Jiazzi’s open class approach differs from shakeins in that the base class is
modified, both in its implementation and in its type; and such changes are propagated
to all existing subclasses.

The chief parameter of a shakein is the class that this shakein re-implements. The
definition of a shakein does not need to name or even mention this parameter, since it is
implicit to all shakeins, in the same way that JAVA methods have a this parameter. Ad-
ditional parameters, if they exist, are used to configure or direct the re-implementation. '

More formally, a shakein S takes an existing class ¢ as input along with
other configuration parameters, Pi,...,P,, n > 0, and generates from it a new
class S[P1, ..., Py] (c), such that the rype of S[P1,...,P,] (c) is the same as that of c.

Figure4a shows how configuration parameters can enhance the functionality
of shakein Confined (first shown in Fig.2b). As shown in the figure, the updated
version of Confined is configured by four int parameters, specifying the minimal and

shakein Confined[int minX, int maxX,
int minY, int maxY] {
pointcut updateX(int v)
set (int x) && args(int v);
pointcut updateY(int v)

set (int y) && args(int v); shakein DisplayUpdating

[pointcut change()] {
before (int v): updateXx(v) {

if ((v < minX) || (v > maxX))
throw new IllegalArgumentException() ;

after () returning: change() {
Display.update() ;

) }

before (int v): updateY(v) {
if ((v < minY) || (v > maxY))
throw new IllegalArgumentException() ;
) (b) A parameterized version of

(a) A parameterized version of Confined. DisplayUpdating.

Fig. 4. Parameterized shakeins

® Another issue that plagues mixins (and generics that inherit from their argument) is that of
accidental overloading [18]. Shakeins overcome this problem by using an automatic renaming
mechanism, which is possible since no shakein-introduced member is publicly accessible.

19 Note that aspects can also be thought of as taking implicit parameters. However, shakeins
are distinguished from aspects in that their invocation is explicit, and that aspects take no
configuration parameters.
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maximal values for the x and y coordinates of its target class. To obtain an instance of

Point restricted to the [0, 1023] x [0, 767] rectangle, one can write

Point p = Confined[0,1023,0,767]1<Point>(511,383); /lnitially at center.
Another kind of configuration parameter is a pointcut expression. Figure 4b shows a

revised version of DisplayUpdating, which uses a pointcut parameter. The parameter

change denotes the joinpoints whose execution necessitates a display update. An actual

value of change specifies a concrete such set. For example, the following:

DisplayUpdating[
execution(setX(int)) || execution(setY(int)) || execution(moveBy (int, int)
]<Point>

is an application of DisplayUpdating to class Point.
Consider now Fig. 5, showing class Line implemented using two Points. An appli-
cation of DisplayUpdating to Line is by writing
DisplayUpdating[execution (moveBy (int, int)) ]<Line>.

class Line { // cont.
private Point a, b;
public moveBy (int x, int y) {

public Line(Point from, Point to) { a.moveBy (X,VY) ;
a = new Point (from) ; b.moveBy (x,y) ;
b = new Point(to); }

Fig.5. Class Line

This re-implementation of Line does not suffer from the redundant display updates
problem [12], which would have occurred in traditional AOP, i.e., display updates oc-
curring both in the implementation Line and its encapsulated Points. Thanks to the
nondestructive semantics of shakeins, these two Points can be of the nonupdating vari-
ant. This does not prohibit other Points in the system (which are not part of Lines) to
be display updating.

// Auxiliary shakein, used to confine updates to one axis:
shakein ConfinedUpdate[pointcut setValue(int v), int min, int max] {
before (int v): setValue(v) {
if ((v < min) | \ (v > max)) throw new IllegalArgumentException() ;

}
}

// Compose the auxiliary shakein twice, once per axis:
shakein Confined[int minX, int maxX, int minY, int maxY] :=
ConfinedUpdate[set (int x) && args(int v), minX, maxX] o
ConfinedUpdate[set (int y) && args(int v), minY, maxY];

Fig. 6. A third version of Confined, using a composition of ConfinedUpdate

In contrast, an aspect-based solution should check that no change advice is in effect
before executing this advice. This checking must be carried out at runtime, by examin-
ing the runtime stack with what is known in ASPECTJ as a c£lowbelow condition.'!

' Still, c£1lowbelow-based pointcuts can be used in shakeins where needed—for example, to
prevent a call to Point .moveBy () from causing multiple display updates as it changes both
point coordinate; see [12] for a discussion of this use of c£lowbelow.
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Figure 6 is a re-definition of the Confined shakein using pointcut parameters. Com-
paring the figure with Fig. 4a, we see that this implementation uses shakein composition.
In fact, we have here a repeated application of the auxiliary shakein ConfinedUpdate,
first for the Y -axis, and then, on the result for the Y -axis.

In one sentence summary of this section, we may refine the description of shakeins
from Sect. Shakeins make a configurable re-implementation of a class parameter.

2.5 A New Light on Aspect Terminology

By viewing shakeins as operators, taking classes as arguments and producing classes,
we can clarify some of the illusive notions and terms used in traditional AOP jargon:

(1) Aspect Instantiation. The semantics of instantiation of aspects, i.e., the reification
of aspects at runtime, can be quite confusing; ASPECTJ has are as many as five
different modes of such instantiations.

In contrast, shakeins, just like mixins and generics, operate on code, and as such,
they no longer exist at runtime. (Of course, the result of a shakein is a class which
may have run-time instances.)

(2) Aspect Precedence. AOP languages make it possible to define global precedence
rules for aspects. However, this declaration is never complete unless all participat-
ing aspects are known; and there is no possibility of applying a set of aspects to
different classes in a different order.

As operators, shakeins can easily be applied in a specific order as the need arises.

(3) Abstract Pointcut. An abstract pointcut is a named pointcut with no concrete spec-
ification. An abstract aspect may include an abstract pointcut and apply advice to
it. A concrete version of this aspect may be generated by defining a “subaspect” for
it, which must provide a concrete value to the abstract pointcut. This mechanism
provides a measure of flexibility; yet the terms are confusing when used in conjunc-
tion with OOP. An abstract pointcut does not offer dynamic binding to the concrete
version, nor does it offer a signature that must be obeyed by all its implementors.
Standing at the shakein point of view, abstract pointcuts are nothing more than a
poor man’s replacement for pointcut parameters.

(4) Abstract Aspects. An aspect is abstract not only when it contains abstract pointcuts,

but also when it contains abstract methods. These methods can then be invoked
from advice, effectively using the TEMPLATE METHOD [21] design pattern. Using
concrete subaspects that implement these methods, the programmer may define a
different aspect each time.
A shakein may also define a method as abstract. Such a definition overrides the
method definition in the shakein parameter. An application of such a shakein yields
an abstract class, which can then be extended by other shakeins and provided with
a concrete implementation for the missing methods. However, unlike in the case
of abstract aspects, the implementation of the abstract methods in a shakein can
optionally be different for each application of the shakein.

(5) Aspect Inheritance. Except in the case of abstract super-aspects, the notion of aspect
inheritance is ill defined, and most aspect languages (including ASPECTJ) prohibit
this—because a subaspect will clearly share the same pointcut definitions as its
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parent, and the same advice; does this imply that each advice should therefore be
applied fwice to each matching joinpoint?

As shakeins are operators, shakein inheritance is nothing more than operator com-
position, as in shakein S3<c> = S2<Sl<c>>.

It is therefore evident that while sharing the flexibility and expressive power of as-
pects, shakeins, by virtue of being parameterized operators on code, reconcile naturally
with the concept of inheritance. They do not exhibit the confusing notions that accom-
pany aspects, and their behavior is easy to understand within the domain of AOP.

3 The Case for AOP in J2EE

Having presented the advantages of shakeins, the time has come for evaluating their
usefulness. To do so, we would like to go beyond the small examples presented above.
The more thorough examination is in the context of a real-life application, and in par-
ticular, with respect to the J2EE implementation.

In this section, we examine first some of the existing limitations of the service-based
architecture of J2EE (Sect.[3.1)), and then proceed (Sect. [3.2) to explain how the mar-
riage of AOP with J2EE is better served with shakeins, which also help in addressing
these limitations.

3.1 Limitations of the Services-Based Solution

Even though the J2EE framework reduces the developer’s need for AOP tools, there are
limits to such benefits. The reason is that although the EJB container is configurable, it
is neither extensible nor programmable. Pichler et al. [22] refer to the combination of
these two problems as lack of tailorability.

The container is not extensible in the sense that the set of services it offers is fixed.
Kim and Clarke [6] explain why supporting logging in the framework would require
scattered and tangled code. In general, J2EE lacks support for introducing new ser-
vices for nonfunctional concerns which are not part of its specification. Among these
concerns, we mention memoization, precondition testing, and profiling.

The container is not programmable in the sense that the implementation of each of
its services cannot be easily modified by the application developer. For example, current
implementations of CMP rely on a rigid model for mapping data objects to a relational
database. The service is then useless in the case that data attributes of an object are
drawn from several tables. Nor can it be used to define read-only beans that are mapped
to a database view, rather than a table. The CMP service is also of no use when the
persistent data is not stored in a relational database (e.g., when flat XML files are used).

Any variation on the functionality of CMP is therefore by re-implementation of ob-
ject persistence, using what is called Bean-Managed Persistence (BMP). BMP sup-
port requires introducing callback methods (called life-cycle methods in EJB parlance)
in each bean. Method ejbLoad () (ejbStore()), for example, is invoked whenever
memory (store) should be updated.

The implication is that the pure business logic of EJB classes is contaminated with
unrelated I/O code. For example, the tutorial code of Bodoff et al. [23, Chap. 5]
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demonstrates a mixup in the same bean of SQL queries and a JAVA implementation of
functional concern. Conversely, we find that the code in charge of persistence is scattered
across all entity bean classes, rather than being encapsulated in one cohesive module.

Worse, BMP may lead to code tangling. Suppose, for example, that persistence is
optimized by introducing a “dirty” flag for the object’s state. Then, each business logic
method which modifies state is tangled with code to update this flag.

Similar scattering and tangling issues rise with modifications to any other J2EE ser-
vice. In our financial software example, a security policy may restrict a client to transfer
funds only out of his own accounts. The funds-transfer method, which is accessible for
both clients and tellers, acts differently depending on user authentication. Such a policy
cannot be done by setting configuration options, and the method code must explicitly
refer to the nonfunctional concern of security.

To summarize, whenever the canned solutions provided by the J2EE platform are
insufficient for our particular purpose, we find ourselves facing again the problems
of scattered, tangled, and crosscutting implementation of nonfunctional concerns. As
Duclos et al. [24] state: “clearly, the ‘component’ technology introduced successfully
by EJB for managing non-functional aspects reaches its limits”.

3.2 Marrying J2EE with AOP

Despite the limitations, the J2EE framework enjoys extensive market penetration, com-
manding a multibillion dollar market.!?> In contrast, AOP is only making its first steps
into industry acceptance. It is natural to seek a reconciliation of the two approaches, in
producing an aspect based, programmable and extensible middleware framework.

Release 4.0 of JBoss (discussed below in Sect. .1} is an open-source application
server which implements the J2EE standard, and supports aspects with no language
extensions.!> Aspects are implemented in JBoss as JAVA classes which implement a
designated interface, while pointcuts are defined in an XML syntax. However, JBoss
does not implement J2EE services aspects.

We argue that a proper marriage of AOP and J2EE requires that each of J2EE’s core
services is expressed as an aspect. The collection of these services then forms the core
aspect library, which relying on J2EE success, would not only be provably useful, but
also highly customizable. Developers should be able to add their own services (e.g.,
logging) or modify existing ones, possibly using inheritance in order to re-use proven
aspect code. The resulting aspects could then be viewed as stand-alone modules that
can be re-used across projects.

Another implication is that not all aspects must come from a single vendor; in the
current J2EE market, all J2EE-standard services are provided by the J2EE application
server vendor. If developers can choose which aspects to apply, regardless of the appli-
cation server used, then aspects implemented by different vendors (or by the developers
themselves) can all be used in the same project.

Choi [7] was the first to demonstrate that an EJB container can be built from the
ground up using AOP methodologies, while replacing services with aspects which exist
independently of the container.

12 http://www.serverwatch.com/news/article.php/1399361
13 http://www.onjava.com/Ipt/a/3878
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Focal to all this prior work was the attempt to make an existing widespread frame-
work more robust using AOP techniques. Our work here adopts a new approach to the
successful marriage of J2EE and AOP, by using the notion of shakeins. More concretely,
we propose a new AOP language ASPECTJ2EE, which in using shakeins, draws from
the lessons of J2EE and its programming techniques.

The main issues in which the ASPECTJ2EE language differs from ASPECTJ are:

(1) Aspect targets. ASPECTJ can apply aspects to any class, whereas in ASPECTJ2EE
aspects can be applied to enterprise beans only, i.e., those modules to which J2EE
services are applied. (This selective application is made possible by the shakein
semantics, which always have a designated target.)

As demonstrated by the vast experience accumulated in J2EE, aspects have great
efficacy precisely with these classes. We believe that the acceptance of aspects by
the community may be improved by narrowing their domain of applicability, which
should also benefit understandability and maintainability.

It should be stressed, however, that this is not a limitation of the shakein concept
but rather an ASPECTJ2EE design decision.

(2) Weaving method. Weaving the base class together with its aspects in ASPECTJ2EE
relies on the same mechanisms employed by J2EE application servers to combine
services with the business logic of beans. This is carried out entirely within the
dominion of object-oriented programming, using the standard JAVA language, and
an unmodified JVM. Again, this is made possible by the shakein semantics.

In contrast, different versions of ASPECTJ used different weaving methods rely-
ing on preprocessing, specialized JVMs, and dedicated bytecode generators, all of
which deviate from the standard object model.

(3) Aspect parametrization. Since the aspects in ASPECTJ2EE are shakeins, they take
three kinds of parameters: pointcut definitions, types, and literal values. Param-
eterized aspects can be applied to EJBs by providing (in the EJBs deployment
descriptor) a concrete value for each parameter, including concrete pointcut def-
initions. Pointcut parameters provide significant flexibility by removing undesired
cohesion between aspects and their target beans, and enables the development of
highly reusable aspects. It creates, in ASPECTJ2EE, the equivalent of Caesar’s [25]
much-touted separation between aspect implementation and aspect binding.

Other aspect parameter types also greatly increase aspect reusability and broaden
each aspect’s applicability.

(4) Support for tier-cutting concerns. ASPECTJ2EE is uniquely positioned to enable
the localization of concerns that cross not only program modules, but program tiers
as well. Such concerns include, for example, encrypting or compressing the flow
of information between the client and the server. Even with AOP, the handling of
tier-cutting concerns requires scattering code across at least two distinct program
modules. We show that using ASPECTJ2EE, many tier-cutting concerns can be
localized into a single, coherent program module.

J2EE application servers offer the developer only minimal control over the gen-
eration of support classes. ASPECTJ2EE, however, gives a full AOP semantics to
the deployment process. With deploy-time weaving, described next, the main code is
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unmodified, both at the source and the binary level. Further, the execution of this code
is unchanged, and can be carried out on any standard JVM.

ASPECTJ2EE does not impose constraints on the base code, other than some of the
dictations of the J2EE specification on what programmers must, and must not, do while
defining EJBs. These dictations are that instances must be obtained via the home inter-
face, rather than by directly invoking a constructor or any other user-defined method;
business methods must not be £inal or static; and so forth.

4 Comparison with JBoss and Spring

Obviously, we were not the first to observe the case for using aspects in middleware ap-
plications in general, and in J2EE in particular. Indeed, there is a large body of previous
work in which aspects are applied in the middleware domain: JAC [26], Lasagna [27],
PROSE [28], JAsCo [29], and others.

Shakeins were designed with J2EE in mind—so in this section we compare shakeins
with the two prime applications of AOP technology to J2EE. Section4.1 compares
shakeins with the dynamic aspects of JBoss Application Server.'* A comparison with
the AOP features of the Spring Application Framework" is the subject of Sect. 4.2
Unlike shakeins and other similar research, JBoss and Spring are industrial-strength
software artifacts employed in production code. The lessons that these two teach are
therefore valuable in appreciating the merits of shakeins.

4.1 JBoss AOP

Version 4.0 of JBoss was the first implementation of J2EE to integrate AOP support.
For technical reasons, the JBoss AOP approach features advice- rather than aspect-level
granularity, where each advice is encapsulated in what is called an inferceptor class.

It is telling that JBoss AOP enhancements of the aspect notion are similar to those
of shakeins, including: advice composition (stacks in the JBoss jargon), parameterized
advice, selective and repeated application of advice, explicit and flexible (rather than
global) ordering, and configuration parameters. We interpret this as a supporting empir-
ical support to the claim that flat-oblivious aspects should be extended in certain ways.

Still, since the application of (standard) advice in JBoss is carried out in situ, destroy-
ing the original class, the JBoss approach suffers from the aspect/inheritance schism,
instantiation complexity, etc. Perhaps in recognition of these difficulties, JBoss AOP
also supports dynamic AOP—the ability to apply advice per instance rather than per
class. A class must be “prepared” for such a dynamic application, by injecting into
its code (at load time) hooks for the potential joinpoints. The class loader consults an
XML configuration file for the list of classes to prepare, and the hook locations. It is
then possible, at run time, to add or remove interceptors.

In this extent, JBoss’s flexibility and repertoire of features is greater than that of
shakeins. JBoss offers the ability to un-apply an advice at run time. This feature is
missing in shakeins, but can be emulated by testing an on/off flag at the beginning of

14 http://www.jboss.org
15 http://www.springframework.org
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every advice. Conversely, note that JBoss’s flexibility has its inherent limits, e.g., since
interceptors are applied to existing objects, advice cannot be applied to constructors.

The most major difference between JBoss AOP and shakeins is the approach taken
for integration with the base technology. As explained in Sect. 2, shakeins are a lan-
guage extension, which draws from principles of OO and genericity. In contrast, the
variety of features in JBoss AOP is realized by a sophisticated combination of loaders,
run-time libraries, and XML configuration files, and without any changes to the com-
piler (or the JVM). Thus, (probably in answer to Sun’s J2EE certification requirements)
JBoss AOP is an implementation of aspects through a software framework built over
vanilla JAVA.'®

Since JBoss aspects are not part of the language, a programmer who wishes to exploit
aspect features is asked to master a variety of tools, while following the strict discipline
dictated by the framework, with little if any compiler checking. For example, the run-
time application of advice is achieved using a JAVA API; the compiler is unaware of
the involved AOP semantics. As a result, many mistakes (e.g., an attempt to access an
invalid method argument) can only be detected at run time, possibly leading to run-time
errors. Other problems, such as a mistyped pointcut (which matches no joinpoints) will
not be detected at all. Thus, in a sense, the offers of JBoss can be compared to assem-
bly programming: immense flexibility but with greater risks. However, unlike assembly
code, performance in JBoss is not at its peak.

The clockwork driving the JBoss framework is visible to the programmer. The pro-
grammer must understand this mechanism in order to be able to use it. This visibility
has its advantages: the illusive issue of aspect instantiation in ASPECTJ is clarified by
JBoss: since interceptors must be instantiated explicitly prior to their application, the
semantics of aspect instance management is left up to the programmer.

To illustrate some of the issues of a framework-based implementation of aspects,
consider Fig. 7, which demonstrates how the Conf ined shakein (Fig. 6) is implemented
in JBoss. Figure 7a depicts a JAVA class which, by obeying the framework rules, can
be used as an interceptor. The run-time content of argument inv to method invoke
(lines 12-18) is the only information that the method has on the interception. The
method assumes (line 13) that the joinpoint kind is a field-write. The newly assigned
value is obtained (line 14) by downcasting an Object to the proper type. Both down-
casts will fail if the interceptor is applied to an incorrect joinpoint.

Figure 7b is the XML code that directs the injection of the hooks intended for this
interceptor into class Point. The interceptor is intimately coupled with the XML, in
making tacit assumptions on the joinpoint kind and the argument type; violations of
these assumptions are only detected at run time.

To create a shakein-typed instance of Point, one may write
Point p = Confined[0,1023,0,767]<Point>(); //Shakein version.

The JBoss equivalent is a bit longer:

Point p = new Point(); /JBossdynamic AOP version.
((Advised)p) ._getInstanceAdvisor () .appendInterceptor (new Confined("x", 0, 1023));
((Advised)p) ._getInstanceAdvisor () .appendInterceptor (new Confined("y", 0, 767));

16 Compliance with these requirements also explains why standard J2EE services are not imple-
mented as aspects in JBoss, and are therefore not as flexible as they might be.
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Ipublic class Confined implements Interceptor {

2
3

® 2 o v

private int min, max;

private String fieldName;

public Confined(String fieldName, int min, int max) {
this.min = min; this.max = max;
this.fieldName = fieldName;

}

public String getName() { return "Confined"; }

public Object invoke(Invocation inv) throws Throwable {
FieldWriteInvocation fwi = (FieldWriteInvocation)inv;
int v = (Integer) (fwi.getValue());
if (fwi.getField() .getName () .equals (fieldName))

if (v < min || v > max) throw new IllegalArgumentException() ;

return inv.invokeNext () ; / proceed to subsequent interceptors/base code

121

18}
19}

(b) <aop>

<prepare expr="set (int Point->x) OR set(int Point->y)" />

</aop>

Fig.7. a Confined as a JBoss interceptor, and b the supporting configuration file

This demonstrates more intricacies of implementing aspects by a software frame-
work: First, we see that advices are applied only after the object was constructed
(no refinement of the constructors is possible). Second, since there is no explicit
composition operator,'” two interceptors must be manually applied, one per axis.

Third, we see that p must be casted to the in-
terface type Advised. This interface type is
implemented by the modified (prepared) ver-
sion of Point; yet the compiler is not aware
of this change. If the class was not prepared
(e.g., an inconsistency in the XML file), then
this cast attempt will fail. Finally, again due
to compiler obliviousness, field names are
represented as string literals (here, as argu-
ments to the interceptor’s constructor). Any
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pointcut argument to the auxiliary shakein
from Fig. 6 triggers a compile-time warning.)

Figure 8 compares the run-time perfor-
mance of the JBoss and the shakein imple-
mentation of aspect Confined. The figure

Fig.8. Performance degradation of class
Point with different strategies of applying
a “confinement” aspect

depicts the operations throughput of class Point in the base implementation and in the
different aspectualized versions.'® We see that the original class suffers no performance

17 Stacks cannot be used here.

'8 Specifically we used the number of times the sequence of calls (setX,setY,moveBy) can

be completed in a time unit.
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penalty in the shakein version. The shakein-advised instance, generated by two sub-
classing operations, is about 8% slower. In contrast, while using JBoss AOP, instances
of the original class suffer from a performance impact of about 28% before any advice
is applied; this is the overhead introduced by the joinpoint hooks. Once applied, the
reflection-based interceptors slow the JBoss version to 1.5% of the original throughput.

There are two main sources of performance degradation in the JBoss implementa-
tion. Time wise, hooks slow down code, and this slowdown occurs even if no advices are
applied to the receiver instance. (In class Point, this slowdown was by 28%.) More-
over, even a nonprepared class may be slowed down, if its code matches, e.g., a joinpoint
of a call to a prepared class.

Additional slowdown is caused by the advice having to use reflection-like objects
in order to learn about the joinpoint. The invocation object must be downcast to the
specific invocation type (FieldWriteInvocation in Fig.7a), and arguments must
be downcast from Object references to their specific types. (As we have seen, this
slowdown was by more than an order of magnitude in Point. We expect a more modest
relative performance degradation in classes that do more substantial computation.)

Space wise, the advice (whenever a joinpoint is reached) is reified in a run-time
object. The memory consumed by this object must be managed, thereby leading to
additional slowdown. The invocation itself is reified in a number of objects (metadata,
argument wrappers, arguments array, etc.) which add to the space and time overheads
of the implementation. (A quick inspection of Fig. 7a reveals that there are at least four
objects generated in reifying the joinpoint.)

4.2 A Comparison with Spring AOP

The Spring Application Framework is an “inversion of control”!® container, used for
applying services to standard JAVA objects. It is often used in conjunction with a J2EE
server for developing enterprise applications; however, Spring provides alternatives to
many of the J2EE services, in a more flexible and developer-friendly manner.

Objects in Spring are “beans”, all obtained via a centralized factory which is config-
ured using an XML file. This XML file specifies what properties should be set and what
services applied to each bean type. Developers can choose from a wide range of pre-
defined services (e.g., Hibernate?’-based persistence) or define their own. New services
(as well as existing ones) are defined using Spring’s AOP facilities.?!

Much like shakeins, AOP in Spring is based on the generation of new classes. When
advice is applied to a class, a new class is generated, which either implements the same
interfaces as the base class or else extends it as a subclass. Thus, Spring enjoys several
of the benefits of shakeins; most notably, there is no performance penalty to instances
of the original class, which remains unmodified (see Fig. 8). However, beyond this sim-
ilarity, there are several differences of note between the Spring and shakein approaches.

Adpvice in Spring is manifested as an interceptor class, which is invoked whenever
an advised method is executed. Pointcuts are also manifested as classes, and interro-
gated at run time to find out which methods should be advised. Much as in JBoss, the

19 http://www.martinfowler.com/articles/injection.htm]
20 http://www.hibernate.org
2 Spring also supports the integration of standard ASPECTJ aspects.
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mechanism relies on a sophisticated combination of libraries and configuration files,
with no changes to the language itself. Therefore, Spring AOP shares much of the tolls
noted for JBoss AOP, including similar space and time complexities (with the excep-
tion of hooks-induced slowdowns). Additional performance penalties are caused by the
need to evaluate pointcuts at run time, as well as the run-time generation of subclasses.

As a design decision, Spring AOP only supports method invocation joinpoints (and
that, only for non-private methods). In our tests, the lack of support for field access
joinpoints implied that the Confined aspect had to be made explicitly aware of each of
the Point methods that can update the point’s coordinates; in particular, the advice had
to re-create the logic for the moveBy method. The Spring point of view contends that
this would not have been needed, had moveBy relied on setX and setY to update the
fields, rather than using direct access (recall Fig. 2a). But from this very claim we must
conclude that the Spring aspect is fragile with respect to changes in the implementation
of Point; should moveBy be updated to rely on the setter methods, the advice must be
accordingly updated. A nonfragile aspect implementation must rely on examining the
control-flow at run time, with a noticeable performance hit.

In our benchmarks (Fig. 8), the Spring-based Confined aspect (which was not cre-
ated using composition, due to its asymmetry with regard to moveBy) was over twice
as fast as the JBoss version, but still much slower than the shakeins-based version.

5 Weaving, Deployment, and Deploy-Time Weaving

Now that the theoretical foundation of the shakeins construct was established, and that
we understand how and why it may be useful in the context of middleware frameworks,
the time has come to combine the two. The first step is in describing how deployment, a
basic technique of J2EE, can be generalized for the process of weaving aspects (specif-
ically, shakeins) into an application.

Section 5.1 explains weaving. Deployment is the subject of Sect.5.2. Weaving of
shakeins onto EJBs is discussed in Sect.5.3. Section5.4 generalizes this process to
arbitrary classes.

5.1 Weaving

Weaving is the process of inserting the relevant code from various aspects into des-
ignated locations, known as joinpoints, in the main program. In their original pre-
sentation of ASPECTJ [9], Kiczales et al. enumerate a number of weaving strategies:
“aspect weaving can be done by a special pre-processor, during compilation, by a post-
compile processor, at load time, as part of the virtual machine, using residual runtime
instructions, or using some combination of these approaches.” Each of these weaving
mechanisms was employed in at least one AOP language implementation. As mentioned
before, our implementation of shakeins use its own peculiar deploy-time weaving strat-
egy. In this section we motivate this strategy and explain it in greater detail.

We first note that the weaving strategies mentioned in the above quote transgress the
boundaries of the standard object model. Patching binaries, preprocessing, dedicated
loaders or virtual machines will confuse tools such as debuggers, profilers, and static
analyzers, and may have other adverse effects on generality and portability.
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Further, weaving introduces a major conceptual bottleneck. As early as 1998, Walker
et al. [30] noted the disconcert of programmers when realizing that merely reading a
unit’s source code is not sufficient for understanding its run-time behavior.??

The remedy suggested by Constantinides et al. in the Aspect Moderator frame-
work [31] was restricting weaving to the dominion of the OOP model. In their sug-
gested framework, aspects and their weaving are realized using pure object-oriented
constructs. Thus, every aspect-oriented program can be presented in terms of the famil-
iar notions of inheritance, polymorphism, and dynamic binding. Indeed, as Walker et al.
conclude: “programmers may be better able to understand an aspect-oriented program
when the effect of aspect code has a well-defined scope”.

Aspect Moderator relies on the PROXY design pattern [21] to create components
that can be enriched by aspects. Each core class has a proxy which manages a list of
operations to be taken before and after every method invocation. As a result, joinpoints
are limited to method execution only, and only before () and after () advices can
be offered. Another notable drawback of this weaving strategy is that it is explicit, in
the sense that every advice has to be manually registered with the proxy. Registration
is carried out by issuing a plain JAVA instruction—there are no external or non-JAVA
elements that modify the program’s behavior. Therefore, long, tiresome, and error-prone
sequences of registration instructions are typical to Aspect Moderator programs.

A better strategy of implementing explicit weaving is that this code is generated by
an automatic tool from a concise specification. The shakein weaving mechanism gives
in essence this tool. However, rather than generate explicit weaving code for a proxy, it
generates a woven version of the code in a newly generated subclass. By replacing the
proxy pattern with the notion of subclassing, it also able to handle advice types other
than before () and after (), and handle a richer gamut of joinpoint types, as detailed
in Sect. 6.3.

Thus, shakeins do not use any of the obtrusive weaving strategies listed above. In-
stead, the mechanism employs a weaving strategy that does not break the object model.
Instead of modifying binaries (directly, or by preprocessing the source code), the appli-
cation of a shakein to a class results in an “under the hood” generation of a new class
that inherits from, rather than replaces, the original. The new class provides an alterna-
tive realization, a re-implementation, of the same type; it does not introduce a new type,
since there are no visible changes to the interface. This re-implementation is generated
by advising the original one with the advice contained in the shakein.

Clearly, there are limitations to the approach of implementing shakeins as subclasses.
The main such limitation is that Proposition 1 does not hold in the general case. Below
we will show that in the particular case of EJBs in J2EE, this restriction does not arise,
because access to EJBs is through interfaces.

5.2 Deployment

J2EE offers aunique opportunity for generating the subclasses required for the weaving of
shakeins. Figure 9 compares the development cycle of traditional and J2EE application.

22 Further, Laddad [8, p. 441] notes that in ASPECTJ the run-time behavior cannot be deduced
even by reading all aspects, since their application to the main code is governed by the com-
mand by which the compiler was invoked.
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We see that deployment is a new stage in the program development process, which
occurs after compilation but prior to execution. It is unique in that although new code
is generated, it is not part of the development, but rather of user installation.

Deployment is the magic by which J2EE services, such as security and transac-
tion management, are welded to applications. The generation of subclasses and support
classes is governed by deployment descriptors, which are XML configuration files.

The idea behind deploy-time weaving is to extend this magic, by placing the shakein
semantics in government of this process. As shakeins are based on straightforward in-
heritance, this extension also simplifies the structure of and inter-relationships between
the generated support classes.

Technically, deployment is the process by which
an application is installed on a J2EE application
server. Having received the application binaries,
deployment involves generating, compiling, and
adding additional support classes to the applica-
tion. For example, the server generates stub and
tie (skeleton) classes for all classes that can be re-
motely accessed, in a manner similar to, or even
based on, the RMI compiler.”? Even though some
J2EE application servers generate support class bi-
naries directly (without going through the source),
these always conform to the standard object model.

We must study some of the rather mundane details of deployment in order to under-
stand how it can be generalized to do weaving. To do so, consider first Fig. 10, which
shows the initial hierarchy associated with an ACCOUNT CMP bean (see Sect. 1.2).

At the right-hand side of the
figure, we see interface Account,
which inherits from javax.ejb.-
EJBObject. This interface is D s o

(a) Traditional program development steps

[ Write J:>[ Compile J:>[ Execute B

\[ Developer’s role ]/ \[ User's role ]/

(b) J2EE program development steps

[ Write J:>[ Compile J:>[ Deploy ]:% Execute E

\[ Developer's role ]/ \[ User's role }'/

Fig.9. Program development steps:
(a) traditional, (b) J2EE

«interface»
| javax.ejb.EJBObject

«interface»
 javax.ejb.EntityBean

«interface»
 javax.ejb.EJBHome

«interface» «interface» AccountBean
written by the developer in support Accounthome A
of the remote interface to the bean.?*
This is where all client-accessible
methods are declared. In the exam-
ple, there are three such methods:
deposit(), and
getBalance(). Class Account
resides at the client side.

On the left-hand side of the fig-

withdraw(),

+create() : Account

+findByPrimaryKey() : Account

ithdraw()
+deposit()
+getBalance() : float

+withdraw()
+deposit()

+getld() : String
+setld()
+getBalance() : float
+setBalance()
+ejbLoad()
+ejbStore()
+ejbCreate()
+ejbActivate()
+ejbPassivate()
+ejbRemove()
+setEntityContext()
+unsetEntityContext()

Fig.10. Programmer-created classes for the AcC-

ure, we see abstract class Account- COUNT EJB

Bean, inheriting from javax.-
ejb.EntityBean. The J2EE developer’s main effort is in coding this class, which
will reside at the server side. There are three groups of methods in the bean class:

2 http://java.sun.com/j2se/1.5.0/docs/guide/rmi/
2% For the sake of simplicity, we assume that ACCOUNT has a remote interface only, even though
beans can have either a local interface, a remote interface, or both.
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(1) Business Logic. The first group of methods in this class consists of the implemen-
tation of business logic methods. These are deposit () and withdraw() in the
example.

(2) Accessors of Attributes. EJB attributes are those fields of the class that will be gov-
erned by the persistence service in the J2EE server. Each attribute attr is repre-
sented by abstract setter and getter methods, called setAttr () and getAttr(),
respectively. Attributes are not necessarily client accessible.

In the example, there are four such accessors, indicating that the bean ACCOUNT has
two attributes: id (the primary key) and balance. Examining the Account interface
we learn that id is invisible to the client, while balance is read-only accessible.

(3) Lifecycle. The third and last method group comprises along list of mundane life-cycle
methods, such as ejbLoad () and ejbStore (), most of which are normally empty.
Even though sophisticated IDEs can produce a template implementation of these,
they remain a developer’s responsibility, contaminating the functional concern code.
Later we shall see how deploy-time weaving can be used to remove this burden.

Finally, at the center of Fig. 10, we see

. «in_terfaoe» ) «in_ﬁer!aoe» . . «ir!terfao_e» . i
javaxeib EJBHome| |javax.ejb EJRObject] . |javax.ejb interface AccountHome, which declares
IA A A a FACTORY [21] of this bean. Clients can
«interface» i : :
Accounttome Account only generate or obtain instances of the
+creat A int +wil w( . o .
ingEyprimanyieyt -Account| [rpouty e bean by using this interface.
() : float M . .
s S Concrete classes to implement
) : float
—Account_Stub o AccountHome, Account, and
+ejbLoad()
witharaw( +efoStore( AccountBean are generated at de-
l+deposit() +ejbCreate() . .
gelBaance0 : foat | 120 ployment time. The specifics of these
EJSRemoteCMPAccountHome_b7e62f65 ::ﬁgs{uﬁt%z(r:texto classes vary with the J2EE implemen_
+unsetEntityContext() . .
“oreate()  ConcreteAcoount_b7e67765 yaY tation. Figure 11 shows some of the
+findByPrimaryKey() CoyncreteAccoun(_weSZ'GS = t b7062165 1 d b IBM’ W bS h
3 rentems s ¢ asse.:s generate y 2s5 e . phere
| -balance : floal
,,,,,,,,,,,,,,,,,,, e Application Server (WAS)~ version 5.0
= O when deploying this bean.
)

Examining the figure, we see that it
is similar in structure to Fig 10, except
for the classes, depicted in gray, that the
deployment process created: Concre-
teAccount_b7e62f65 is the concrete
bean class, implementing the abstract methods defined in AccountBean as setters and
getters for the EJB attributes. Instances of this class are handed out by class EJSRemote-
CMPAccountHome_b7e62£65, which implements the factory interface AccountHome.

Finally, _Account_Stub, residing at the client side, intercommunicates with Conc-
reteAccount_b7e62£65 which resides at the server side.

In support of the ACCOUNT bean, WAS deployment generates several additional
classes which are not depicted in the figure: a stub for the home interface, ties for
both stubs, and more. Together, the deployment classes realize services that the con-
tainer provides to the bean: persistence, security, transaction management, and so forth.
However, as evident from the figure, all this support is provided within the standard
object oriented programming model.

Fig.11. ACCOUNT classes defined by the pro-
grammer, and support classes (in gray) gener-
ated by WAS 5.0 during deployment

% http://www.ibm.com/software/websphere/
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5.3 Deployment as a Weaving Process for EJBs

Having understood the process of deployment and the generation of classes in it,
we can now explain how deployment can be used as a weaving process. Consider
first the ordered application of four standard ASPECTJ2EE shakeins: Lifecycle,
Persistence, Security, and Transactions to the bean ACCOUNT. (Such a case
is easier than the more general case, in which the target class is not an EJB. We will
discuss this issue below.)

Weaving by deployment generates, for each application of an aspect (or a shakein)
to a class, a subclass of the target. This subclass is called an advised class, since its
generation is governed by the advices given in the aspect. Accordingly, the sequence of
applications under consideration will generate four advised classes.

Figure 12 shows the class hierarchy after the deployment tool generated these four
class in support of the shakein application expression

Transactions<Security<Persistence<Lifecycle<Account>>>>.
Comparing this
«interface» «interface» «interface» ﬁgure to Fig_ 11, we

 javax.ejb.EJBHome  javax.ejb.EJBObject| |javax.ejb.EntityBean
see first that the class

I L AccountBean was
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g e() : float s .
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_____ = +ejbRemove() +setEntityContext()
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advised class realiz-
ing the application
of Lifecycle to
ACCOUNT. There are
three other advised classes in the figure, which correspond to the application of aspects
Persistence, Security, and Transactions to ACCOUNT.

Fig.12. ACCOUNT classes defined by the programmer, and support
classes (in gray) generated by ASPECTJ2EE deployment

26 The life-cycle methods are declared in the interface javax.ejb.EntityBean. Hence,
implementing them in a shakein does not change the type of class AccountBean.
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The sequence of aspect applications is translated into a chain of inheritance of ad-
vised classes, starting at the main bean class. The root advised class is the first class
in this chain (AdvAccount Lifecycle in the example), while the terminal advised
class is the last (AdvAccount Transactions in the example). Fields, methods,
and inner classes defined in an aspect are copied to its advised class. Advised methods
in this class are generated automatically based on the advices in the aspect.

We note that although all the advised classes are concrete, only instances of the
terminal advised class are created by the bean factory (the generated EJB home). In the
figure for example, class ConcreteRemoteAccountHome creates all ACCOUNTS,
which are always instances of AdvAccount Transactions.

It may be technically possible to construct instances of this bean in which fewer
aspects are applied; there are, however, deep theoretical reasons for preventing this from
happening. Suppose that a certain aspect applies to a software module such as a class or
aroutine, etc., in all but some exceptional incarnations of this module. Placing the tests
for these exceptions at the point of incarnation (routine invocation or class instantiation)
leads to scattered and tangled code, and defeats the very purpose of AOP. The bold
statement that some accounts are exempt from security restrictions should be made
right where it belongs—as part of the definition of the security aspect! Indeed, J2EE
and other middleware frameworks do not support conditional application of services to
the same business logic. A simple organization of classes in packages, together with
JAVA accessibility rules, enforce this restriction and prevents clients from obtaining
instances of nonterminal advised classes.

5.4 Deploy-Time Weaving for General Classes

We just saw that deploy-time weaving generates, at deployment time, an advised class
for each application of an aspect of ASPECTJ2EE. Let us now consider the more gen-
eral case, in which the target class is not an EJB.

It is instructive to compare the advising of EJBs (Fig. 12) with the general structure
of shakein classes, as depicted in Fig. 3. We see that the diagrams are similar in making
each aspect application into a JAVA class. However, Fig. 12 adds two factors to the
picture: First, the generation of instances of ACCOUNT is controlled by an external
factory class. Second is the fact that the class Account is abstract.

Together these two make one of the key properties of EJBs, namely the fact that an
EJB does not have a forge facet. Instead, the framework imposes a requirement that all
instances of the class are obtained from an external class, which follows the ABSTRACT
FACTORY design pattern.

This property makes it possible to apply an aspect, aservice, or ashakein to all instances
of a certain class. When applying the deploy-time weaving technique to non-EJB classes,
one may chose to degenerate the forge facet of the target class, as in EJBs, or in the case
that this is not possible, make sure that the correct constructors are invoked in the code.

6 The ASPECTJ2EE Programming Language

Having described the shakeins construct and deploy-time weaving, we are ready to
describe the ASPECTJ2EE language.
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The syntax of ASPECTJ2EE is a variant of ASPECTJ. The semantics of As-
PECTJ2EE-aspects is based on a (limited) implementation of the shakein concept.
Hence, aspects in ASPECTJ2EE (unlike in ASPECTJ) do not have a global effect, and
are woven into the application at deployment time (rather than compile time).

When compared to shakeins, the main limitation of ASPECTJ2EE-aspects (hence-
forth just “aspects”, unless noted otherwise), is that their application to classes is
governed by an external deployment descriptor file, written in XML. Accordingly,
ASPECTJ2EE does not provide a syntax for explicitly applying aspects to classes. Con-
sequently, the integration of aspects into ASPECTJ2EE is not complete. Indeed, AS-
PECTJ2EE suffers from two XML-JAVA coupling issues: (1) JAVA code using a class
whose generation is governed by XML is coupled with this XML code. (2) XML file
applying an aspect to a ASPECTJ2EE class is coupled with the ASPECTJ2EE names.
However, in contrast with JBoss aspects, the detection of errors due to such coupling,
i.e., using wrong class names or illegal or empty pointcut expressions, is not at run time,
but rather at deployment time.

Comparing the ASPECTJ2EE version of shakeins with the theoretical description of
the concept, we find that some of the benefits (see Sect.[2.4)) are preserved, while others
are not:

(1) Selective application is available; aspects are applied only to classes specified in
the deployment descriptor.

(2) Nondestructive application is preserved. However, instances are obtained using
Home objects (factories) only. Therefore, the programmer, wearing the hat of an
application assembler, can dictate which combinations of aspect application are
available. For example, it is possible to ensure that all instances of ACCOUNT are
subjected to a security aspect.

(3) Explicit and Flexible Ordering is provided by the XML binding language.

(4) Composition is not supported; there is no syntax for composing two or more as-
pects.

(5) Configuration parameters are available; the deployment descriptor is used for ar-
gument passing.

(6) Repeated application is fully supported.

(7) Parameter checking is absent.

Section 6.1 presents the language syntax. The application of aspects through de-
ployment descriptors is the subject of Sect. 6.2. Section 6.3 explains how deploy-time
weaving can implement the various kinds of joinpoints. Finally, Sect. 6.4 gives a broad
overview of the standard aspect library.

6.1 Language Syntax

The major difference between ASPECTJ2EE and ASPECT]J is that ASPECTJ2EE sup-
ports parameterized aspects. For example, Fig. 13 shows the definition of a role-based
security shakein that accepts two parameters. The first parameter is a pointcut defini-
tion specifying which methods are subjected to a security check. The second is the user
role-name that the check requires.
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aspect Security[pointcut secured(), String requiredRole] {
before(): secured() {
if (!userInRole(requiredRole)) {

throw new RuntimeException("Security Violation");
}
}

private boolean userInRole(String roleName) {
// Check if the currently active user has the given role...

}

Fig. 13. The definition of a simple Security aspect in ASPECTJ2EE

Parameter values must be known at deploy time. Accordingly, there are four kinds
of parameters for aspects:

o Type parameters, preceded by the keyword class. The type can be restricted (like
type parameters in JAVA generics) using the implements and extends keywords.

e Pointcut parameters, preceded by the pointcut keyword.

e String parameters and primitive type parameters, preceded by the type name
(string, int, boolean, etc.).

In contrast with ASPECTJ, the scope of a specific aspect application in ASPECTJ2EE
is limited to its target class. Therefore, any pointcut that refers to joinpoints in other
classes is meaningless. Accordingly, ASPECTJ2EE does not have a call joinpoint,
since it refers to the calling point, rather than the execution point, of a method. (To apply
advice to method execution, an execution joinpoint can be used.) This restriction is a
direct result of the shakein semantic model, and it eliminates the confusion associated
with the ecall joinpoint in relation to inheritance (see Sect. 2.2)

All other joinpoint kinds are supported, but with the understanding that their scope is
limited to the target class; for example, a field-set joinpoint for a public field will not
capture access to the field from outside its defining class. ASPECTJ2EE also introduces
a new kind of joinpoint for handling remote invocation of methods.

Since the application of aspects in ASPECTJ2EE is explicit, it does not recognize
the ASPECTIJ statement declare precedence.

Finally, there is a subtle syntactical difference due to the “individual target class”
semantics of ASPECTJ2EE aspects: The definition of a pointcut should not include the
target class name as part of method, field, or constructor signatures. Only the member’s
name, type, access level, list of parameter types, etc., can be specified. For example,
the signature matching any public void method accepting a single String argument
is written ASPECTJ as public void =.x (String) . The same signature should be
written as public void * (String) in ASPECTJ2EE. The ASPECTJ form applies to
the methods with this signature in all classes, whereas the ASPECTJ2EE form applies
only to such methods in the class to which the containing aspect is applied.

6.2 The Deployment Descriptor

In ASPECTJ, the application of aspects to classes is specified declaratively. Yet the pro-
cess is not completely transparent: the application assembler must take explicit actions
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<entity id="Account">
<ejb-name>Account</ejb-name>
<home>aspectj2ee.demo.AccountHome</home>
<remote>aspectj2ee.demo.Account</remote>
<ejb-class>aspectj2ee.demo.AccountBean</ejb-class>
<apply>
<aspect>aspectj2ee.core.Lifecycle</aspect>
</apply>
<apply>
<aspect>aspectj2ee.core.Persistence</aspect>
<parameter name="primKeyClass">java.lang.String</parameter>
<parameter name="primKeyField">serialNumber</parameter>
<parameter name="table">ACCOUNTS</parameter>
<parameter name="fieldMap">serialNumber:SERIAL, balance:BALANCE</parameter>
</apply>
<apply>
<aspect>aspectj2ee.core.Security</aspect>
<parameter name="secured">execution(x(..))</parameter>
<parameter name="requiredRole">User</parameter>
</apply>
<apply>
<aspect>aspectj2ee.core.Transactions</aspect>
<parameter name="reentrant">false</parameter>
<parameter name="requiresnew">execution(deposit(..)) \\

execution(withdraw(..))</parameter>
<parameter name="required">execution(*(..)) && !requiresnew()</parameter>
</apply>
</entity>

Fig. 14. A fragment of an EJB’s deployment descriptor specifying the application of aspects to
the ACCOUNT bean

to make sure that the specified aspect application actually takes place. In particular, he
must remember to compile each core module with all the aspects that may apply to it.
(Or else, an aspect with global applicability may not apply to certain classes if these
classes were not compiled with it.)

The order of application of aspects in ASPECTJ is governed by declare
precedence statements; without explicit declarations, the precedence of aspects in
ASPECT]J is undefined. Also, ASPECTJ does not provide any means for passing param-
eters to the application of aspects to modules.

In contrast, the shakeins semantics in general, and ASPECTJ2EE in particular, re-
quire an explicit specification of each application of an aspect to a class, along with
any configuration parameters. This specification could have been done as part of the
programming language. But, following the conventions of J2EE, and in the sake of
minimizing the syntactical differences between ASPECTJ2EE and ASPECTJ, we chose
to place this specification in an external XML deployment descriptor.

In fact, we shall see that the XML specification is in essence the abstract syntax
tree, which would have been generated from parsing the same specification if written
inside the programming langauge. Figure 14 gives an example, showing the sequence
of application of aspects to ACCOUNT which generated the classes in Fig. 12. Over-
all, four aspects are applied to the bean: Lifecycle, Persistence, Security, and
Transactions. All of these are drawn from the aspectj2ee. core aspect library.

The figure shows the XML element describing bean ACCOUNT. (In general, the de-
ployment descriptor contains such entities for each of the beans, along with other infor-
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mation.) We follow the J2EE convention, in that the bean is defined by the <entity>
XML element.

Element <entity> has several internal elements. The first four: <ejb-name>,
<home>, <remote>, and <ejb-class>, specify the JAVA names that make this
bean. These are part of J2EE and will not concern us here.

Following are elements of type <apply>, which are an ASPECTJ2EE extension.
Each of these specifies an application of an aspect to the bean.

An <apply> element has two kinds of internal elements:

(1) <aspect>, naming the aspect to apply to the bean.
For example, element <aspect>aspectj2ee.core.Lifecycle</aspect> in
the figure specifies that aspectj2ee.core.Lifecycle is applied to ACCOUNT.
(2) <parameter>, specifying the configuration parameters passed to the aspect.
Consider for example the Security aspect (Fig. 13). In Fig. 14, we see that the
actual value for the secured pointcut formal parameter is execution (*(..))
(i.e., the execution of any method). Similarly, formal string parameter required-
Role was actualized with value "User".
Thus, the third <apply> element is tantamount to configuring the aspect with the
following pseudo-syntax: Security[execution(*(..)), "User"].

In support of explicit and flexible ordering, the order of <apply> elements specifies
the order by which aspects are applied to the bean. Intra-aspect precedence (where sev-
eral advices from the same aspect apply to a single joinpoint) is handled as in ASPECTJ,
i.e., by order of appearance of advices.

We can generalize the example above to write the entire sequence of application of
aspects to the bean, along with their parameters. In total, there are nine such param-
eters. These, together with the aspect names, would have made the programming lan-
guage equivalent of the application sequence in Fig. 14 cuambersome and error prone.
We found that the XML notation is a convenient replacement to developing syntax for
dealing with this unwieldiness.

Note that ACCOUNT can be viewed as an entity bean with container-managed per-
sistence (CMP EJB) simply because it relies on the core persistence aspect, which
parallels the standard J2EE persistence service. Should the developer decide to use a
different persistence technique, that persistence system would itself be defined as an
ASPECTJ2EE aspect, and applied to ACCOUNT in the same manner. This is parallel
to bean-managed persistence beans (BMP EJBs) in the sense that the persistence logic
is provided by the application programmer, independent of the services offered by the
application server. However, it is completely unlike BMP EJBs in that the persistence
code would not be tangled with the business logic and scattered across several bean
and utility classes. In this respect, ASPECTJ2EE completely dissolves the distinction
between BMP and CMP entity beans.

6.3 Implementing Advice by Subclassing

ASPECTJ2EE supports each of the joinpoint kinds defined in ASPECTJ, except for
call, since call advice is applied at the client (caller) site and not to the main class.
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We next describe advice are woven into the entity bean code in each supported kind of
joinpoint.

Execution Join Points. The execution (methodSignature) joinpoint is defined
when a method is invoked and control transfers to the target method. ASPECTJ2EE
captures execution joinpoints by generating advised methods in the advised class,
overriding the inherited methods that match the execution joinpoint. Consider, for ex-
ample, the advice in Fig. 15a, whose pointcut refers to the execution of the deposit ()
method. This is a before () advice which prepends a printout line to matched join-
points. When applied to ACCOUNT, only one joinpoint, the execution of deposit (),
will match the specified pointcut. Hence, in the advised class, the deposit () method
will be overridden, and the advice code will be inserted prior to invoking the origi-
nal code. The resulting implementation of deposit () in the advised class appears in
Fig. 15b.

(a) before (float amount): execution(deposit(float)) && args(amount) {
System.out.println("Depositing " + amount) ;

}

(b) void deposit (float amount) {
System.out.println("Depositing " + amount) ;
super.deposit (amount) ;

}

Fig. 15. a Sample advice for deposit () execution, and b the resulting advised method

Recall that only instances of the terminal advised class exist in the system, so ev-
ery call to the advised method (deposit () in this example) would be intercepted by
means of regular polymorphism. Overriding and refinement can be used to implement
before (), after () (including after () returning and after () throwing), and
around () advice. With around () advice, the proceed keyword would indicate the
location of the call to the inherited implementation.

The example in Fig. 16 demonstrates the support for after () throwing advice.
The advice, listed in part (a) of the figure, would generate a printout if the withdraw ()
method resulted in an InsufficientFundsException. The exception itself is re-
thrown, i.e., the advice does not swallow it. The resulting advised method appears in
part (b) of the figure. It shows how after () throwing advice are implemented by
encapsulating the original implementation in a try/catch block.

An execution joinpoint may refer to private methods. Since such methods can-
not be overridden in subclasses, the ASPECTJ2EE weaver generates a new, advised ver-
sion of the method—and then overrides any method that invokes the private method, so
that the callers will use the newly generated version of the private callee rather than the
original. The overriding version of the callers includes a complete re-implementation
of each caller’s code, rather than using refinement, so that only the new version of the
callee will be used. The only exception is where a private method is invoked by a con-
structor, which cannot be replaced by an overriding version. ASPECTJ2EE will issue a
warning in such cases.
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(a) after () throwing (InsufficientFundsException ex)
throws InsufficientFundsException:

execution(withdraw(..)) {
System.out.println("Withdrawal failed: " + ex.getMessagel());
throw ex;

}

(b) void withdraw(float amount) throws InsufficientFundsException f{
try { super.withdraw(amount) ;
} catch (InsufficientFundsException ex) {
System.out.println("Withdrawal failed: " + ex.getMessage());
throw ex;

Fig.16. a Sample after () throwing advice, applied to a method execution join point,
and b the resulting advised method

This technique is used not only with execution joinpoints, but whenever an advice
apples to code inside a private method (e.g., when a field access joinpoint is matched
by code inside one).

A similar problem occurs with £inal and static methods. However, such methods
are disallowed by the J2EE specification and may not be included in EJB classes.

Constructor Execution Joinpoints. The constructor execution joinpoint in ASPECTJ is
defined using the same keyword as regular method execution. The difference lies in
the method signature, which uses the keyword new to indicate the class’s constructor.
For example, the pointcut execution (new(..)) would match the execution of any
constructor in the target class.

Unlike regular methods, constructors are limited with regard to the location in the
code where the inherited implementation (super () ) must be invoked. The invocation
must be the first statement of the constructor, and in particular it must occur before any
field access or virtual method invocation. Hence, joinpoints that refer to constructor
signatures can be advised, but any code that executes before the inherited constructor
(before () advice, or parts of around () advice that appear prior to the invocation of
proceed ()) is invalid.

An around () advice for constructor execution that does not contain an invocation
of proceed () would be the equivalent of a JAVA constructor that does not invoke
super () (the inherited constructor). This is tantamount to having an implicit call to
super ().

Field Read and Write Access Joinpoints. Field access joinpoints match references to
and assignments of fields. ASPECTJ2EE presents no limitations on advice that can be
applied to these joinpoints. However, if a field is visible outside of the class (e.g., a
public field), then any external access will bypass the advice. It is therefore recom-
mended that field access will be restricted to private fields and EJB attributes only.
Recall that attributes are not declared as fields; rather, they are indicated by the program-
mer using abstract getter and setter methods. These methods are then implemented
in the concrete bean class (in J2EE) or in the root advised class (in ASPECTJ2EE).
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(a) around () : remotecall (deposit(..)) {
System.out.println("About to perform transaction.");
proceed () ;

System.out.println("Transaction completed.");

}

(b) public void deposit (float arg0) {
System.out.println("About to perform transaction.");
// ... normal RMI/IIOP method invocation code ...
System.out.println("Transaction completed.");

Fig.17. a Sample advice for a method’s remotecall join point, and b the resulting
deposit () method generated in the RMI stub class

If no advice is provided for a given attribute’s read or write access, the respective
method implementation in the root advised class would simply read or update the class
field. The field itself is also defined in the root advised class. However, an attribute can
be advised using before (), around (), and after () advice, which would affect the
way the getter and setter method are implemented.

If an advice is applied to a field (which is not an attribute), all references to this
field by method in the class itself are advised by generating overriding versions of these
methods. However, since a private field is not visible even to subclasses, this might
require generating a new version of the field, which hides [32, Sect. 8.3.3] the original
declaration. In such cases, any method that accesses the field must be regenerated, even
where the advice does not cause any code alteration, so that the overriding version will
access the new field.

Exception Handler Joinpoints. The handler joinpoint can be used to introduce advice
into catch blocks for specific exception types. Since the catch block per se cannot be
overridden, advising such a joinpoint results in a new, overriding version of the entire
advised method. Most of the code remains unchanged from the original, but the code
inside the catch block is altered in accordance with the advice.

Remote Call Joinpoints. The remotecall joinpoint designator is a new keyword in-
troduced in ASPECTJ2EE. Semantically, it is similar to ASPECTJ’s call joinpoint
designator, defining a joinpoint at a method invocation site. However, it only applies to
remote calls to various methods; local calls are unaffected.

Remote call joinpoints are unique, in that their applied advice does not appear in
the advised subclass. Rather, they are implemented by affecting the stub generated at
deploy time for use by EJB clients (such as _Account_Stub in Fig. 12). For exam-
ple, the around () advice from Fig. 17a adds printout code both before and after the
remote invocation of Account.deposit (). The generated stub class would include a
deposit () method like the one shown in part (b) of that figure. Since the advised code
appears in the stub, rather than in a server-side class, the output in this example will be
generated by the client program.

Remote call joinpoints can only refer to methods that are defined in the bean’s remote
interface. Advice using remotecall can be used to localize tier-cutting concerns, as
detailed in Sect. 7.
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Control-Flow Based Pointcuts. ASPECTJ includes two special keywords, c£low and
cflowbelow, for specifying control-flow based limitations on pointcuts. Such limita-
tions are used, for example, to prevent recursive application of advice. Both keywords
are supported by ASPECTJ2EE.

The manner in which control-flow limitations are enforced relies on the fact that de-
ployment can be done in a completely platform-specific manner, since at deploy time,
the exact target platform (JVM implementation) is known. Different JVMs use differ-
ent schemes for storing a stack snapshot in instances of the java.lang.Throwable
class?’ (this information is used, for example, by the method java.lang.Ex-
ception.printStackTrace ()).Such a stack snapshot (obtained via an instance
of Throwable, or any other JVM-specific means) can be examined in order to test for
cflow/cflowbelow conditions at runtime.

An alternative implementation scheme relies on ThreadLocal®® objects. The ad-
vice application would result in a ThreadLocal flag that will be turned on or off as
various methods are entered or exited. At the target joinpoint, the flag’s value will be
examined to determine if the c£lowbelow condition holds, and the advice should be
executed. The one-instance-per-thread nature of ThreadLocal objects ensures that this
flag-based scheme will function properly in multithreaded application.

6.4 The Core Aspects Library

ASPECTJ2EE’s definition includes a standard library of core aspects. Four of these as-
pects were used in the ACCOUNT example, as shown in Fig. 12. Here is a brief overview
of these four, and their effect on the advised classes:

(1) The aspectj2ee.core.Lifecycle aspect (used to generated the root advised
class) provides a default implementation to the J2EE life-cycle methods. The imple-
mentations of setEntityContext (), unsetEntityContext, and getEntity-
Context () maintain the entity context object; all other methods have an empty
implementation. These easily available common defaults make the development of
EJBs somewhat easier (compared to standard J2EE development); the user-provided
AccountBean class is now shorter, and contains strictly business logic methods.?’

(2) The aspectj2ee.core.Persistence aspect provides a CMP-like persistence
service. The attribute-to-database mapping properties are detailed in the parameters
passed to this aspect in the deployment descriptor. This aspect advises some of the
life-cycle methods, as well as the attribute setters (for maintaining a “dirty” flag),
hence these methods are all overridden in the advised class.

(3) The aspectj2ee.core.Security aspect can be used to limit the access to var-
ious methods based on user authentication. This is a generic security solution, on
par with the standard J2EE security service. More detailed security decisions, such

7 http://java.sun.com/j2se/1.5.0/docs/api/java/lang/Throwable.html

%8 http://java.sun.com/j2se/1.5.0/docs/api/java/lang/ThreadLocal.html

% The fact that the fields used to implement the attributes, and the concrete getter and setter method
for these attributes, appear in AdvAccount Lifecycle (in Fig. 12) stems from the fact that
this is the root advised class, and is not related to the Li fecycle aspect per se.
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as role-based variations on method behavior, can be defined using project-specific
aspects without tangling security-related code with the functional concern code.

(4) Finally, the aspectj2ee.core.Transactions aspectis used to provide transac-
tion management capabilities to all business-logic methods. The parameters passed
to it dictate what transactional behavior will be applied to each method. Transac-
tional behaviors supported by the J2EE platform include methods that must execute
within a transaction context, and will create a new transaction if none exists; meth-
ods that must execute within an existing transaction context; methods that are neu-
tral to the existence of a transaction context; and methods that will fail to run within
a transaction context. The list of methods that belong to each group is specified with
a pointcut parameter passed to this aspect.

7 Innovative Uses for AOP in Multitier Applications

The use of aspects in multitier enterprise applications can reduce the amount of cross-
cutting concerns and tangled code. As discussed in Sect. 3, the core J2EE aspects were
shown to be highly effective to this end, and the ability to define additional aspects (as
well as alternative implementations to existing ones) increases this effectiveness and
enables better program modularization.

But ASPECTJ2EE also allows developers to confront a different kind of cross-cutting
nonfunctional concerns: aspects of the software that are implemented in part on the
client and in part on the server. Here, the cross-cutting is extremely acute as the concern
is implemented not just across several classes and modules, but literally across pro-
grams. We call these tier-cutting concerns. In the context of ASPECTJ2EE, tier-cutting
concerns are applied to the business methods of EJBs.

The notion of remote pointcuts was independently discovered by Nishizawa
et al. [33].

The remainder of this section shows that a number of several key tier-cutting con-
cerns can be represented as single aspect by using the remotecall joinpoint designa-
tor. In each of these examples, the client code is unaffected; it is the RMI stub, which
acts as a proxy for the remote object, which is being modified.

7.1 Client-Side Checking of Preconditions

Method preconditions [34] are commonly presented as a natural candidate for
nonfunctional concerns being expressed cleanly and neatly in aspects. This allows pre-
conditions to be specified without littering the core program, and further allows precon-
dition testing to be easily disabled.

Preconditions should normally be checked at the method execution point, i.e., in
the case of multitier applications, on the server. However, a precondition defines a
contract that binds whoever invokes the method. Hence, by definition, precondition
violations can be detected and flagged at the invocation point, i.e., on the client. In a
normal program, this matters very little; but in a multitier application, trapping failed
preconditions on the client can prevent the round-trip of a remote method invocation,
which incurs a heavy overhead (including communications, parameter marshaling, and
un-marshaling, etc.).
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Figure 18 presents a simple precondition that can be applied to the ACCOUNT EJB:
neither withdraw () nor deposit () are ever supposed to be called with a nonpositive
amount as a parameter. If such an occurrence is detected, a PreconditionFailed-
Exception is thrown. Using two named pointcut definitions, the test is applied both
at the client and at the server.

In addition to providing a degree of safety, such aspects decrease the server load by
blocking futile invocation attempts. In a trusted computing environment, if the precon-
ditioned methods are invoked only by clients (and never by other server-side methods),
the server load can be further reduced by completely disabling server-side tests.

public aspect EnsurePositiveAmounts {
pointcut clientSide(float amount) :
(remotecall (public void deposit(float)) ||
remotecall (public void withdraw(float))) && args(amount) ;

pointcut serverSide(float amount) :
(execution (public void deposit(float)) ||
execution (public void withdraw(float))) && args(amount) ;

before (float amount): clientSide(amount) |\ serverSide (amount) {
if (amount <= 0.0)
throw new PreconditionFailedException("Non-positive amount: "+amount) ;

Fig. 18. An aspect that can be used to apply precondition testing (both client- and server-side) to
the ACCOUNT EJB

When using aspects to implement preconditions, always bear in mind that precon-
ditions test for logically flawed states, rather than states that are unacceptable from a
business process point of view. Thus, preventing the withdrawal of excessive amounts
should be part of withdraw ()’s implementation rather than a precondition.

7.2 Symmetrical Data Processing

By adding code both at the sending and receiving ends of remotely invoked methods,
we are able to create what can be viewed as an additional layer in the communication
stack. For example, we can add encryption at the stub and decryption at the remote
tie; or we can apply a compression scheme (compressing information at the sender,
decompressing it at the receiver); and so forth.

Consider an EJB representing a university course, with the method register ()
accepting a Vector of names of students (Strings) to be registered to that course.
The aspect in Fig. 19 sh